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Abstract—Conventional double-spending attack models ignore
the revenue losses stemming from the orphan blocks. On the other
hand, selfish mining literature usually ignores the chance of the
attacker to double-spend at no-cost in each attack cycle. In this
paper, we give a rigorous stochastic analysis of an attack where
the goal of the adversary is to double-spend while mining selfishly.
To do so, we first combine stubborn and selfish mining attacks,
i.e., construct a strategy where the attacker acts stubborn until its
private branch reaches a certain length and then switches to act
selfish. We provide the optimal stubbornness for each parameter
regime. Next, we provide the maximum stubbornness that is
still more profitable than honest mining and argue a connection
between the level of stubbornness and the k-confirmation rule.
We show that, at each attack cycle, if the level of stubbornness is
higher than k, the adversary gets a free shot at double-spending.
At each cycle, for a given stubbornness level, we rigorously
formulate how great the probability of double-spending is. We
further modify the attack in the stubborn regime in order to
conceal the attack and increase the double-spending probability.

Index Terms—Consensus, blockchains security, bitcoin, mining
strategies, double-spending, selfish mining, stochastic analysis.

I. INTRODUCTION

AFTER Nakamoto’s seminal paper [1] that laid the foun-
dations of blockchains aiming for large-scale consensus,

there have been numerous works studying the related security
guarantees and flaws [2]. The private attack, investigated
initially in the Bitcoin whitepaper [1], aims to replace a
confirmed block1 (hence, the transactions within) with a con-
flicting one, allowing the attacker to double-spend its funds.
Rosenfeld [3] showed rigorously that the private attack has
exponentially decaying probability of success with time under
the longest chain protocol. More specifically, as time passes,
more public blocks are mined on top of a block that is being
attacked, and it becomes less likely for a competing private
chain to overtake the longest chain and undo the block in
question, hence, a block that is sufficiently deep in the longest
chain is a point of consensus.2

The celebrated selfish mining attack of Eyal and Sirer [4]
exposed another vulnerability of the longest chain protocol by
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1A rule-of-thumb in Nakamoto blockchains is to treat a block that is k-

block deep in the longest chain as a point of consensus, i.e., consider it as
confirmed (e.g., k = 6 for Bitcoin).

2Thus, double-spending is a poor operating procedure for a fixed k of the
k-confirmation rule which is a heuristic approach to reach consensus.

showing that it is not incentive-compatible. More specifically,
[4] showed that an adversarial miner, who possesses α fraction
of the total hashrate in the network, can achieve a revenue ratio
ρ, that is more than its fair share α. This is achieved by keeping
the blocks it has mined private for a while according to the
selfish mining algorithm and releasing them later to replace
the blocks mined by honest miners, resulting in ρ > α in the
long run. Moreover, the extra revenue ratio of selfish mining,
i.e., ρ − α, grows even further as the adversarial hash fraction
in the system increases, which attracts the rational miners to
join the adversary, eventually overtaking the chain completely.

Later on, block withholding attacks and their effects on the
revenue ratio have gained further attention and been studied
extensively [5], [6], [7], [8], [9], [10], [11], [12], [13], [14],
[15], [16], [17], [18], [19], [20], [21], [22]. Sapirshtein et al.
[5] use Markov Decision Processes (MDP) to provide
ε-optimal policies for selfish mining attacks that result in
higher revenue ratio than the algorithm of [4]. In a concurrent
work, Nayak et al. [6] provide an in-depth look at variations
of selfish mining attacks, including the-now-famous stubborn
mining as well as its no-trail variations, and analyze their
revenue ratio using Monte Carlo simulation techniques. Fur-
ther, Gervais et al. citeonthesecpowgervais create an extended
MDP problem where the model takes into account additional
parameters such as the confirmation rule, network propagation
dynamics, mining costs and eclipse attack. The authors of
[7] further modify the model to consider the profitability of
the double-spending attack via the MDP and investigate the
impacts of the parameters on the optimal policies. Similar to
the study of [7] and [8] builds an MDP problem to investigate
the profitability of the double-spending attack by slightly
modifying the MDP model of [5] that replaces the rewards
of override blocks by double-spend blocks defined therein.
The authors in [8] further modify the MDP to investigate the
strategies that optimally combine selfish mining attacks with
double-spend attacks assuming a constant relation between the
profits from the two attacks. The authors of [9] investigate a
novel efficient approach to solve average reward ratio MDP
of [5] using probabilistic termination methods. Other gener-
alizations of the MDP model also exist that analyze selfish
mining in different proof systems and protocols [10], [11],
[12], [13], [14], [15]. Selfish mining strategies can further be
combined with block withholding attacks on pools to increase
revenue ratio [20], [21], [22]. Another line of research [16],
[17] investigates the profitability of double-spending attacks
using stochastic methods. Some of the recent works also
focus on the profitability over time and use alternative metrics
such as revenue per time or chain progress [23], [24], [25],
[26].

An important feature of selfish mining attack model is the
network influence, γ, of the adversary, which determines the
fraction of honest miners who favor the adversarial chain
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in case of fork-ties.3 The parameter γ provides a threshold
for the profitability of selfish mining, i.e., the minimum
adversarial hash fraction needed for the selfish mining attack
to be profitable. In other words, γ determines the minimum
α needed such that ρ(α, γ) > α. The authors of [4] argue
that the current Bitcoin protocol, which picks the first chain
seen by a miner in case of a tie, is vulnerable as the cost
of increasing network influence is minimal for the adversary.
This in turn, resulted in search for new consensus policies that
increase the threshold and the security [4], [10], [27], [28],
[29]. Other studies provide methods to effectively calculate
network influence γ under various network models [30], [31].
We refer the interested reader to the survey in [32] for a further
read on selfish mining and double-spending attacks and related
defense mechanisms.

A. Our Contributions

Double-spending attacks in blockchain literature usually
assume an adversary that does not focus on coinbase rewards
and purely tries to undermine the consistency of the protocol.
Such an analysis that ignores the adversarial revenue loss
is usually not realistic. Hence, in this paper, for the first
time in the literature, we provide a rigorous and explicit
stochastic analysis of the combination of the two celebrated
attacks: double-spending and selfish mining. Following the
attack prescription we provide, gives the adversary repeated
chances at double-spending without incurring revenue losses.
To do so, we define a selfish mining attack strategy, called
L-stubborn mining, that not only tracks the length difference
between the adversary’s private chain and the public chain
but also its length. Tracking the length of the private chain
allows us to determine whether the attack can result in double-
spending or not in addition to the revenue stolen from the
honest miners.

Essentially, in L-stubborn mining, the adversary keeps min-
ing on its chain privately until it reaches length L as long as it
does not fall behind of the public honest chain. From this point
onwards, the adversary does not risk falling behind the public
honest chain, hence releases its private chain if and when the
honest chain is one block behind. Note that, parametrized by
L, L-stubborn mining is a generalization of existing mining
strategies in the literature, such as honest mining (L = 1),
selfish mining (L = 2), equal fork stubborn mining (L = ∞)
where L represents the stubbornness level of the adversary.
Thus, an optimization of 1 ≤ L ≤ ∞ results in optimal revenue
ratios ρL∗ among the no-trail stubborn strategies.

More specifically, for each α and γ, we find the optimal L∗,
i.e., the best strategy, under the condition that the adversary
does not do any trailing behind, i.e., it accepts the hon-
est branch whenever it falls behind. Similarly, we find the
largest L, which we call L̄, such that ρ > α, i.e., maximum
stubbornness that still results in higher revenue ratio than
honest mining strategy. Next, using the k-confirmation rule as
a heuristic to reach consensus as is the convention, we argue
that if L̄ > k, then double-spending comes at no-cost. Hence,

3However, in this model, also used in our paper, honest miners do not
fork each other’s blocks, which in turn implies that the model deals with the
regime where the block arrival rate is slow as in the case of Bitcoin.

the results not only give a new understanding of selfish and
stubborn mining but also provide parameter regimes of α and
γ where transactions are at risk from the perspective of double-
spending. It is already known that when α > 0.5 no transaction
is safe. With the results we provide, for example for Bitcoin
which follows k-confirmation rule with k = 6, even if γ = 0,
every transaction is at risk of double-spend for α > 0.409.
This, however, does not mean, that the transaction is going
to be replaced with a conflicting one without fail, instead, it
means, that trying the double-spending attack with no-trailing
comes at no-cost to the adversary.

We also provide a modified version of L-stubborn mining
attack, which we call S -stealth mining, that is more similar to
the classical private attack, in the sense that it does not expose
itself by prematurely publishing a competing adversarial block
at the public honest chain’s tip and increases the success
probability of double-spending attack at the cost of revenue.
We analyze the properties of S -stealth mining as we do for
the L-stubborn mining attack.

Our analysis considers average reward ratio MDP of the [5],
[9] for no-trail stubbornness and we provide a novel algorithm
to solve the problem, which outputs the optimal values in finite
steps. Our approach can be a basis to solve the general MDP
problem, i.e., with trail stubbornness, directly, which we leave
for future research. We summarize the contributions of our
paper as follows:
• Given the adversarial hash fraction α and adversarial

network influence γ, we find the optimal level of no-trail
stubbornness L and provide the associated revenue ratio.

• We connect the attack to double-spending, as L > k
implies double-spending. Thus, given α and γ, we provide
values of k where k-confirmation rule is at risk of double-
spending (which comes at no-cost to the adversary).

• We provide the double-spending probability, i.e., the risk,
for each attack cycle.

• We provide a modified version of the attack that works
by stealth in order to prevent exposure and increase
the double-spending probability at the cost of mining
revenue.

• We provide the minimum double-spend value needed for
an attack to be profitable in the regimes where the scheme
is less profitable than honest mining.

Different from [7] and [8], we provide a simple formula
to calculate revenue ratios, double-spend risks and optimal
attacks. As we do not deal with MDPs, the numerical results
in Section VI are extremely easy-to-analyze and provide a
great insight at first sight. Moreover, the strategy we provide
is easy-to-follow compared to complicated prescriptions of
MDPs. We numerically compare ρL∗ with the revenue ratio of
the ε-optimal selfish mining attack to argue that our strategy
performs close to the optimal solution of the MDP of [5].
Hence, our results can be a substitute to rigorously analyze
optimal mining revenue per time, a recent focus of research
topic, instead of going through the tedious MDP and Monte
Carlo runs [23], [24], [25], [26].

In our analysis, we resort to the Bertrand’s ballot problem
[33], Bailey’s number [34] and Catalan numbers [35], which
have appeared explicitly in the blockchain literature in [36]
where Chen et. al. calculate the probability that a chain wins
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a fork race given different mining probabilities depending
on which fork is leading. Although Chen et. al. correctly
argue that celebrated blockchain problems such as Nakamoto’s
security problem [1] and selfish mining phenomenon [4] can
be cast as modified ballot problems, they only provide the
probabilities of each fork being ahead and their asymptotic
values. Catalan numbers further appeared in [37] and [38]
where Grunspan and Marco make use of them to calculate
the revenue ratio of the stubborn mining [6] in closed form
and in [39] where Goffard refines the mathematical model of
double-spending.

Our paper is structured as follows. After defining the system
model in Section II, we provide the attackers’ mining strategies
and relevant definitions in Section III. In Section IV, we
rigorously analyze the revenue ratio of the L-stubborn attack
as well as the double-spending that comes with it. We do the
same for S -stealth mining strategy in Section V. In Section VI,
we provide the relevant numerical results. Finally, in
Section VII, we discuss the severity and potential implications
of the attack as well as possible extensions.

II. SYSTEM MODEL

We assume a blockchain running under the Nakamoto
consensus, i.e., PoW with longest chain protocol. The mining
model we consider is the same as the model used in the
seminal work on selfish mining by Eyal and Sirer [4] and
the subsequent works on the topic [5], [6], [7], [8], [9], [10],
[11], [12], [13], [14], [15], [16], [17], [18], [19], [20], [21],
[22]. More specifically, we assume that there are two groups
of miners. The first group can be considered as a single-entity
which constitutes α = 1 − β < 0.5 fraction of the mining
power in the system and acts adversarially, i.e., does not follow
the longest-chain protocol and can decide to mine privately
without sharing the blocks it has mined. In this paper, we
call this entity as the adversary. The second group comprises
the honest miners who follow the longest-chain protocol, i.e.,
mine on top of the longest-chain they have seen and release the
newly mined blocks immediately. In case of a tie, the honest
miners prefer the chain they first became aware of.

In this paper, we only consider the blocks that contain
a valid PoW (Proof-of-Work) and call the blocks mined by
an honest miner as an honest block whereas a block with
a valid PoW mined by the adversary is called an adversarial
block. Here, we note that the inter-arrival times between blocks
follow an exponential distribution due to the properties of PoW
mining. When a block is mined by an honest miner, it is
subject to a small propagation delay. During this propagation
delay, if the adversary has a competing block at the same
height that is kept private, it can rush to release the block. In
this context, releasing a block means that the adversary shares
the block with the rest of the network, i.e., the honest miners.
This action is called matching, and subsequently, γ fraction of
the honest miners receive the adversarial block first and mine
on top of it, whereas the rest of the honest miners receive the
honest block first and mine on top of it. Hence, γ is called the
adversarial network influence or rushing factor.

However, during the propagation delay of an honest block, it
is inherently assumed that no new blocks are mined by honest
miners or the adversary. Hence, all honest blocks as well as the

blocks released by the adversary are treated as public blocks in
this model, i.e., when an honest miner mines a block, all other
honest miners also become aware of the block immediately
although the adversary can rush and release a block at the
same height to influence γ fraction of the honest miners who
then prefer the adversarial branch. As a result, in this model,
honest miners do not fork each other’s blocks, which in turn
implies that the model deals with the regime where the block
arrival rate is slow as in the case of Bitcoin. We relegate a
detailed discussion on the matter to Section II-A.

Here, we assume the adversary is aware of any block in
the network as soon as that block is mined. Any block that is
known/observed by honest miners is called public block and
the public chain refers to the longest chain that exclusively
consists of public blocks. However, during a fork where the
adversary matches an honest block on the tip of the longest
chain by releasing its private block at the same height, for
the sake of distinguishing the two forks that are public and of
equal length, we call the branch released by the adversary as
the adversarial public branch.

The blockchain protocol updates the puzzle difficulty thresh-
old so that the average inter-arrival time between blocks
is constant. Each block rewards its miner a predetermined
amount of coins, i.e., coinbase, which we assume is constant
for the foreseeable future. If each miner acts honestly, the
coinbase reward they get is proportional to their mining power
in the network in the limit. However, adversarial strategies
which deviate from the longest-chain protocol result in rewards
disproportional to the mining powers. We refer to the adversar-
ial strategies that aim to increase their fraction of the coinbase
rewards as selfish mining strategies. Although these selfish
mining strategies initially decrease the rewards, they can be
seen as an attack on the block interval adjustment [40], which
in turn increases the rewards after the difficulty is adjusted.

In this work, we use the heuristic of k-confirmation rule for
reaching consensus. A block in this system is considered to be
confirmed according to a k-deep confirmation rule if it is part
of a longest chain available to the honest miners. Instead of
defining and using conflicting txs to refer to double-spending
events, in this paper, we simply use the notion of multiple
blocks at the same height being confirmed (at the same time
or at two different points in time) as double-spending events.
The heuristic of k-confirmation rule for reaching consensus
is the convention in the literature and part of our system
model where we pick a fixed k to analyze the double-spending
event. This is because honest miners are assumed to not
afford waiting too long to confirm a block. However, it is
important to mention that if latency to confirm a block is not
of importance to honest miners, they could avoid the poor
operating procedure of double-spending by waiting sufficiently
long before confirming a block.

A. Propagation Delays
From the perspective of the propagation delays, this model

has been used in the majority of the selfish mining literature
and is still the convention [5], [6], [7], [8], [9], [10], [11], [12],
[13], [14], [15], [16], [17], [18], [19], [20], [21], [22], [23],
[24], [25], [26], [37], [41], [42], [43]. Essentially, if blocks
can be mined during propagation delays, the analysis has to
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keep track of multiple (potentially infinite) different honest
miner views that evolve as time goes by. Hence, in the selfish
mining literature, the assumption of no block mining during
propagation delays has been adopted for tractability purposes.
On the other hand, studies on double-spending analysis, such
as [44], [45], and [46], consider adversarial blocks mined
during the propagation delays, because from the perspective of
the consistency guarantees, worst-case scenarios are relevant.
Hence, these studies usually assume that the adversary controls
the propagation delays as long as each propagation delay is
lower than a maximum ∆ and ties are broken in its favor.
As a result, these analyses usually focus on a single worst-
case honest miner view [45, Section III.A, weakest possible
view]. However, such a situation is extremely pessimistic as
our goal is not to give worst-case analysis of revenue ratios in
selfish mining, rather a realistic evidence that the adversary is
incentivized to deviate from honest protocol. We also note that,
optimal selfish mining analysis has been done previously in
such a pessimistic setting [47, Lemma 4]. The results therein
follow an exponentially bounded delay structure, however,
they are easily extendable to bounded ∆ delay model of [44],
i.e., by replacing P′ matrix of [47] with P matrix of [46] and
redoing the subsequent analysis of [47, Lemma 4].

Further, under Nakamoto consensus, given the block cre-
ation rate λ, if λ∆ is not small, the consistency of the system
is at threat and selfish mining is a less relevant concern. In such
systems, the research focuses on different consensus models
such as [48], [49], and [50]. On the other hand, as long as
λ∆ is small, it can be shown that the probability of more
than 2 blocks being mined within a ∆ interval is negligible
[31], [51], [52]. Thus, in the realistic scenario of one block
being mined during the propagation delay of a block, during
forks, the honest network divides between two branches. As a
result, in the long run, the parameter γ used in selfish mining
literature is still a relevant and reasonable assumption. Further,
in [51, Section V] the authors give a formula to estimate γ
given propagation delays between mining entities and validate
the estimation with network simulations.

Essentially, as things become immediately untractable when
one considers multiple miners’ views during network delays,
the system model with α and γ serve as tractable and efficient
parameters to model selfish mining attacks in a simplified
manner that still roughly translates to a system with prop-
agation delays where γ is the main parameter of interest
from the perspective of the delays and fork conflicts and
should be estimated based on the observed delays. Here, note
that, propagation delays also affect the apparent hashrate of
a mining entity. In other words, the apparent hashrate might
deviate from the fraction of computational power the entity
possesses due to the propagation delays and network structure
even if everyone follows honest mining strategy. Notice that,
propagation delays result in forks and the block released
and observed first by other miners does not always win the
fork race. Hence, one can also think of α as the apparent
hash rate instead of the fraction of computational power. For
example, studies such as [52] consider different propagation
delays between different miners to evaluate fairness, which
is roughly defined as the difference between the fraction of
computational power and the apparent hashrate a mining entity

has. We believe that modeling such a system to estimate α and
γ values used in this paper are possible however out of scope
of this paper. For further details about the propagation delays
and their impact on fork races and fairness, we refer the reader
to [31], [51], and [52].

III. MINING STRATEGIES AND DEFINITIONS

A. L-Stubborn Mining
The selfish mining strategies are extensively analyzed in

the literature with notable works such as [4], [5], and [6].
In this work, we consider a sub-group of strategies from all
possible states and action space, which we call L-stubborn4

mining. Here, we explain how L-stubborn mining strategy
works explicitly and later in Appendix B-C, we present a
more formal description of state and action spaces for the
same strategy.

To describe the strategy, let us assume that all participants
start with the same chain, which we call the offset chain. For
the sake of simplicity, we denote the height of the offset chain
as zero. Both the adversary and the honest miners mine on top
of the offset chain. We denote the highest adversarial block
height as A and the chain starting from the offset and ending
in the adversarial block at height A as the A-chain. We denote
the highest honest block height as H and the chain starting
from the offset and ending in the honest block at height H as
the H-chain.

Starting from the offset chain:
1) If the honest miners are the first to mine, then the

adversary accepts the new block and redefines the offset
chain with the new block on its tip.

2) If the adversary is the first to mine a block on top of the
offset chain, i.e., at height 1, it keeps the block private
and continues to mine privately on top of its block. At
any time later, if the honest miners mine a block at
height h ≤ A < L, the adversary releases its block at
the same height h immediately which we call matching.
In accordance with the network model defined earlier, γ
proportion of the honest miners accept and mine on top
of the adversarial block instead of the honest block.

a) If honest miners manage to mine a block on a
height before the adversary before A = L, i.e.,
L ≥ H = A + 1, the adversary accepts the
H-chain and redefines the offset chain. Such
an action of accepting H-chain and abandoning
A-chain is called adopt.

b) If honest miners do not manage to mine a block on
a height before the adversary and A chain reaches
the length A = L, then the adversary keeps mining
privately until A = H+1, at which point, it releases
the A-chain and redefines the offset chain. Such an
action of releasing an A-chain with A > H is called
override.

An attack cycle is a process that starts when an offset chain
is defined, and ends when a new offset chain is defined.

4In this paper, L-stubborn mining is different than the lead-stubbornness
(L-stubbornness) defined in [6]. There, “L” stands for the word “lead.” Here,
L refers to an integer which is the length of the adversarial chain with respect
to a common ancestor block between the honest and the adversarial chains.
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Fig. 1. Sample paths of 4-stubborn mining.

Note that, offset chain is redefined whenever an adopt or
override action (event) happens, which we call an offset event
in general. If during an attack cycle, the length of the A-chain
reaches L, i.e., A = L, then we call the attack successful.
On the other hand, if the length of the H-chain surpasses the
length of the A-chain before A reaches L, we call the attack
cycle unsuccessful.

Here, we consider an example that is critical in understand-
ing the model and the subsequent analysis in later parts of the
paper. Let us assume L = 7 and currently A = 3, H = 0 at an
attack cycle where the private A-chain is A = B′|B′2|B

′
3 where

‘|’ represents two consecutive blocks chained/concatenated.
Assume the next block mined is an honest block B which is
at the same height as B′ since honest miners are not aware of
any block at that height. As soon as B is mined, the adversary
matches it, i.e., releases B′. At this point, A = 3, H = 1 and γ
fraction of honest miners are mining on top of B′ whereas the
rest of the honest miners mine on top of B. If the next block is
honest, i.e., B2, then A = 3, H = 2 and the adversary matches
B2 with B′2 but there are two cases regarding the prefix of B2.
Either H = B|B2 with probability (w.p.) 1 − γ or H = B′|B2
w.p. γ. Hence, during an attack cycle, the prefix of H-chain
can change and contain some number of adversarial blocks.5

1) An Example: 4-Stubborn Mining: In Fig. 1, we display
the sample paths of 4-stubborn mining, i.e., L = 4. The y-axis
and x-axis represent A and H, i.e., the length of A-chain and

5A natural question is, if A = B′ |B′2 |B
′
3 and H = B′ |B2, then why not

redefine offset chain with B′ at its tip since it is accepted by everyone. If
we do so, then A = 2 with blocks A = B′2 |B

′
3 and H = 1 with block B2.

However, this renders attack cycles as dependent and we lose track of the
double-spending between blocks B and B′. This is an essential design choice
for tractability purposes, see Section VII-B for possible extensions.

H-chain, respectively. An attack starts from point (0, 0) and
arrivals of adversarial (honest resp.) blocks are represented
with light-green (orange resp.) arrows. A red arrow shows that
the arrival of honest block has ended the cycle. A blue (red
resp.) cross represents the endpoint of a successful (unsuc-
cessful resp.) attack cycle. A dark-green arrow represents the
arrival of an adversarial block that guarantees a successful
attack cycle. The dark-green crosses represent the first time
cycles are guaranteed to be successful and not ended yet. The
cycles that pass through the dark-green crosses eventually end
with an honest arrival in blue cross points (x, x − 1) where
x > 4, i.e., when the difference of chain lengths reduces to 1.
The notion of P[n,m] at (A,H) = (n,m) displayed in Fig. 1
represents the number of distinct paths an attack cycle can
take to reach the point (A,H) = (n,m). In Appendix A we
give the formula for P[n,m] as well as explain the reasoning
behind.

Note that there is a third dimension of Fig. 1, which tracks
the number of adversarial blocks in the prefix of H-chain.
Further, the dynamics of this dimension is Markovian since
each honest arrival either increases the previous value to H−1
(w.p. γ) or stays the same (w.p. 1−γ) and does not depend on
anything else. This Markovian structure implies that we can
separate the third dimension and treat it independently which
simplifies our analysis, hence, we do not plot it; see Appendix
B-C for more details.

2) Relation to the Existing Works: For L = 1 the strategy
reduces to honest mining strategy, whereas for L = 2 the
strategy reduces to the celebrated selfish mining attack of
[4]. On the other hand, for L = ∞ the strategy becomes
the equal fork stubborn mining strategy described in [6] and
analyzed in closed-form with Catalan numbers in [37]. In this
paper, we are interested in giving a method for calculating the
revenue ratios for any given L as well as deriving a method
to find the best possible L given α and γ. The resulting
strategy does not allow any trail stubbornness discussed in
[6], i.e., the adversary accepts the honest chain whenever it
falls behind. Hence, we can only claim the optimality of the
strategy under action spaces with independent attack cycles
that allow no-trail stubbornness. We argue that the parameter
L represents the level of stubbornness in selfish mining and
our analysis provides the optimal level of stubbornness as well
as the maximum stubbornness such that the attack is still more
profitable than honest mining.

In [5], the authors use an undiscounted average reward MDP
to provide ε-optimal policies, i.e., Optimal Selfish Mining
(OSM) MDP. The authors of [5] further argue about combining
double-spending attack with selfish mining attack, however,
they do not provide any concrete method or analysis. Later,
in [8], the same authors provide an MDP that accounts for
rewards of double-spending attack. However, the results and
strategies provided in [5], [7], and [8] are complicated with no
easy-to-follow structure. On the other hand, L-stubborn mining
that we consider in this paper is a policy which results in
higher mining rewards than honest mining and we provide
an efficient algorithm to obtain the optimal block mining
revenue through optimizing L, which has strong implications
on double-spending strategies with a clear and easy-to-follow
analysis under k-confirmation rule, which we explain next.
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B. Double-Spend Events

Here, we rigorously define the events related to a double-
spending attack.

Definition 1 (k-Confirmation rule): A block is said to be
confirmed according to the k-confirmation rule if it is part of a
longest public chain and at least k-deep, i.e., there are at least
k − 1 public blocks mined on top of it in this longest chain.

Definition 2 (Double-spend events): Consider an honest
block B and an adversarial block B′ at the same height. We
consider three disjoint events regarding the confirmation of B
and B′:

1) Service If B is confirmed and makes it into the offset
chain, we call the event Service.

2) Move-Funds If B is never confirmed, we call the event
Move-Funds.

3) Double-Spending If B is confirmed but does not make
it into the offset chain, we call the event Double-
Spending.6

Throughout the paper, for each attack cycle, we consider the
first block of the H-chain after the offset event, B, as the target
honest block for double-spending that is to be attacked. Notice
the relation between L-stubborn mining and k-confirmation
rule. If (k + 1)-stubborn mining attack is more profitable than
honest mining, at every attack cycle, the adversary gets a shot
at double-spending at no-cost on the first honest block while
implementing the (k + 1)-stubborn mining strategy.

Before the offset event happens, if A > k, this implies that at
some point H = k and the adversary will release A-chain later
on. Depending on whether H-chain contains B′ or B, either
Move-Funds or Double-Spending happens. On the other hand,
before the offset event happens, if A < H ≤ k, depending
on whether H-chain contains B′ or B, either Move-Funds or
Service happens. If an attack cycle ends with Move-Funds
event, later, the adversary can try double-spending again using
the same funds. One could also rescale the probabilities of
Double-Spending and Service by excluding Move-Funds event
from the perspective of the actual funds associated with B and
B′ since eventually the fund is going to result in Service or
Double-Spending. We omit the rescaling in our calculations
and numerical results, as rescaling is straightforward to do
and we would like to present the exact probability of Double-
Spending event in each attack cycle.

We also note that if we consider transactions instead of
blocks, then the time tx is released in the network is another
important issue while considering double-spending attacks. In
general, it can be shown that a double-spending attack can be
successful w.p. 1 if the adversary is allowed to pick the time

6The adversarial block B′ is assumed to contain a transaction where
the adversary simply moves some funds between its sybil accounts, whereas
the honest block B is assumed to contain a conflicting transaction where the
adversary pays a merchant for some service using the same funds. As observed
by [5], Service or Move-Funds events should not be seen as a loss from the
perspective of the adversary.

It is worth mentioning that according to the adversarial action space we
consider in this paper, the occurrence of the event Service implies that B′ is
never confirmed, i.e., only B is confirmed, although an unrestricted state/action
space does not exclude such an instance. Similarly, Move-Funds implies that
only B′ is confirmed and Double-Spending implies that first B is confirmed
but then B′ is confirmed and makes into the offset chain. These three events
exhaust all the possibilities regarding the confirmation of block B and B′

according to the attacks we consider in this paper.

tx is released, since it can build an arbitrarily high pre-mining
gain [8]. The pre-mining gain refers to the difference between
the private chain of the adversary and the public honest chain,
in general [8]. The approach we take here is more conservative
since we only consider multiple block confirmations at the
same height as double-spending, hence the pre-mining gain
is 0.

C. S -Stealth Mining
Notice the difference between Nakamoto private attack and

(k + 1)-stubborn mining. The first major difference is (k + 1)-
stubborn mining gives up the attack when A-chain falls behind
H-chain, i.e., no-trailing behind is allowed. Another major
difference is, during a cycle, (k+ 1)-stubborn mining matches
each honest block with an adversarial one which can expose
the attack as two chains with conflicting blocks are competing
openly in the network, arousing the merchant’s suspicion. The
matching also decreases Double-Spending probability while
increasing Move-Funds probability, which we show later.

We address some of these issues by modifying L-stubborn
mining in a way that only allows matching if both double-
spending and the risk of losing mining revenue are imminent.
More specifically, in S -stealth mining, at every attack cycle the
adversary mines privately on top of A-chain until it reaches the
length A = S . If the A-chain falls behind the H-chain before
reaching the length S , it accepts the H-chain and redefines the
offset chain to start a new attack cycle. In S -stealth mining,
the adversary takes the matching action only in the following
case: A = S − 1 and H = S − 2 and the next block is an
honest block. If the A-chain reaches length S , the adversary
waits until A = H + 1, at which point it releases the A-chain
to override.

Thus, S -stealth mining strategy, which is investigated in
Section V, is essentially the same strategy as L-stubborn
mining strategy except that the matching action only happens
when H = A = S − 1. We note that S -stealth mining does
not allow any trailing behind either, hence, there is still a
difference between a private attack and S -stealth mining. Note
that, similar to L of L-stubborn mining strategy, we can view
S of S -stealth mining strategy as a parameter of stubbornness.
We present a more formal description of state and action
spaces for S -stealth mining in Appendix B-C.

D. Definitions and Notations
In this section, we give definitions and notations that are

used frequently throughout the paper. For the convenience of
the reader, some definitions provided in the other parts of the
paper are listed here as well.

Definition 3 (Model parameters): The fraction of the total
hashrate the adversary possesses is denoted as α < 0.5. The
remaining miners are considered to be honest and possess
β = 1 − α fraction of the hashrate. When a public fork exists,
γ fraction of the honest miners prefer the adversarial branch.

Definition 4 (Mining strategies): The following strategies
are frequently mentioned in the paper:

1) L-stubborn mining strategy refers to the mining strat-
egy for which the procedure is explicitly explained in
Section III-A and formally defined in Appendix B-C.
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2) Honest mining strategy refers to the mining strategy
when the adversary strictly follows the honest protocol
and releases a block as soon as it is mined. The strategy
can be explicitly obtained by plugging L = 1 into the
procedure explained in Section III-A.

3) Selfish mining strategy refers to the mining strategy
proposed by Eyal and Sirer [4]. The strategy can be
explicitly obtained by plugging L = 2 into the procedure
explained in Section III-A. We also give an explicit
summary of the attack in Appendix B as well as how
L-stubborn mining generalizes the attack.

4) Equal fork stubborn mining strategy refers to the
mining strategy proposed by [6]. The strategy can be
explicitly obtained by plugging L = ∞ into the proce-
dure explained in Section III-A.

5) S-stealth mining strategy refers to the mining strat-
egy for which the procedure is explicitly explained in
Section III-C and formally defined in Appendix B-C.

Definition 5 (Revenue ratio): Revenue ratio of the adversary
refers to the fraction of the blocks created by the adversary in
the longest chain in the long run. In other words, let N t

A and
N t

H denote the number of adversarial and honest blocks in the
longest chain at time t respectively. Then,

ρ = lim
t→∞

N t
A

N t
A + N t

H
. (1)

Here,
1) ρL is the revenue ratio under the L-stubborn mining

strategy, for which an explicit equation is provided in
Theorem 1, equation (12). Here:

a) ρ1 is the revenue ratio when the adversary employs
the honest mining strategy, where

ρ1 = α. (2)

b) ρ2 is the revenue ratio of selfish mining strategy,
where

ρ2 =
αβ2(4α+ γ(1 − 2α)) − α3

1 − α(1 + (2 − α)α)
. (3)

c) ρ∞ is the revenue ratio of equal fork stubborn
strategy, where

ρ∞ =
α

β
−

(1 − 2α)(1 − γ)
βγ

(1 − βC((1 − γ)αβ)) (4)

and C(x) is given in (36).
2) σS is the revenue ratio of S -stealth mining strategy, for

which an explicit equation is provided in Theorem 4,
equation (24).

Remark 1: In the long run, for every coin issued by the
protocol, the adversary gets ρ fraction of it. Note that, for a
given (α, γ) pair, if a specific mining strategy by the adversary
results in a revenue ratio higher than the revenue ratio of
honest mining strategy, i.e., ρ > α, the system is not incentive
compatible for the (α, γ) pair.

Remark 2: Some mining strategies potentially result in
double-spending profits in addition to the revenues from the
coinbase rewards of the blocks. These additional profits are not
considered in revenue ratio as it is not the convention in selfish
mining literature. Instead, we define a combined revenue

ratio in Section IV-C (and in Section V-C) that accounts for
the additional profit coming from the double-spending similar
to the subversion gain defined in [10].

Remark 3: Normalized revenue ratio is defined as ρ
α

,
which is a measure of how much the revenues are scaled when
a miner employs a non-honest mining strategy compared to the
honest mining strategy.

Definition 6: L∗ refers to the value of L that maximizes the
revenue ratio of L-stubborn mining, i.e.,

L∗ = arg max
L
ρL. (5)

Further, L̄ refers to the largest value of L such that the revenue
ratio of L-stubborn mining is higher than the honest mining
strategy,

L̄ = sup{L : ρL ≥ α}. (6)

Similarly, for S -stealth mining, we define

S ∗ = arg max
S

σS , (7)

S̄ = sup{S : σS ≥ α}. (8)

We note that the following are defined in Section III-A: L,
A, H, A-chain, H-chain, offset chain, offset event, matching,
override, adopt actions. As it is not possible to define them
without completely going through the algorithm of L-stubborn
mining, we refer the reader to Section III-A where they are
defined.

IV. ANALYSIS OF L-STUBBORN MINING

We start by analysis of the revenue ratio of the adversary
when it employs the L-stubborn mining strategy. Instead of
building a complex Markov chain and going through the
tedious analysis of steady-state distribution as it is done in
[4], we can analyze the distinct possible paths an attack cycle
can take.

Lemma 1: Under the L-stubborn mining strategy, the prob-
ability that A-chain reaches length L during an attack cycle
while the maximum height of the honest block is H = m < L,
is

Ps(L,m) =
L − m
L + m

 
L + m

L

!
αLβm. (9)

Proof: We distinguish the last adversarial block from the
previous L − 1 adversarial blocks to prevent double-counting.
The number of distinct paths with H = m < L blocks and
A = L blocks, where the last block is adversarial, is equal to
P[L − 1,m]; see Fig. 1 for an example where L = 4. �

Lemma 2: The probability that an attack cycle is unsuccess-
ful and ends with H = n+1 which has i ≤ n adversarial blocks
in its prefix (after the offset chain) is

Pu(n, i) =
1

n + 1

 
2n
n

!
αnβn+1(1 − γ)n−iγ1i . (10)

Proof: The end of the unsuccessful attack cycle implies that
the last block that arrives has to be honest and the adversary
was never behind up until that the last block. As a result,
the arrival sequence of honest and adversarial blocks creates a
Dyck string with length n < L. There are Cn number of such
strings, where Cn is the n-th Catalan number defined in (34) in
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Appendix A. Together with the last honest block each arrival
sequence has probability αnβn+1. Hence, an attack cycle ends
unsuccessfully with the honest block at height n + 1 w.p.

Pu(n) =
1

n + 1

 
2n
n

!
αnβn+1. (11)

Further, each time an honest block arrives, it is either mined by
the honest miners who are under the influence of adversarial
view w.p. γ, or it is mined on top of the last honest block. As
a result, no adversarial block is contained in the prefix of the
honest block on height n+ 1 w.p. (1− γ)n or i > 0 adversarial
blocks are contained w.p. (1−γ)n−iγ. Note that, 1i = 1 if i , 0
and zero otherwise. �

Next, we put Lemma 1 and Lemma 2 together to obtain the
revenue ratio of selfish mining.

Theorem 1 (Revenue Ratio): The revenue ratio of
L-stubborn mining is given as

ρL =
Ls + Lu,a

Ls + Lu
, (12)

where

Ls =

L−1X
m=0

Ps(L,m)
�

L +
(L − m − 1)α

1 − 2α

�
, (13)

Lu,a =

L−1X
n=0

nX
i=0

Pu(n, i)i, (14)

Lu =

L−1X
n=0

Pu(n)(n + 1). (15)

Proof: First note that, in the limit, the longest chain is
essentially the offset chain that grows whenever an adopt or
override happens. As a result, the revenue ratio of the attacker
is the number of the blocks created by the attacker in the
offset chain divided by the total length of the offset chain.
As the offset event is a stopping time, we can simply focus
on a single attack cycle and calculate the expected number of
blocks created by the adversary that become part of the offset
chain denoted as OA. Dividing this number to the expected
growth of the offset chain in an attack cycle, denoted as OT ,
gives us the revenue ratio. In other words, by strong law of
large numbers, under the L-stubborn strategy, we have

ρL = lim
t→∞

N t
A

N t
A + N t

H
=
E[OA]
E[OT ]

. (16)

In Lemma 1 and Lemma 2, we provide the probability for
each possible outcome of an attack cycle. If an attack cycle is
successful, we have an A-chain at length L and the maximum
height of the honest block is H = m < L at some time within
the attack cycle. Clearly, if L − m > 1, the adversary will
continue the cycle until the difference goes down to 1. Thus,
given the attack is successful, using Wald’s identity provided
in Appendix A-C, the expected number of blocks that become
part of the offset chain in this case is L+ (L−m−1)α

1−2α and all these
blocks are adversarial. On the other hand, if the attack cycle is
unsuccessful, i adversarial blocks still make it into the offset
chain w.p. Pu(n, i) and the total number of blocks that make
it into the offset chain is n+ 1. As a result, the expectation of
the two cases are denoted as Lu,a and Lu, respectively. Putting

Algorithm 1 Optimal L∗ Algorithm
1: i← 1
2: L(1) ← arg max(ρ1, ρ2, ρ∞)
3: if vL(1) ≤ 0 then
4: return ∞
5: end if
6: while L(1) > 1 do
7: L(i+1) ← d

log vL(i)

log u e

8: if L(i+1) = L(i) then
9: return L(i)

10: else
11 i← i + 1

12: end if
13: end while
14: return L(i)

everything together, it is clear that E[OA] = Ls + Lu,a and
E[OT ] = Ls + Lu, giving the desired result in (12). �

A. Optimizing the Revenue Ratio

As we mentioned earlier, our L-stubborn mining strategy is
a generalization and extension of the existing mining strategies
of honest mining (L = 1), selfish mining [4] (L = 2), equal fork
stubborn mining [6] (L = ∞). As a result, for a given (α, γ)
pair, a natural question is, what integer value of L maximizes
the revenue ratio ρL. To find the optimal L, one could evaluate
ρL in (12) and find the L that provides the highest revenue
ratio. As the calculations involve binomial coefficients and
(12) involves fractions, it is not straightforward to find L∗.
Instead, here, we provide a much simpler method to obtain
the optimal L. To do so, we resort to the linearization method
of the OSM MDP which is presented in Appendix B, and use
it in a narrow-sense. Note that, every time a block is mined,
the adversary faces a decision as to whether it should release
A-chain and end the cycle, or continue. Clearly, if A−H > 1,
the decision should be to continue the attack cycle as the
adversary can gain additional advantage at no-cost in these
situations. On the other hand, if A = H+1, the risk is imminent
as the adversary loses the advantage of overriding the H-chain
if the next arrival is honest. As a result, we can narrow down
the decision problem to a specific case where A = H + 1 and
analyze the situation therein via the linearization method.

To that end, we define u and va as

u = (1 − γ), va =
1
u

�
1 − γ

1 − ρa

1 − 2α

�
. (17)

Next, using the definitions above and intermediary results in
Appendix C, we provide the following quasiconcavity result
related to the L-stubborn mining.

Theorem 2 (Quasiconcavity): ρL ≥ ρL+1 implies ρa ≥ ρa+1
for any a ≥ L. Similarly, ρM ≥ ρM−1 implies ρa ≥ ρa−1 for any
a ≤ M.

Theorem 2 essentially says that ρL is quasiconcave for inte-
ger L. We relegate the proof of Theorem 2 to the Appendix C
as it requires some intermediary definitions and results. These
results also shed light on a simple algorithm that can be used
to find L∗.
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Next, we provide Algorithm 1 that finds the optimal L∗ of
L-stubborn mining. For that, let ρ1, ρ2 and ρ∞ be defined as
in Definition 5, which are the revenue ratios of honest mining,
selfish mining [4], and equal-fork stubborn mining [6], [37],
respectively. Note that each of these values can be obtained by
(12), where for ρ∞, Ls can be set to zero as the H-chain will
catch the A-chain eventually, i.e., no attack ends successfully,
but the revenue comes from matching. In Appendix C, we
use the intermediary results to show that Algorithm 1 outputs
L∗, which essentially solves the decision problem mentioned
earlier.

B. (k + 1)-Stubborn Mining and Double-Spending

In the analysis of double-spending, we focus on L = (k+1)-
stubborn mining strategy for the ease of the analysis. However,
we note that, the choice of L does not need to equal k+1 for the
adversary to get free shots at double-spending. For example,
the attacker can try to use the optimal value L = L∗ that
maximizes the revenue ratio of coinbase rewards and still some
attack cycles result in double-spending. More specifically, if

1) L < k + 1, successful attack cycles that reach A = k + 1
may still result in double-spending.

2) L > k+1, both successful and unsuccessful attack cycles
may result in double-spending.

We do not focus on the double-spending analysis of these
two cases to avoid a complicated analysis. We pick L = k + 1
when focusing on the double-spending since under the (k+1)-
stubborn strategy the aim of the attacker is to undo an H chain
with length H ≥ k whenever possible. As a result, (k + 1)-
stubborn mining can be seen as a sustained double-spending
attack on the first block height in each attack cycle until it
succeeds in double-spending. For such an attack, we already
provided the formula to calculate the revenue ratio of the (k+
1)-stubborn mining. Here, we provide the probability that an
attack cycle results in Double-Spending event.

Note that, even when L = k + 1, a successful attack cycle
does not immediately imply a successful double-spending. It
only implies that the A-chain will make it into the offset chain
eventually. Similarly, an unsuccessful attack cycle does not
immediately imply that the first block of the H-chain, B,
will be confirmed. Next, we provide the probability of each
event regarding B and B′ for (k + 1)-stubborn mining with
k-confirmation rule.

Theorem 3 (Double Spend): Under k-confirmation rule,
each attack cycle of (k+1)-stubborn mining ends with Service,
Move-Funds (MF) or Double-Spending (DS) on the first block
height with probabilities,

P(DS) =

kX
m=0

Ps(k + 1,m)(1 − γ)m−1m=k

+ Pu(k)(1 − γ)k−1γ, (18)

P(Service) =

kX
m=0

Pu(m)(1 − γ)m, (19)

P(MF) = 1 − P(DS) − P(Service). (20)

Proof: For Double-Spending to happen, one possibility is,
we will observe A > k and H ≤ k at some point during the

cycle. The first time this happens during the cycle is the first
time A = k + 1 and H = m which happens w.p. Ps(k + 1,m).
Until this point, the adversary matches every one of the m
honest blocks. From this point onwards, the adversary does not
need to match the honest blocks as the strategy will eventually
release the longer A-chain. Hence, B stays in the H-chain if
none of the m matching adversarial blocks make it into the
prefix of the honest block at height H, which happens w.p.
(1 − γ)m−1m=k . Note that, if H = k, then it does not matter
whether prefix chain is after the kth block or not, hence 1m=k
at the exponent. Another possibility for Double-Spending is, if
H-chain catches A-chain with both having length k and the
next block is honest which has probability Pu(k). In this
situation, if H-chain switches its prefix on the last honest
block, which happens w.p. (1 − γ)k−1γ, then B gets discarded
despite being confirmed earlier. For Service to happen, we will
observe L ≥ H = A + 1 = m + 1, which ends the cycle with
H-chain making it into the offset chain which happens w.p.
Pu(m). Further, B has to be in the prefix of the honest block
at height m + 1, which explains the term (1 − γ)m. �

Here, we remind the reader that ρk+1 is the revenue ratio
of the adversary when it employs the (k+ 1)-stubborn mining
strategy and L̄ = sup{L : ρL ≥ α}, i.e., the largest value of L
such that the revenue ratio of L-stubborn mining is higher than
the honest mining strategy. Hence, due to the quasiconcavity
proven in Theorem 2, under any k-confirmation rule with k < L̄
is compromised by (k+ 1)-stubborn mining strategy since the
adversary gains more revenue ratio by employing this strategy
compared to the revenue ratio of the honest mining strategy,
i.e., ρk+1 ≥ α, and at the same time it can double-spend at
no-cost. In other words, for a given α and γ, k-confirmation
rule should be at least k ≥ L̄ to make sure that double-
spending attack has loss of revenue. Note that, if ρ∞ ≥ α,
no k-confirmation is safe as double-spending has zero-cost.
From this perspective, the safety of a blockchain system fails
well before adversarial proportion reaches α. We investigate
this phenomenon further in the numerical results section by
providing L∗ and L̄ for each α and γ.

C. Combined Revenue Ratio
In this subsection, we provide a formula that incorporates

the profit of double-spending into the revenue ratio the adver-
sary makes from (k + 1)-stubborn mining. To do so, in each
attack cycle, we assume that the profit of successful double-
spend is equal to R units of block rewards. More specifically,
replacement of a confirmed target block B on the first block
height of the attack cycle with another block B′ is considered
as a double-spend event and brings additional R units of block
rewards. Other considerations are left as simple extensions
which the reader can easily calculate given the approaches
we provide here.

Corollary 1 (Combined Revenue Ratio): The combined
revenue ratio of (k + 1)-stubborn mining and the associated
double-spending is given as

ρ′(k+1)(R) =
(k + 1)s + (k + 1)u,a +R · P(DS)

(k + 1)s + (k + 1)u
, (21)

where (k + 1)s, (k + 1)u,a and (k + 1)u are defined as in
Theorem 1, where we pick L = (k + 1) and P(DS) is defined
as in Theorem 3.
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We define

R∗k = inf{R : ρ′k+1(R) ≥ α}, (22)

which, essentially, gives the minimum double-spending reward
value required for the scheme to be profitable on average. We
provide R∗k for each α and γ value for Bitcoin, where k = 6,
in numerical results later.

Next, we provide another approach that incorporates the
profit coming from double-spending when considering the (k+
1)-stubborn mining attack provided here. As mentioned in [3],
the value of service provided might be below the fee paid.
Hence, we assume that the value of service provided by the
merchant equals V and the adversary pays F fee for the service
with F ≥ V , where both values are in block reward units. In
this case, on average, the (k + 1)-stubborn mining attack is
more profitable than honest mining if

(k + 1)s + (k + 1)u,a + V · P(Double-Spending)
≥ α · ((k + 1)s + (k + 1)u) + (F − V) · P(Service). (23)

The reasoning for this is as follows: Out of every
((k + 1)s + (k + 1)u) blocks that make it into the prefix chain,
if the adversary followed the honest protocol, α fraction would
be its revenue ratio. However, with the (k+1)-stubborn mining
protocol, (k + 1)s + (k + 1)u,a blocks make it into the prefix
chain. Further, the double-spending results in V extra rewards
for the adversary. However, if only Service happens, F − V
amount of rewards is lost.

V. ANALYSIS OF S -STEALTH MINING

An interesting observation of the results in Theorem 3 is
the fact that P(Double-Spending) is decreasing in γ due to
the fact that, even if the attack cycles end successfully, γ
increases the probability that the prefix of H-chain switches
to B′ before B is confirmed, because the adversary matches
each honest block before A = L. Thus, for a given α, while γ
increases, both P(Double-Spending) and P(Service) decrease
and P(Move-Funds) increases. Further, even if the H-chain
still contains B in its prefix, every time an honest block is
mined before A ≥ L, the adversary matches it, i.e., releases
a competing block on the same height which contains B′ in
its prefix, which would make the merchant providing services
related to B suspicious. In this section, we provide a modified
version of L-stubborn mining, which we call S -stealth mining,
aiming to make the detection of the double-spending attack
difficult and to increase P(Double-Spending) in each attack
cycle.

In S -stealth mining, the strategy of keeping track of the
length of A-chain is still the same, however, matching only
happens if A = H = S − 1. In other words, whenever the
honest miners mine a new block on a height H < S − 1, the
adversary does not match the honest block. On the other hand,
if A = S − 1 and H = S − 2 and the next block is honest on
height S − 1, the adversary matches this block.

Theorem 4: (Revenue Ratio) The revenue ratio of S -stealth
mining is given as

σS =
S s + S u,s

S s + S u
, (24)

Algorithm 2 Optimal S ∗ Algorithm
1: i← 1
2: S (1) ← arg max(σ1, σ2)
3: while S (1) > 1 do
4: S (i+1) ← d f (σS (i))e
5: if S (i+1) = S (i) then
6: return S (i)

7: else
8: i← i + 1
9: end if

10: end while
11: return S (i)

where

S s =

S−1X
m=0

Ps(S ,m)
�

S +
(S − m − 1)α

1 − 2α

�
, (25)

S u,s = Pu(S − 1)γ(S − 1), (26)

S u =

S−1X
n=0

Pu(n)(n + 1). (27)

Proof: For a successful attack, we follow the same argu-
ments provided in the proof of Theorem 1. When an attack is
unsuccessful, adversarial blocks make it into the offset chain
only if the H-chain has reached length S − 1, and the next
honest block on height S switches its prefix (w.p. γ) to the
A-chain which has length S − 1. �

We note that σ1 = ρ1 = α and σ2 = ρ2, i.e., 2-stealth mining
is the same algorithm as selfish mining of [4]. Further, σ∞ = 0
as there is no matching when S = ∞ and eventually H-chain
will overtake in every cycle.

A. Optimizing the Revenue Ratio

Here, we first provide the theorem stating the quasiconcavity
of S -stealth mining. Even though the goal in S -stealth mining
is to increase the double-spending chance instead of focusing
on the revenue ratio, for the sake of completeness, for a given
(α, γ) pair, we also provide an algorithm to find S ∗, i.e., the
integer value of S maximizing the revenue ratio. The proofs
are provided in Appendix D.

Theorem 5 (Quasiconcavity): σS ≥ σS+1 implies σa ≥

σa+1 for any a ≥ S . Similarly, σR ≥ σR−1 implies σa ≥ σa−1
for any a ≤ R.

Next, we provide Algorithm 2 below, which returns S ∗,
where

f (σ) = sup
�

x ∈ R : 1 −
γ(1 − 2α)
α(1 − α)

x2 − 1
2(2x − 1)

− (1 − 2α)(x + 1 − γx) ≥ σ
�
, (28)

and note that σ1 = α and σ2 = ρ2, which is provided in (3).

B. (k + 1)-Stealth Mining and Double-Spending

Similar to the (k+1)-stubborn mining, (k+1)-stealth mining
can also be seen as a sustained double-spending attack until
it succeeds in double-spending. The difference is that the
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attacker here gives up some coinbase revenue by avoiding the
matching actions, which allows the attack to be not exposed
as well as increases the double-spending probability. Notice
that (k + 1)-stealth mining is essentially the private attack
of Nakamoto [1] with the exception that, here, the adversary
gives up pursuing the attack if it falls behind before reaching
length k to avoid revenue losses. If it reaches length k but
the honest chain catches it at length k, the network split γ
could still help the adversary to double-spend. However, as
matching only happens at length k, there is no Move-Funds
event possible in (k + 1)-stealth mining. We already provided
the formula to calculate the revenue ratio of the (k+1)-stealth
mining. Here, we provide the probability that an attack cycle
results in Double-Spending event.

Theorem 6 (Double Spend): Under the k-confirmation
rule, each attack cycle of (k + 1)-stealth mining ends with
Service or Double-Spending (DS) on the first block height
with probabilities

P(DS) =

kX
m=0

Ps(k + 1,m) + Pu(k)γ, (29)

P(Service) = 1 − P(DS). (30)

Proof: Contrary to (k + 1)-stubborn mining, a successful
cycle of (k + 1)-stealth mining always results in double-
spending since the H-chain always keeps B in its prefix and
the A-chain undoes it eventually. On the other hand, if an
attack ends unsuccessfully with H = (k + 1), the honest chain
might switch from B to B′ right at the end when the honest
block at height k+1 is mined. This would imply that at first B
is confirmed when the H-chain reaches length k and the next
honest block switches prefix and B′ is confirmed, resulting in
a double-spend. �

The formula we provide in Theorem 4 can be used to
determine the revenue ratio of (k + 1)-stealth mining, i.e.,
σk+1, which is no different than the private attack with no-
trail. If σk+1 ≥ α, this would imply that trying private attack
with no-trail comes at no-cost, i.e., the revenue ratio is still
above or equal to α. Hence, similar to the case of L-stubborn
mining, we remind the reader that S̄ = sup{S : σS ≥ α},
i.e., the largest value of S such that the revenue ratio of
S -stealth mining is higher than the honest mining strategy.
Hence, due to the quasiconcavity proven in Theorem 5, under
any k-confirmation rule with k < S̄ is compromised by (k+1)-
stealth mining strategy since the adversary gains more revenue
ratio by employing this strategy compared to the revenue ratio
of the honest mining strategy, i.e., σk+1 ≥ α, and at the same
time it can double-spend at no-cost. We provide the associated
values of S ∗ and S̄ for given α and γ in the numerical results
section.

C. Combined Revenue Ratio

Here, we provide the approach where each successful
double-spend event on the target block of an attack cycle
results in R additional block rewards for the adversary. In
this case, the revenue ratio is provided in Corollary 2. The
metric introduced in Corollary 2 is similar to the subversion
gain defined as in [10].

TABLE I
COMPARISON BETWEEN THE REVENUE RATIO OF L∗-STUBBORN MINING

AND MDP MODELS [5], [9] FOR γ = 0

Corollary 2 (Combined Revenue Ratio): The combined
revenue ratio of (k + 1)-stealth mining and the associated
double-spending is given as

σ′(k+1)(R) =
(k + 1)s + (k + 1)u,s +R · P(DS)

(k + 1)s + (k + 1)u
, (31)

where (k+1)s and (k+1)u are defined as in Theorem 4, where
we pick S = (k + 1) and P(DS) is defined as in Theorem 6.

We define the minimum double-spend reward value needed
for a profitable scheme as

R∗k = inf{R : σ′k+1(R) ≥ α}. (32)

Note that, R∗k, defined here, is closely related to the subversion
bounty defined in [10, Section IV.B.2]. As matched honest
blocks are not considered for double-spending since they can
make the merchant suspicious, subversion gain and subversion
bounty of stealth mining is much closer to the definition of [10]
than the corresponding results provided for stubborn mining
in Section IV-C.

If we assume that each successful cycle results in only
a single double-spending event with a service value V and
payment F with F ≥ V both in block rewards units, then,
on average, the (k + 1)-stealth mining is more profitable than
honest mining if

(k + 1)s + (k + 1)u,s + V
≥ α · ((k + 1)s + (k + 1)u) + F · P(Service), (33)

where all values of (k + 1)s, (k + 1)u,s, (k + 1)u, P(Service)
are provided as in Theorem 4 and Theorem 6.

VI. NUMERICAL RESULTS

We start by evaluating L∗ for each value of α and γ using
Algorithm 1. The results are provided in Fig. 2a. Note that
the boundary between L∗ = 1 and L∗ = 2, i.e., the honest
mining and selfish mining, was already provided in [4]. Our
results here show new boundaries by providing regions where
waiting for the private branch to extend further is beneficial
in terms of the revenue ratio. Next, in Fig. 2b for each α
and γ, we provide the normalized revenue ratio of optimal
L∗-stubborn mining attack compared to honest mining. For all
values of γ the normalized revenue ratio starts as 1 from α = 0
and reaches 2 at α = 0.5, as expected since at α = 0.5, the
adversary virtually creates all the blocks in the offset chain.
However, as γ increases, the ratio increases faster initially.
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Fig. 2. L-stubborn mining and S -stealth mining.

TABLE II
COMPARISON BETWEEN THE REVENUE RATIO OF L∗-STUBBORN MINING AND OSM MDP FOR VARYING γ

In Table I, we compare the optimal revenue ratio obtained
from L∗-stubborn mining with the revenue ratio obtained from
selfish mining [4] (where L = 2) and OSM MDP [5] and
Probabilistic Termination Optimization (PTO) MDP [9] to
demonstrate that our model performs close to the ε-optimal
selfish mining strategies. We use the data from [9, Table 1],
where γ = 0 and both MDP models are limited to maximum
fork length of 95. In Table II, we compare ρL∗ with ρOS M
of [5] for varying α and γ , 0 values, where we use the
implementation of [53] for the OSM MDP with a maximum
fork length of 80. It is quite clear that our simplified L∗-
stubborn strategy results in reward ratio ρL∗ , that is usually
within 10−2 of the reward ratio ρOS M for varying values of γ.
As we mentioned earlier, the small difference can be attributed
to the fact that, in MDP models, when the adversarial chain
falls behind honest chain while having a length close to but
smaller than L, the adversary does not immediately adopt
the honest chain but instead tries to catch up to the honest
chain which brings some additional revenue, albeit rather
small.

Finally, in Fig. 2c, we provide L̄ for each α and γ, which we
believe has a significant meaning related to (k+1)-confirmation

rule. As we proved that ρL has a quasiconcave behavior, if L̄ >
k, then (k+ 1)-stubborn mining is more profitable than honest
mining, hence following the (k + 1)-stubborn mining allows
double-spending at no-cost. This in turn means, for each α and
γ, k-confirmation rule has to be set according to k ≥ L̄(α, γ) to
minimize the risk of double-spending that comes at no-cost to
the attacker. Similar to the results of L-stubborn mining, Fig. 2
also contains related results for S -stealth mining. Observing
the S ∗ provided in Fig. 2d, it is clear that S ∗ ≤ L∗ which
is straightforward from the analysis provided earlier, but also
S ∗ ≤ 4 for α < 0.5 and γ < 1. In other words, in stealth mining,
the adversary cannot act in a stubborn manner forever, whereas
acting stubborn no matter what the length of the adversarial
branch is the best strategy to maximize the revenue ratio for
L-stubborn mining in the white region of Fig. 2a. In Fig. 2e,
we provide the normalized revenue ratio of optimal S ∗-stealth
mining attack. Although it starts as 1 from α = 0 and reaches
2 at α = 0.5 similar to the L∗-stubborn mining, the rise in the
revenue ratio is not as steep initially. Further, as expected, the
revenue difference between L∗-stubborn mining and S ∗-stealth
mining increases with γ, as matching is only present in the last
step in stealth mining. Finally, Fig. 2f shows the values of S̄ ,
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Fig. 3. (k + 1)-stubborn mining with k = 6.

where we have S̄ < ∞ for all values of α < 0.5 and γ < 1,
since σ∞ = 0.

In Fig. 3 we provide the probabilities of the events Double-
Spending, Move-Funds and Service for each attack cycle of
(k + 1)-stubborn mining where we pick k = 6 as in Bitcoin.
We also provide normalized revenue ratio of (k + 1)-stubborn
mining in Fig. 3d where the red curve highlights the boundary
where the ratio rises above 1. It is clear that the red curve
is the same as the boundary between L̄ = 6 and L̄ = 7
provided in Fig. 2c by definition. For all values above and
right of the red curve, in each attack cycle, a transaction in
the first block of H-chain is at risk of getting reversed in
the sense that it is either not going to be confirmed at all or
worse, it will be confirmed and then replaced with a conflicting
transaction at no-cost to an adversary. The associated risks are
provided in Fig. 3b and Fig. 3a, respectively. As it is clear
from Theorem 3, P(Double-Spending) is decreasing in γ due
to the fact that even if the attack cycles end successfully, γ
increases the probability of Move-Funds event as the prefix
of the H-chain switches to B′ before B is confirmed because
the adversary matches each honest block before A = L.
Hence, for a given α as γ increases, both P(Double-Spending)
and P(Service) decrease, whereas P(Move-Funds) increases.
Further, as mentioned earlier, P(Service) > β since the first
honest block B becomes part of the offset chain as soon as it
is mined w.p. β. If one were to consider pre-mining strategies,
P(Double-Spending) could be increased at the expense of
P(Service), hence security threats can be even more imminent
than we display here.

Next, in Fig. 4, we provide the probabilities of the events
Double-Spending and Service for each attack cycle of (k+1)-
stealth mining with k = 6 and the normalized revenue
ratio. Again, at any point above and right of the red curve,
a transaction in the first block of H-chain is at the risk
of getting replaced by a conflicting transaction after being
confirmed at no-cost to an adversary. The associated risk at
each attack cycle is shown in Fig. 4a. We note that compared
to stubborn mining, in stealth mining, for a given α, increasing
γ increases the probability of Double-Spending as we were
aiming. However, in stealth mining, for any given α and γ,
P(Service) is larger compared to stubborn mining as an attack
cycle cannot end with Move-Funds event in stealth mining.
Essentially, in addition to the revenue decrease compared to
the L-stubborn mining, this is the other cost of performing the
attack by stealth and increasing P(Double-Spending).

For (k + 1)-stubborn mining, the double-spending risk for
k = 6, α = 0.41 and γ = 0 is 0.092. For k = 6 and γ = 0, as

Fig. 4. (k + 1)-stealth mining with k = 6.

Fig. 5. R∗6 for Bitcoin.

α approaches 0.5, the double-spending risk approaches 0.21.
On the other hand, for k = 6, α = 0.41 and γ = 1, the double-
spending risk is 0.002, whereas service probability is 0.59.
For γ = 0, the same values apply to (k + 1)-stealth mining as
well. On the other hand, for (k+1)-stealth mining with k = 6,
α = 0.41 and γ = 1, the double-spending risk is increased
to 0.108, whereas service probability increases to 0.892. As
mentioned earlier, the cost is a cut in revenue ratio, which
drops from ρ7

α
= 1.639 to σ7

α
= 1.09.

In Fig. 5, we provide R∗k for each α and γ value for Bitcoin,
where k = 6, for both stubborn mining and stealth mining
attacks defined earlier. The white region is the region where
R∗k = 0, i.e., the revenue ratio is already larger than honest
mining. As the modification we provided for the attack resulted
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in larger P(Double-Spending) in stealth mining, R∗k value is
quite low even for α and γ values with σk+1

α
< 1. On the other

hand, it seems for α < 0.2, the double-spending rewards need
to be extremely large for both of the attacks to be profitable.

VII. CONCLUSION

In this paper, we provided a rigorous and explicit stochastic
analysis for the combination of the two celebrated attacks:
double-spending and selfish mining. To do so, we first com-
bined stubborn and selfish mining attacks, i.e., constructed
a strategy where the attacker acts stubborn until its private
branch reaches a certain length L, and then switches to act
selfish. We provided an analysis of the optimal stubbornness
to get the maximum revenue ratio for each parameter regime
as well as the maximum stubbornness that is still more
profitable than honest mining. Next, we connected the attack
to double-spending, as L > k implies double-spending. Thus,
given α and γ, the maximum profitable stubbornness values
determine the values of k where k-confirmation rule is at risk
of double-spending which comes at no-cost to the adversary.
We also provided an exact formula for the double-spending
probabilities (i.e., the risk) associated with each attack cycle.
We provided the minimum double-spend value needed for an
attack to be profitable in the regimes where the scheme is less
profitable than honest mining. In order to conceal the double-
spending attack as well as to increase the associated successful
double-spending probabilities, we modified the attack that does
not match every honest block during the stubborn phase. We
provided all the relevant analysis for this modified attack as
well.

A. Discussion

Notice that, in the literature, the revenue loss of the adver-
sary is usually ignored when considering the double-spending
attacks except for the MDP models of [7] and [8] where a
stochastic explicit analysis is missing and MDPs are used as
black boxes to solve the problem. On the other hand, studies
such as [16] focus on the double-spend value and only consider
the usual double-spending attack structure of [3]. The attack
cycles we describe and analyze in this paper allow an attacker
to mount a sustained double-spending attack until it succeeds
while protecting the attacker from revenue loss in terms of
the coinbase rewards in the long run by combining the attack
with selfish mining. Here, it is worth noting the severity of
the selfish mining and double-spending attacks in general.
The selfish mining threatens the fairness of the incentives. A
selfish mining attack decreases the revenue and revenue ratio
of all honest miners. Under the attack, if the honest mining is
not sustainable anymore when the mining costs are taken into
account, honest miners leave the system, increasing attackers
fraction of hashrate and destabilizing the entire system. Even
if the honest mining is sustainable despite the unfair reward
distribution, the rational miners can profit more if they join
the adversary, destabilizing the entire system again.

On the other hand, the severity of the implications of
double-spending attacks depends on how frequent it happens
and the value of the transaction at question. It is no doubt that
in high-value blockchain systems, double-spending a valuable

asset is catastrophic. To prevent such a situation, confirmation
latencies are calibrated. For example, with the k = 6, i.e.,
the rule-of-the-thumb in Bitcoin, a successful double-spending
attack probability for α = 0.1 is around 10−3 under ∆-
synchrony with ∆ = 10s, despite the relatively low fork
rate compared to for example Litecoin or Ethereum (back
when it was PoW) [46]. If we consider a selfish mining
attacker with α = 0.3, the success probability rises above
0.25. Even if the confirmation latencies are calibrated from
k = 6 to k = 50 for a high value transaction, the success
probability is still around 10−4. However, these probabilities
are obtained assuming worst case scenarios (in the favor of
the adversary) in the state-of-the-art models of [45] and [46]
and do not account for the coinbase reward losses, which
potentially disincentivizes the attacker. Our model provides
much more practical and realistic model for the attacker since
in our model, the attacker is trying to keep an eye on the
honest branch and releases its chain if necessary in order not
to lose the coinbase rewards.

Even if we limit our focus on selfish mining, our modeling
can be useful for analysis of different problems analytically.
In our paper, we already solved some, e.g., parameterizing
the mining strategies with L and providing a method to
find L∗ that achieves the optimal revenue ratio among the
L-stubborn mining strategies. Another problem we solved was
to parameterize the mining strategies that do not expose the
selfish mining attack and to provide a method to find the one
that achieves the optimal revenue ratio among these stealth
mining strategies. Further, our method is a good analytical
substitute for the OSM MDP. For example, it can be directly
used in the analysis of revenue per chain progress for selfish
mining attacks considered in [26].

From the perspective of consistency of the protocol,
L-stubborn mining and S -stealth mining attacks do not aim
to replace the offset chain. The offset chain is extended at the
end of every attack cycle and in the long run asymptotically
equals the longest chain. At every attack cycle, the aim of
the attacker is to cause two parallel forks extending the offset
chain, i.e., A-chain and H-chain. The fork in turn allows the
adversary to get a chance at replacing the honest blocks of
H-chain, stealing their revenue and double-spending. The fork
that loses this competition at the end of each attack cyle
essentially joins the orphan blocks of the blockchain tree.
Within this attack model, the block at the tip of the offset chain
can be seen as a Nakamoto block [44], i.e., it is permanently
confirmed since both the attacker and the honest miner accept
them. On the other hand, double-spending happens because
the honest miners and merchants accept the blocks according
to the k-confirmation rule which is a heuristic and are not
able to pinpoint the tip of the offset chain, especially if the
attacker is using S -stealth mining attack to conceal its A-chain
by avoiding the matching action.

B. Extensions
There are two possible extensions to our paper that can

further increase the action space and combining the two would
eventually allow all possible state-space considered in OSM
MDP. First, note that, we define the attack cycles in a way such
that they are i.i.d. This is a design choice which allows us to
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know whether B is confirmed or not and use Doob’s optional
stopping theorem in our analysis as well as the techniques
provided in Appendix C and Appendix D. In this paper, each
time an attack cycle starts, we have A = 0 and H = 0,
since we essentially keep track of the length of the A-chain,
even if the H-chain has some prefix consisting of adversarial
blocks of the A-chain. On the other hand, one could consider
the situations where the duration of attack cycles are defined
with respect to the change in the prefix of the H-chain, i.e.,
restricting H-chain to consist of the honest blocks exclusively,
which is essentially considered in the OSM MDP. This change
not only complicates the rigorous analysis and requires us to
keep a parameter that tracks the number of honest blocks, but
also requires us to keep track of the depth of the B and B′,
hence our design choice is to avoid this. The other extension
is more obvious, which is to allow trail stubbornness, i.e.,
to allow the adversary to continue the attack even if it falls
behind. By considering an extra parameter for the upper bound
on the deficit of the A-chain compared to the H-chain, our
analysis can be redone, however, this would also complicate
the analysis provided in Appendix C and Appendix D. Note
that, increasing the action space for the attacker increases the
maximum revenue ratio that can be obtained. However, based
on our simulations and comparison with the maximum revenue
ratios obtained by the OSM MDP for several (α, γ) parameters,
the difference is negligible.

APPENDIX A
STOCHASTIC TOOLS FOR ANALYSIS

A. Catalan Numbers and Dyck Words

Let S be a string consisting of X’s and Y’s. If no prefix of
S has more Y’s than X’s, then we call S a Pre-Dyck word.
If a Pre-Dyck word has equal number of X’s and Y’s, it is
called a Dyck word. Any Pre-Dyck word can be converted to
a Dyck word by appending enough number of Y’s. The total
number of Pre-Dyck words that contain n X’s and m Y’s is
denoted as P[n,m]. The number of Dyck words of length 2n,
i.e., P[n, n], is called Catalan number Cn [35], and satisfies

Cn =
1

n + 1

 
2n
n

!
. (34)

Catalan numbers also satisfy the following recursion

Cn =
2(2n − 1)

n + 1
Cn−1, (35)

with C0 = 1. The generating function of the Catalan numbers
is

C(x) =
X
n≥0

Cnxn =
2

1 +
√

1 − 4x
. (36)

Pre-Dyck words satisfy the recursion

P[n,m] = P[n,m − 1] + P[n − 1,m]. (37)

Clearly P[n,m] = 0 if m > n and it is easy to verify that
P[n, 0] = 1 and P[n, 1] = n. Thus, (37) gives a straightforward
formula for finding P[n,m] in O(nm).

B. Bailey’s Number and Bertrand’s Ballot Problem

Although it is easy to find a formula for P[n,m] by convert-
ing (37) to frequency domain using generating functions, one
could draw an analogy to the well-known Bertrand’s ballot
problem [33], which asks the probability that a candidate A,
who received n votes, was strictly ahead of a candidate B,
who received m votes, throughout an election. By slightly
modifying Andre’s solution to the ballot problem [54], which
can be used to count the number of paths from (a, b) to (c, d)
above and below y = x, to allow ties, we find

P[n,m] =
n − m + 1
n + m + 1

 
n + m + 1

n + 1

!
. (38)

The elements of the matrix P constitute Catalan’s triangle.
Note that, if a broad range of P[n,m] is needed, it is better
to start from P[1, 0] = 1 and fill the matrix P via (37). The
elements of P matrix appear in [34] where Bailey investigates
the sequences that contain n 1’s and m − 1’s such that the
running sum is always non-negative. Bailey proved that the
number of such sequences is equal to P[n,m] provided in (38).

C. Wald’s Identity and Doob’s Optional Stopping Time

Consider a Pre-Dyck word with L X’s and m < L Y’s.
Append a random sequence of X’s (w.p. α) and Y’s (w.p.
1 − α) until the first time the number of Y’s becomes 1 less
than the number of X’s. As this is a stopping time, by Wald’s
identity, the expected length of such a sequence is L−m−1

1−2α . As
L−m−1 Y’s are required to reduce the gap to 1, the rest of the
characters in the string are split evenly between X and Y . Thus,
the final sequence contains L + (L−m−1)α

1−2α X’s in expectation.

APPENDIX B
SELFISH MINING [4], OSM MDP [5] AND OUR MODEL

Here, we restate and summarize the important bits of the
selfish mining attack of [4] as well as the Optimal Selfish
Mining (OSM) MDP model introduced in [5] to find the
ε-optimal selfish mining strategies. Then, we represent the
state and action spaces for L-stubborn mining and S -stealth
mining, which serve as formal descriptions of the strategies
introduced in Section III-A and Section III-C for the sake of
completeness.

A. Selfish Mining of Eyal and Sirer [4]

In essence, the original attack introduced in [4] works as
follows. Stating from the same offset chain:

1) If the honest miners mine a block first, the attacker
accepts the block and redefines the offset chain.

2) If the adversary mines a block first, it hides it and tries
to extend it. When the next block arrives:

a) If the block is adversarial, the adversary has 2 pri-
vate blocks. It will keep mining privately until the
difference between the public branch and private
branch reduces to 1, at which point it will release
the private branch to override the public branch.

b) If the block is honest, the adversary releases its
private branch, i.e., matching, resulting in a public
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TABLE III
STATE, ACTION, AND TRANSITION OF OSM MDP [5]

TABLE IV

STATE, ACTION, AND TRANSITIONS OF L-STUBBORN MINING

fork of length 1. At this point, one branch is
adversarial and the other is honest, and γ fraction
of the honest miners prefer the adversarial branch
to mine on. Whoever mines the next block, releases
it immediately, and the offset chain is redefined.

Notice that the attacker avoids the release of its block at Step
2 initially. Our idea is to extend this further even in Step 2a
if the adversarial branch is not long enough, i.e., until the
private branch reaches length L. This is because, an override
action means that the attacker is releasing one additional block
to convince others that its released branch is longer than
the honest branch, however, it also means the adversary is
potentially losing some additional revenue.

B. OSM MDP of [5]

We start by stating the state space of the OSM MDP. A
state is essentially of the 3-tuple form (a, h, f ork), where a
and h denote the lengths of the adversarial private and honest
public branches, respectively. The last field f ork stores the
information about the feasibility of the match action. If f ork =

relevant, it means the adversary can take the action whereas if
f ork , relevant, it cannot. On the other hand, if a match action
is taken recently, f ork = active. We summarize the state action
space and the transitions in Table III, taken directly from [5].

Letting rt = (rt
1, r

t
2) denote the reward for the transitions

between the states according to the action taken at step t, we

get the adversarial revenue ratio as

ρ = E

"
lim

T→∞

PT
t=1 rt

1PT
t=1 rt

1 +
PT

t=1 rt
2

#
. (39)

Next, define wρ(x, y) as

wρ(x, y) = (1 − ρ)x − ρy. (40)

Now, for any policy π, if (39) is rearranged, we get

vπρ = E

"
lim

T→∞

1
T

TX
t=1

wρ(rt
1, r

t
2)

#
. (41)

If a policy π∗ maximizes the revenue ratio and results in ρ∗,
then vπ

∗

ρ∗ = 0. Hence, [5] uses the monotonicity of wρ(x, y) in
ρ to find such an optimal policy. For further details about the
OSM MDP formulation and its analysis, we refer the reader
to [5].

C. State×Action Space for L-Stubborn and S -Stealth Mining

1) L-Stubborn Mining: To describe the state space for
L-stubborn mining, we assume a common block agreed by
honest and adversarial miners (either adopt or override action
is taken most recently), and the adversary starts a new attack
cycle. Then, the state space for each L-stubborn mining attack
cycle can be succinctly expressed as (A,H,C, f ork) where,
starting from the common block (excluding), A is the length
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TABLE V

STATE, ACTION, AND TRANSITIONS OF S -STEALTH MINING

of the adversarial branch and H is the length of the honest
branch and C is the length of the common prefix between
the adversarial and honest branches. The field f ork serves the
same purpose as in OSM MDP, i.e., if the last mined block
is honest, f ork = relevant, which implies that the adversary
can take the match action whereas f ork = active means that a
match action is taken recently and γ fraction of honest miners
are mining on a prefix of adversarial branch of the same
length as the honest branch. Under this model, in Table IV,
we summarize the state action space and the transitions of
L-stubborn mining.

Notice, in L-stubborn mining each state allows a unique
action to be taken as presented in Table IV as opposed to
OSM MDP where the goal is to find the optimal action among
multiple options for each state. For example, here, whenever
A+1 = H, the action adopt is executed, i.e., no-trail mining is
allowed whereas override action is taken whenever A = H +
1 ≥ L. Similarly, whenever f ork = relevant and L > A ≥ H,
the adversary matches the recently mined honest block. For
all the rest of the cases, wait action is taken. Our focus in
the analysis is to express the final revenue ratio in terms of
L as well as to maximize the revenue ratio with respect to L
which essentially changes when each action is taken. Although
changing L essentially gives multiple strategies to pick from,
this does not cover all the possible strategies as in OSM MDP,
hence the final optimal ρL∗ is still below ρOS M .

An important observation from Table IV is that, the value
C is only affected by the value of H in a Markovian manner
as represented in the last two rows of Table IV. Further, none
of the actions depend on C field in the state space and C only
affects the reward if an adopt action is taken. This implies that
during an L-stubborn attack cycle, given H, we have

C =

(
H − 1 − i, w.p. (1 − γ)iγ, 0 ≤ i < H − 1,
0, w.p. (1 − γ)H−1.

(42)

This explains why we treat C as a separate state in the analysis
throughout the paper and only introduce here for the sake of
completeness. Similarly, since every honest block that is mined
on a height where the adversary already has a private block, is
matched in L-stubborn mining, we did not need to introduce
f ork field in the main body of our paper.

2) S -Stealth Mining: In S -stealth mining, match action
only happens when in the previous state S − 1 = A = H + 1
and a new honest block is mined such that the current state

is S − 1 = A = H at which point the adversary releases its
A-chain to compete with the honest branch of the same length.
As a result, we do not need C and f ork field in this model
and the state × action space is given in Table V.

APPENDIX C
PROOF OF THEOREM 2 AND ALGORITHM 1

As in [5], we define wρ(x, y) as

wρ(x, y) = (1 − ρ)x − ρy. (43)

Let xi and yi be the number of adversarial and honest blocks
that make it into the offset chain at the end of an attack cycle
i of L-stubborn mining strategy. Clearly, the revenue ratio in
the long run is

ρ = lim
T→∞

PT
i=1 xiPT

i=1 xi +
PT

i=1 yi
(44)

=
E[xi]
E[xi + yi]

, (45)

where (45) follows from the strong law of large numbers and
i.i.d. attack cycles. Moving terms, we get wρ(E[xi],E[yi]) = 0,
which is similar to the linearization of OSM MDP [5].

Notice that, on average, ρ fraction of the rewards belongs
to the adversary. Hence, wρ(xi, yi) is essentially a function
that indicates how much the reward distribution of the cycle i
deviates from the average. Using this interpretation, we show
that, when the strategies are restricted to L-stubborn mining
strategies, the analysis can be narrowed down to a specific
case of a single cycle (A = H + 1), where a decision about
override has to be made or delayed. Here, our goal is to prove
that, we can only check the cases of A = H + 1, instead of
implementing an MDP directly.

Assume, the current cycle i of the L-stubborn mining
strategy has A = x and H = y (cycle has not ended yet
necessarily). Let w(L)

ρ (x, y) denote the expected value of wρ

associated with the cycle i given A = x and H = y and the
attacker employs L-stubborn mining strategy, i.e.,

w(L)
ρ (x, y)

= wρ(E(L)[xi|A = x,H = y],E(L)[yi|A = x,H = y]) (46)

= (1 − ρ)E(L)[xi|A = x,H = y] − ρE(L)[yi|A = x,H = y], (47)

where the superscript (L) means that the adversary follows
L-stubborn mining strategy. For example, when A ≥ L and
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H = A − 1, w(L)
ρ (A, A − 1) = (1 − ρ)A since the decision is to

release the A-chain immediately. On the other hand, if A+1 =

H ≤ L, where H-chain has a adversarial blocks in its prefix,
then w(L)

ρ (H − 1,H) = (1− ρ)a− ρ(H − a) since the decision is
to accept the H-chain and abort the attack cycle.

Lemma 3: If ρL+1 < ρL, then

w(L+1)
ρL

(L, L − 1) < w(L+1)
ρL+1

(L, L − 1)

< w(L)
ρL

(L, L − 1) < w(L)
ρL+1

(L, L − 1). (48)

Proof: Let qL denote the probability that a cycle passes
through A = H + 1 = L. Then,

0 = lim
T→∞

1
T

TX
i=1

w(L)
ρL

(xi, yi) (49)

= qLw(L)
ρL

(L, L − 1) + (1 − qL)w(L)
ρL

(L, L − 1), (50)

where w(L)
ρL (L, L − 1) is the expected value of wρ for L-stubborn

mining strategy given (L, L − 1), i.e., the cycle does not pass
through A = H + 1 = L. Next, for any ρ ∈ [0, 1]

w(L)
ρ (L, L − 1) = w(L+1)

ρ (L, L − 1), (51)

which is due to the fact that both strategies have the same
rewards for all possible arrival paths that do not pass through
the event A = H+1 = L during a cycle. To see this, consider 4-
stubborn mining and 5-stubborn mining, for example. All red
crosses represented in Fig. 1 for 4-stubborn mining are also
present in 5-stubborn mining, i.e., the cycles have the same
decisions as long as A < 4. Similarly, all blue crosses except
the blue cross at (4, 3) represented in Fig. 1 for 4-stubborn
mining are also present in 5-stubborn mining, i.e., the cycles
have the same decisions as long as A > 4. Thus, the only
difference in rewards is, if a cycle passes through the point
(4, 3).

Further, if ρL+1 < ρL, as wρ is decreasing in ρ, we have

w(L)
ρL

(L, L − 1) < w(L+1)
ρL+1

(L, L − 1). (52)

Thus, rewriting (50) for (L + 1)-stubborn mining strategy

0 = qLw(L+1)
ρL+1

(L, L − 1) + (1 − qL)w(L+1)
ρL+1

(L, L − 1) (53)

> qLw(L+1)
ρL+1

(L, L − 1) + (1 − qL)w(L)
ρL

(L, L − 1) (54)

= qL

�
w(L+1)
ρL+1

(L, L − 1) − w(L)
ρL

(L, L − 1)
�
, (55)

where (54) follows from (52) and (55) follows from (50). This
proves the inequality in the middle of (48). The other two
inequalities follow from the fact that wρ is decreasing in ρ. �

Corollary 3: If ρL+1 > ρL, then

w(L+1)
ρL

(L, L − 1) > w(L+1)
ρL+1

(L, L − 1)

> w(L)
ρL

(L, L − 1) > w(L)
ρL+1

(L, L − 1). (56)

Proof: Simply change the direction of the inequalities from
(52) onwards in the proof of Lemma 3. �

Lemma 4: Given A = H + 1 = L, the expected result of wσ

associated with (L + 1)-stubborn mining strategy is related to
L-stubborn mining strategy in the following way

w(L+1)
ρ (L, L − 1)

= w(L)
ρ (L, L − 1) + β2

�
1 − ρ

1 − 2α
−

1
γ
+

(1 − γ)L+1

γ

�
. (57)

Proof: Clearly, if L-stubborn mining strategy is followed,
we get w(L)

ρ (L, L−1) = wρ(L, 0). On the other hand, if (L+1)-
stubborn mining strategy is followed, the decision is delayed
and w(L+1)

ρ (L, L − 1) depends on the arrival of the next blocks
in the following way:

1) The next block is adversarial w.p. α. In this case, the
adversarial advantage A−H = 2 implies that the decision
will be made when the advantage reduces to 1, which
happens after 1

1−2α block arrivals in expectation and α
1−2α

of those blocks will be adversarial. Hence, w.p. α we get
wρ

�
L + 1 + α

1−2α , 0
�
.

2) The next block is honest followed by an adversarial
block w.p. βα. As a result, we get wρ(L + 1, 0) w.p.
βα.

3) The next two blocks are honest w.p. β2. In this situa-
tion, wρ depends on how many adversarial blocks are
contained in the prefix of the honest block at height
L + 1:

a) The prefix contains L − i > 0 adversarial blocks
w.p. γ(1 − γ)i and we have wρ(L − i, i + 1).

b) The prefix does not contain any adversarial block
w.p. (1 − γ)L and we have wρ(0, L + 1).

Combining the cases above in expectation, for (L+1)-stubborn
mining strategy, we obtain

w(L+1)
ρ (L, L − 1) = αwρ

�
L + 1 +

α

1 − 2α
, 0
�

+ βαwρ(L + 1, 0) + β2(1 − γ)Lwρ(0, L + 1)

+

L−1X
i=0

β2γ(1 − γ)iwρ(L − i, i + 1), (58)

which results in (57). �
Notice what we did in this sequence of lemmas: In

Lemma 3, given the current attack cycle has A = L = H + 1,
we established a relation between the expected value of wρL

and wρL+1 for L-stubborn mining strategy and L + 1-stubborn
mining strategy assuming ρL > ρL+1 as well as the opposite
situation in Corollary 3. On the other hand, in Lemma 4, we
established a direct relation between the expected value of
wρ for L-stubborn mining strategy and L+ 1-stubborn mining
strategy. Hence, to prove Theorem 2, all that is left is to check
when these relationships hold.

Let u and va be,

u = (1 − γ), va =
1
u

�
1 − γ

1 − ρa

1 − 2α

�
. (59)

If ρL ≥ ρL+1, picking ρ = ρL and ρ = ρL+1 in (57) implies

vL ≥ vL+1 ≥ uL, (60)

due to Lemma 3.
Next, assume ρL+1 < ρL+2 for the sake of contradiction.

Rewriting (57) and (56) for the relation between (L + 1) and
(L+ 2)-stubborn mining and picking ρ = ρL+1 in (57), we get

uL+1 > vL+1, (61)

which creates a contradiction with (60) since uL > uL+1. The
rest is just applying the recursion and the same proof applies
for both claims in the theorem statement.
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Proposition 1: Algorithm 1 returns L∗.

Proof: First, assume L∗ = ∞, then clearly L(1) = ∞ and
ρL+1 > ρL implies

uL > vL, (62)

for all L. Taking limit of both sides implies 0 ≥ vL(1) , thus,
algorithm returns ∞.

Next, assume L∗ is finite. Then, for all L > L∗, ρL > ρL+1,
which implies

uL < vL. (63)

Taking limit of both sides further implies that

0 < v∞ ≤ max{v1, v2, v∞}, (64)

i.e., the algorithm does not return infinity. Next assume L∗ = 1,
then clearly L(1) = 1 and the algorithm returns 1.

If 1 < L∗ < ∞, then clearly L(1) = 2 or L(1) = ∞, and the
algorithm enters the while loop. From Lemma 3, Lemma 4
and Corollary 3, if ρL > ρL+1

log vL

log u
<

log vL+1

log u
< L, (65)

and if ρL > ρL−1

log vL−1

log u
>

log vL

log u
> L − 1. (66)

Further, note that vL∗ ≥ va for any a ∈ Z. Assuming L∗ is
finite, (66) implies, for all i

L(i+1) =

�
log vL(i)

log u

�
≥ L∗. (67)

If L(i) > L∗, then, (65) implies

L(i+1) =

�
log vL(i)

log u

�
< L(i) − 1. (68)

and by

L∗ ≥
log vL∗

log u
> L∗ − 1, (69)

the result L(i) converges in at most L(2) − L∗ loops to L∗. It
remains to show L(2) < ∞ when L∗ is finite. By (65), we have

L(2) = min
��

log v2

log u

�
,

�
log v∞
log u

��
≤

�
log v∞
log u

�
< ∞, (70)

which completes the proof. Note that, if there are multiple L
with optimal value, then the algorithm outputs the largest of
those L. �

We remark here that for the results of Section VI, we use
10−4 precision for α and γ values and Algorithm 1 runs the
while loop at most 4 times.

APPENDIX D
PROOF OF THEOREM 5 AND ALGORITHM 2

Let w(S )
σ (x, y) denote the expected value of wσ associated

with the cycle i given A = x and H = y and the attacker
employs S -stealth mining strategy, i.e.,

w(S )
σ (x, y)

= wσ(E(S )[xi|A = x,H = y],E(S )[yi|A = x,H = y]) (71)

= (1 − σ)E(S )[xi|A = x,H = y]−σE(S )[yi|A = x,H = y]. (72)

Lemma 5: If σS+1 < σS , then

w(S+1)
σS

(S − 1, S ) +
2(2S − 1)

S + 1
α

1 − α
w(S+1)
σS

(S , S − 1)

< w(S+1)
σS+1

(S − 1, S ) +
2(2S − 1)

S + 1
α

1 − α
w(S+1)
σS+1

(S , S − 1)

< w(S )
σS

(S − 1, S ) +
2(2S − 1)

S + 1
α

1 − α
w(S )
σS

(S , S − 1)

< w(S )
σS+1

(S − 1, S ) +
2(2S − 1)

S + 1
α

1 − α
w(S )
σS+1

(S , S − 1). (73)

Similarly, if σS+1 > σS , we can switch the direction of the
inequalities above.

Proof: As usual, qS denotes the probability that a cycle
passes through A = H + 1 = S . Further, let pS denote the
probability that a cycle passes through H = A + 1 = S . Then,

0 = lim
T→∞

1
T

TX
i=1

w(S )
σS

(xi, yi) (74)

= qS w(S )
σS

(S , S − 1) + pS w(S )
σS

(S − 1, S )

+ (1 − qS − pS )w(S )
σS

(S − 1), (75)

where w(S )
σS (S − 1) is the expected value of wρ for S -stealth

mining strategy given S − 1, i.e., the cycle does not pass
through A = H + 1 = S or H = A + 1 = S . Next, for any
σ ∈ [0, 1]

w(S )
σ (S − 1) = w(S+1)

σ (S − 1), (76)

which is due to the fact that both strategies have the same
rewards for all possible arrival paths that do not pass through
the event A = H+1 = S or H = A+1 = S during a cycle. Here,
unlike L-stubborn mining, we need to exclude H = A+ 1 = S
as well. To see this, notice that (S + 1)-stealth mining does
not match the honest block at height S − 1, whereas S -stealth
mining does, hence their rewards differ and we cannot apply
the separation of dimensions argument explained in Fig. 1.

Further, if σS+1 < σS , then

w(S )
σS

(S − 1) < w(S+1)
σS+1

(S − 1). (77)

Thus, rewriting (75) for (S + 1)-stealth mining strategy

0 = qS w(S+1)
σS+1

(S , S − 1) + pS w(S+1)
σS+1

(S − 1, S )

+ (1 − qS − pS )w(S+1)
σS+1

(S − 1) (78)

>qS w(S+1)
σS+1

(S , S − 1) + pS w(S+1)
σS+1

(S − 1, S )

+ (1 − qS − pS )w(S )
σS

(S − 1) (79)

= qS

�
w(S+1)
σS+1

(S , S − 1) − w(S )
σS

(S , S − 1)
�

+ pS

�
w(S+1)
σS+1

(S − 1, S ) − w(S )
σS

(S − 1, S )
�
. (80)

Notice, a cycle passes through H = A + 1 = S w.p.

pS = P[S − 1, S − 1]αS−1βS (81)

= CS−1α
S−1βS , (82)

and through A = H + 1 = S w.p.

qS = P[S , S − 1]αS βS−1 (83)

= CSα
S βS−1 (84)
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=
2(2S − 1)

S + 1
·

α

1 − α
· pS , (85)

which concludes the proof. �
Lemma 6: Given A = H + 1 = S , the expected value of wσ

associated with (S + 1)-stealth mining strategy is related to
S -stealth mining strategy in the following way,

w(S+1)
σ (S , S − 1)

= w(S )
σ (S , S − 1) − β2

�
(S + 1) − γS −

1 − σ
1 − 2α

�
. (86)

Proof: Clearly, if S -stealth mining strategy is followed, we
get w(S )

σ (S , S − 1) = wσ(S , 0). On the other hand, if (S + 1)-
stealth mining strategy is followed, the decision is delayed and
w(S+1)
σ (S , S − 1) depends on the arrival of the next blocks in

the following way:
1) The next block is adversarial w.p. α. In this case, the

adversarial advantage A−H = 2 implies that the decision
will be made when the advantage reduces to 1, hence
w.p. α we get wσ

�
S + 1 + α

1−2α , 0
�
.

2) The next block is honest followed by an adversarial
block w.p. βα. As a result, we get wσ(S + 1, 0) w.p.
βα.

3) The next two blocks are honest w.p. β2. In this situation,
wσ depends on whether the last honest block switches
prefix or not:

a) The prefix switches to adversarial blocks w.p. γ
and we have wσ(S , 1).

b) The prefix does not contain any adversarial block
w.p. (1 − γ) and we have wσ(0, S + 1).

Combining the cases above in expectation, for (S + 1)-stealth
mining strategy, we obtain

w(S+1)
σ (S , S − 1) = αwσ

�
S + 1 +

α

1 − 2α
, 0
�

+ βαwσ(S + 1, 0) + β2γwσ(S , 1)

+ β2(1 − γ)wσ(0, S + 1), (87)

which results in (86). �
Lemma 7: Given A − 1 = H = S , the expected value of wσ

associated with (S + 1)-stealth mining strategy is related to
S -stealth mining strategy in the following way,

w(S+1)
σ (S − 1, S ) = w(S )

σ (S − 1, S ) − γ(S − 1). (88)

Proof: Clearly, if (S +1)-stealth mining strategy is followed,
we get w(S+1)

σ (S −1, S ) = wσ(0, S ) = −σS . On the other hand,
if S -stealth mining strategy is followed, the reward depends
on the prefix of the last honest block:

1) The prefix contains no adversarial blocks w.p. 1 − γ. In
this case, we get wσ(0, S ).

2) The prefix contains S − 1 adversarial blocks w.p. γ. In
this case, we get wσ(S − 1, 1).

Combining the cases above results in (88). �
The intermediary results above are now sufficient to prove

Theorem 5.
If σS ≥ σS+1, picking σ = σS+1 in (86) and (88) implies

γ
S 2 − 1

2(2S − 1)
+ αβ(S + 1 − γS ) ≥ αβ

1 − σS+1

1 − 2α
, (89)

due to Lemma 5.

If σS+1 < σS+2, rewriting Lemma 5 for the relation
between (S + 1) and (S + 2)-stealth mining and picking
σ = σS+1 in (86) and (88), we get

αβ
1 − σS+1

1 − 2α
> γ

S (S + 2)
2(2S + 1)

+ αβ(S + 2 − γ(S + 1)). (90)

Combining the two implies,

0 > γ
2S 2 + 1
4S 2 − 1

+ 2αβ(1 − γ), (91)

which creates a contradiction since the right hand side is
nonnegative for S ≥ 1, β ≥ 0.5 ≥ α ≥ 0 and 1 ≥ γ ≥ 0.
This concludes the proof of Theorem 5.

It is clear that f (σ) < ∞ for σ ∈ [0, 1]. Further, one can
also show that

S ∗ ≥ f (σS ∗ ) > S ∗ − 1, (92)

by Theorem 5. This in turn, by modifying the arguments of
Proposition 1 with the results proven in this section, implies
that Algorithm 2 returns S ∗.
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and S. Capkun, “On the security and performance of proof of work
blockchains,” in Proc. ACM SIGSAC Conf. Comput. Commun. Secur.,
Oct. 2016, pp. 3–16.

[8] Y. Sompolinsky and A. Zohar, “Bitcoin’s security model revisited,”
2016, arXiv:1605.09193.

[9] R. B. Zur, I. Eyal, and A. Tamar, “Efficient MDP analysis for selfish-
mining in blockchains,” in Proc. 2nd ACM Conf. Adv. Financial
Technol., Oct. 2020, pp. 113–131.

[10] R. Zhang and B. Preneel, “Lay down the common metrics: Evaluating
proof-of-work consensus Protocols’ security,” in Proc. IEEE Symp.
Secur. Privacy (SP), May 2019, pp. 175–192.

[11] K. Chatterjee, A. Ebrahimzadeh, M. Karrabi, K. Pietrzak, M. Yeo, and
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[24] C. Grunspan and R. Pérez-Marco, “Block withholding resilience,” Digit.
Finance, vol. 7, no. 1, pp. 43–60, Feb. 2025.
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