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Abstract—We consider the quantum symmetric private infor-
mation retrieval (QSPIR) problem in a system with NV databases
and K messages, with U unresponsive servers, 7T-colluding servers,
and X-security parameter, under several fundamental threat
models. In the first model, there are £; eavesdropped links in the
uplink direction (the direction from the user to the N servers),
&, eavesdropped links in the downlink direction (the direction
from the servers to the user), where |&;|,|E;| < E; we coin this
eavesdropper setting as dynamic eavesdroppers. We show that
super-dense coding gain can be achieved for some regimes. In the
second model, we consider the case with Byzantine servers, i.e.,
servers that can coordinate to devise a plan to harm the privacy
and security of the system together with static eavesdroppers, by
listening to the same links in both uplink and downlink directions.
It is important to note the considerable difference between the two
threat models, since the eavesdroppers can take huge advantage
of the presence of the Byzantine servers. Unlike the previous
works in SPIR with Byzantine servers, that assume that the
Byzantine servers can send only random symbols independent
of the stored messages, we follow the original definition of
Byzantine servers inPIR proposed by Banawan-Ulukus, where
the Byzantine servers can send symbols that can be functions
of the storage, queries, as well as the random symbols in a
way that can produce worse harm to the system. In the third
and the most novel threat model, we consider the presence of
Byzantine servers and dynamic eavesdroppers together. We show
that having dynamic eavesdroppers along with Byzantine servers
in the same system model creates more threats to the system than
having static eavesdroppers with Byzantine servers. This is the
first work that considers the quantum version of unresponsive
and eavesdropped threat model. In addition, this is the first work,
classical or quantum, that considers the presence of Byzantine
servers together with eavesdroppers in the same system model
(static or dynamic eavesdroppers). Another layer of difficulty
that we handle in this work stems from the symmetric privacy
requirement in the presence of Byzantine servers, which by itself
has never been studied before in classical or quantum variations;
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here the Byzantine servers may attempt to leak information about
undesired messages to the user, which is not allowed in SPIR.

Index Terms—Quantum information theory, private informa-
tion retrieval, security, eavesdropping.

I. INTRODUCTION
A. Problem Introduction and Our Contributions

ECENTLY, the quantum private information retrieval

(QPIR) problem was introduced [2]. In that setting, there
are N servers that share an entangled state. A user, who wishes
to retrieve a message privately from K messages, sends queries
over classical channels to each server independently. Upon
receiving the queries, the servers, who share a globally known
entangled state, apply quantum operations on their individual
quantum subsystems and send them to the user over separate
quantum channels. It was shown in [2] that the capacity for
the quantum variation with symmetric privacy (QSPIR) is 1
when N = 2. In [3], the T-colluding QPIR is investigated
and it was shown that the rate is R = min {1,2 (%5F)}. More
recently, a new mathematical abstraction has been developed to
model the system with N entangled transmitters in a classical
quantum setting that transmits over N noise-free separate
quantum channels to one receiver where the encoding of the
classical information is done using unitary Pauli operations
and the decoding is done using their corresponding projective
value measurements (PVMs) [4]. This abstraction is coined as
N-sum box abstraction. It was shown in [4] that the quantum
variation of the X-secure, T-colluding PIR (QXTPIR) achieves
a rate equal to Rgp = min {1,2 (*=-1)}.

This paper first investigates how to merge the dynamic
eavesdropper threat with unresponsive servers in a single
framework. Afterward, a new model that is not studied in
classical or quantum symmetric PIR (SPIR) settings is inves-
tigated. In particular, we analyze the interactions between
Byzantine servers, as defined in [1], and eavesdroppers in
a QSPIR system. We consider two eavesdropper models. In
the first kind, the eavesdropper is static, where the uplinks
and downlinks listened to are identical [5], [6]. In the second
kind, the eavesdropper is dynamic, where the eavesdropped
links can be different for the uplink and downlink direc-
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tions. The latter is considered only in [7]. We find the rate
regions for both cases for the general case of the quan-
tum U-unresponsive, T-colluding, and X-secure SPIR model.
This is the first work that considers this kind of Byzantine
behavior under symmetric privacy constraints in a classical or
quantum setting. In addition, this is the first work that inves-
tigates this kind of Byzantine server with static or dynamic
eavesdroppers.

B. Related Work

Private information retrieval (PIR) is the problem that con-
siders the retrieval of a message by a user, out of K messages
stored in a replicated manner in N servers, without revealing
the required message index to any individual server [8]. The
main performance metric for PIR is the ratio between the
number of required message symbols and the total number
of symbols downloaded, coined as the PIR rate. In [9], it
was shown that the optimal rate, i.e., the capacity, of PIR
is (1 + % + # +- 4+ ﬁ)fl. In [10], another requirement
was added, coined symmetric privacy. In symmetric PIR
(SPIR), the servers want the other, non-required, messages to
be hidden from the user. It was shown that the capacity of SPIR
is 1—% [10]. Another variation was formulated in [11], coined
T-colluding PIR (TPIR), where any T out of N servers can
collude to share their queries received from the user to break
the user privacy. It was shown that the capacity of TPIR is
(1+5+5+. +5)
TSPIR was solved and the capacity is given by 1— 1% Another
version for collusion was defined in [13] for arbitrary collusion
patterns. In [1], the Byzantine version of TPIR problem
(BTPIR) was formulated, where any B out of N servers can
act as Byzantine servers and respond to the user queries with
arbitrarily errored answers. It was shown that the capacity of

- -1
BTPIRis(N—zB)K-‘(1+ﬁ+...+ — ) . In [14],

1
. In [12], the general problem of

N-2B*!
the eavesdropped version of TSPIR was defined including

active eavesdroppers. It was shown that if there are E passive
eavesdropped links and A active eavesdropped links, then the
capacity for ETSPIR is 1 — w. Subsequently, the
capacity of the ETPIR, i.e., with no symmetry requirement,
was found in [5]. Another interesting model for eavesdroppers
can be found in [6], where a wiretap channel viewpoint is used
to model the eavesdroppers.

It is important to note that there is a significant difference
between the servers being Byzantine and the eavesdroppers
being active. In the simplest sense, the Byzantine servers
can help the eavesdropper get some information about the
messages and the queries. However, an active eavesdropper
can act on the answers being transmitted by the servers to
cause errors at the user side. In addition, in the symmetric
privacy setting, there is a shared randomness among all
servers, which causes more issues when the servers themselves
are Byzantine. Another variant was studied in [15], where
any U servers can be unresponsive, and B can be Byzantine
(UBTPIR). The achievable rate is given by 1— ¥=U-T=28 and
is conjectured to remain the same in the symmetric privacy
setting. The main difference between that work and our work,
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aside from the presence of an eavesdropper, is that in [15] the
Byzantine servers send random symbols independently of the
other servers, the storage, and the queries. It is clear that our
model here is more strict since we assume possible cooperation
between the Byzantine servers. In the collaborative Byzantine
servers setting, if any Byzantine server decides to send a
message symbol randomly, the symmetric privacy requirement
is violated. The latest model of PIR is X-secure TPIR (XTPIR)
in [16]. The exact capacity of this setting is still an open
problem. The highest achievable rate to date is 1 — )%
[17]. Generally, for the case of X-secure, B-Byzantine, U-
unresponsive, T-colluding PIR (XBUTPIR), the state of the
art rate is given by [18]. More variations and results can be
found in [19], [20], [21], [22], [23], [24], [25], [26], [27], [28],
[29], [30], [31], and [32], in addition to the newly developed
approaches using algebraic geometric codes in PIR in [33] and
[34].

As for the QPIR literature, in [7] and [35] the eavesdropper
variation was studied and the rate regions were found. In [36],
the quantum unresponsive servers variation was analyzed and
the rate regions were given. Finally, the quantum Byzantine
servers version was analyzed and the rate regions were found
in [37]. More applications for the new N-sum box abstraction
can be found in [38], [39], and [40].

II. PROBLEM FORMULATION

We consider a system consisting of N servers and K mes-
sages. The messages are stored classically within the servers.
Each message W; consists of L symbols chosen uniformly and
independently at random from the field F, i.e.,

HW) =L, )
H(Wx)) = KL, (2)

where H(-) is the Shannon entropy with base g [41].

Let S, denote the storage at the nth server. Any X C [N]
servers can communicate to attempt to decode the stored
content where |X| < X. Thus, the message content must be
hidden from any X communicating servers, i.e.,

IWik;;Sx) =0. 3)

A user chooses 6 uniformly at random from [K] to retrieve
the fth message. The user sends the query Q! over a classical
channel to the nth server. Any 7 C [N] servers can collude to
attempt to decode the required message index 6, where |T| <
T. Thus, the queries must be secure against any 7 colluding
Servers, i.e.,

1(Q7:6) = 0. “4)

The servers share a quantum system A® = AP AU
represented by the quantum state p prior to the initiation of the
scheme. The honest but curious servers encode their answers
over their own part of the state p, = triqv)\»p and reply back
over their separate quantum channels to the user using their
individual stored symbols S, their received queries Qﬁf], and
the shared common randomness among all the servers Z’, i.e.,
the honest servers generate the classical answers such that

H(Au|S 1, On. Z') = 0, ®)
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and encode them over their separate quantum systems, i.e.,
Ay = Enc,(An, AP, (6)

where Enc,(-,-) is the quantum encoder at the nth server.

In addition, the Byzantine servers generate classical answers
as an arbitrary function of their received queries, storage,
shared common randomness, and an arbitrary random variable
A, 1.€.,

H(AWIS n, On, Z', An) = 0, (N

and
A, = Enc/(A,, A, (8)

where Enc) (-, .-) is any arbitrary quantum encoder.

Remark 1: As mentioned earlier, here we consider Byzan-
tine servers that send answers not just based on an independent
random variable but can be any arbitrary function of the
storage, queries, masking random variables, and an arbitrary
random variable.

Upon receiving all the answers, the user must be able to
decode the required message Wy after applying the quantum
measurement operations on the received quantum answers, i.e.,

HWylY, On) =0, )

where Y is the result of the measurements on the received
quantum answers.

In addition, to achieve symmetric privacy, the user cannot
get any information about messages other than the desired
message Wy, i.e.,

S Wikneys Aivs Qi) = 0.

Note that (10) includes both honest and Byzantine servers.
Furthermore, there are E eavesdropped uplinks and E eaves-
dropped downlinks where the passive eavesdropper can listen
to any set of queries and answers. Both the index and the
messages should be secure against the eavesdropper, i.e.,

S(W[K]’ H; Qf:l s ‘Agz) = 0’

where &1,&, C [N], and |&;], €| < E.

Prior to the presentation of our main results in the next
section, we make the following important remarks.

Remark 2: As stated earlier, in the PIR and QPIR litera-
ture, two different kinds of eavesdropper models have been
considered. In the first kind, the eavesdropper is static, which
means that the uplinks and downlinks listened to are identical,
ie., & = & in (11). In the second kind, the eavesdropper
is dynamic, which means that the eavesdropped links can
be different for the uplink and the downlink. The latter is
considered only in [7] so far in the literature. However,
as analyzed in [7], the static or dynamic eavesdroppers are
essentially the same when acting alone with no other harmful
entity.

Remark 3: If there are no eavesdroppers in the system, the
Byzantine servers have fewer options for actions to harm the
system, since the scheme needs only to protect for the user
and the databases, i.e., symmetric, privacy. However, when
there is a dynamic eavesdropper in the system, the Byzantine
servers can also relay part of the queries they have received.

(10)

(1)
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As a simple example, consider the case that the eavesdropper
listens to the servers & in the uplink and the servers &, in the
downlink, where B C &, and £ N & = 0, with |£],|&| < E.
In this case, if the queries are protected against E links only
and if the Byzantine servers decide to re-transmit part of the
queries, then the scheme will be compromised.

III. MAIN RESULTS

Theorem 1: For a QSPIR system with N databases, where X
of them can communicate to decode messages, |£;| < E of the
uplinks and |&;| < E of the downlinks are tapped by a passive
eavesdropper, U of the databases are unresponsive, and T
of them are colluding to identify user-required message index,
the following rate is achievable with symmetric privacy,

N-U>X+M>5%,

E <2X +2M - N;
N-U-$>X+M=Y,
E>2X+2M - N;

X+M<¥,
== U+E<X+M,
N>2U +E;
X+M<¥,
U+E>X+M,
N>X+M+U,

(12)

N-X-U-M

where M = max{E, T}, and 6 = N+ E -2X -2M.

Theorem 2: For a QSPIR system with N databases, where
X of them can communicate to decode messages, B are
Byzantine, E links are tapped by passive eavesdroppers that
can listen to both uplink and downlink communications (static
eavesdropper), U of the databases are unresponsive, and 7" of
them are colluding to identify user-required message index,
the following rate is achievable with symmetric privacy,

N-U>H+M+Bz21%,
E <2H +2M + 2B - N;
N-U-$>H+M+B>%,
E>2H+2M +2B-N;
H+M+B<¥%,
2B+U+E<H+M+B,
N>6B+2U+E;
H+M+B<¥,
2B+U+E>H+M+B,
N>H+3B+U+M,

2(%1\,—33—11),

5 <N—H—M—33—U—% )
N b

N-H-3B-U-M
N b

13)

where M = max{E, T}, H=max{X,B},and 6 = N+ E—-2H —
2M — 2B.

Theorem 3: For a QSPIR system with N databases, where
X of them can communicate to decode messages, B are
Byzantine, |£;| < E of the uplinks and |&| < E of the
downlinks are tapped by a passive eavesdropper, U of the
databases are unresponsive, and 7 of them are colluding to
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identify user-required message index, the following rate is
achievable with symmetric privacy,

N-U>H+M+B>4,
E<2H+2M+2B-N;
N-U-$>H+M+B>Y%,
E>2H+2M+2B-N;
H+M+B<%,
2B+U+E<H+M+B,
N >6B+2U +E;
H+M+B<¥,
2B+U+E>H+M+B,
N>H+3B+U+2M,
(14)

2 (N—H—A]/{I—SB—U) ,

2 (N—H—M—SB—U—% )
N ’

N-6B-2U-E
N 9

N-H-3B-U-M
N b

where M = max{E + B,T}, H=max{X,B},and 6 =N + E —
2H - 2M - 2B.

Remark 4: 1t is clear that there is a significant additional
threat imposed on the system when we have both dynamic
eavesdroppers and Byzantine servers in the system, while pro-
viding symmetric privacy. Further, allowing the eavesdropper
to jump from any E links in the upload phase to another E
links in the retrieval phase makes the setting more complex.
This can be observed by comparing the rates in Theorem 1
and Theorem 3.

Remark 5: Note the difference in the effect of a dynamic
eavesdropper in Theorem 3 compared to a static eavesdropper
in Theorem 2 in terms of the achievable rate. The main
difference lies in the fact that relaying the queries again by
the Byzantine servers is not useful in the case of the static
eavesdropper since they were able to fetch them during the
uplink communication from the user to the servers.

Remark 6: In the achievable schemes sections, we present
the achievable schemes for Theorem 1 and Theorem 3. The
only modification required for the achievable scheme in Theo-
rem 2 compared to that in Theorem 3 is to hide queries within
a smaller vector subspace.

Remark 7: In Section VIII, we prove the properties of the
main threat model given in Theorem 3, since other variations
can be derived from it as they have fewer restrictions, i.e.,
B = 0 for proving properties of Theorem 1, and & = &, for
Theorem 2.

Remark 8: In Theorem 2, the security parameter changes
from X to H = max{X, B}. Intuitively, the main reason behind
this is to make sure that, if all B Byzantine servers send the
mth symbol for the xth message W, ,, to the user, the user will
not be able to decode it.

Remark 9: In Theorem 3, the colluding parameter M =
max{E, T} is modified to M = max{E + B, T}. Logically, this
is done to avoid the issue of Byzantine servers relaying the
queries back and the potential of eavesdropping on those B
links by the dynamic eavesdropper.

Remark 10: In both Theorem 2 and Theorem 3, a 3B factor
appears instead of the usual 2B factor due to B Byzantine
servers. The main reason for this is to hide the masking
used for symmetric privacy from the collection of Byzantine
servers. That is, if the masking variables are known, the
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Byzantine servers can help the user to decode the interference
terms and leak information about the other messages.

IV. PRELIMINARIES

The following notation is adopted in this paper to ease
reading: For matrices, math typewriter font is used, e.g., A.
For column vectors, bold math font is used, e.g., a.

A. Quantum Information Theory

We provide some important definitions for completeness.
These can be found in introductory quantum information
processing books, e.g., [42], [43].

Definition 1 (Quantum Density Matrices): For a quantum
system A, that can be in the state |y/;) with probability p;, the
quantum density matrix p,4 is defined as,

pa =il (15)
J
with p; >0 and 3, p; = 1.

Definition 2 (Von Neumann Entropy): For the density matrix

p, the Von Neumann entropy is defined as,

S(p) = —tr(plogp) = H(A),

where 1r(-) is the trace operator, A are the eigenvalues of p,
and H(:) is the Shannon entropy. For a quantum system A with
density matrix p4, we define S(A) = S(pa).

Definition 3 (Quantum Conditional Entropy): The condi-
tional entropy of a quantum system A with respect to a system
B is defined as,

(16)

S(A|B) = S(A, B) - S(B). a7

Definition 4 (Quantum Mutual Information): The quantum
mutual information between two quantum systems A and B is
defined as,

SA;B)=SA)+SB)-SA,B)
=S(A) - S(A|B).

(18)
19)

Definition 5 (Quantum Operation): A quantum operation
& is a linear, completely-positive, and trace-preserving map
from the set of all density matrices to itself.

Definition 6 (Kraus Representation): Any quantum oper-
ation £ acting on a quantum state p can be written in the
form,

E(p) =) MipM], (20)

where Y, M'M; = 1.

B. N-Sum Box Abstraction

The encoding and decoding structure using the N-sum box
abstraction introduced recently in [4] is defined as follows. In
the encoding stage, the databases use generalized Pauli oper-
ators X(a) = Y. 1j+a)(jl. and Z(a) = Y000 0™ @ ) (.
where ¢ = p" with p being a prime number, a € F, and
w = exp(2ri/ p).
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In the decoding stage, the user applies projection-valued
measurement (PVM) defined on the quotient space of the
stabilizer group £()V) defined by,

LWV) ={c, W) :v eV}, 2n
where V is a self-orthogonal subspace in F2V,
W) = XO0DZn+1) ® ... ® X(vn)Z(van), (22)

and ¢, € C is chosen such that £()) is an Abelian subgroup
of H Wf]v with ¢,I,v being an element of the stabilizer group
only with ¢, = 1, where H WZIV is the Heisenberg-Weyl group
defined as follows,

HW) = {cii(s) : s e 2, c € C\ {O}}. (23)

Theorem 4 (Thm. 1 in [4]): Let G be a 2N x N SSO matrix,

ie., G*JG = 0, where J = L(z I(;V ,and Hbe a 2N x N
-Iy

matrix with full column rank. If [G H] is a full-rank matrix,
then G’ = [Oy Iy][G H]™' is a feasible N-sum box transfer
matrix.

Definition 7 (Dual QCSA Matrices [44]): The matrices
HY and Hy, are defined as HY = QCSAy . n(f1)> @[> #[n)) and
Hy, = QCSAy«n(fiz)> @n> vivy)- Then, Hy, and Hy are dual
QCSA matrices if,

1) uy,...,uy are non-zero,

2) uy,...,uy are distinct,

3) for each v;, je€[N],

-1

N
1
vi= o H(Clj -a)| (24)
J i=
where
QCSAN . v (f1L) @1, Bivy)
= diag(Bn)CSAN LN (f1)> @v))- (25)

Theorem 5 (Thm. I in [44]): For any dual QCSA matrices
Hy and Hy, there exists a feasible N-sum box transfer matrix
G(u,v) of size N x 2N given by,

IOy 0 0 0 0 1
|0 0 .0 0 o | o]
CUM=10 0 0 1,00 0 [0 HIVJ > 29

00 00 0 1,

where v = [N/2] and u = [N /2].

V. ACHIEVABLE SCHEME FOR QXEUTSPIR

In this section and the following section, we follow the same
encoding and decoding procedure for the N-sum box. In the
naming of the subsections, we include the main restrictions
for each regime, and trim the ones that basically state the
requirement of having sufficiently many servers for the scheme
to work.

IEEE TRANSACTIONS ON INFORMATION THEORY, VOL. 72, NO. 6, JUNE 2026

A. Regime 1: X +M > 5 and E <2X +2M - N

Let L=N—-X—-M - U and the storage at the nth database,
S.(0), i € 2], is

W)+ Y5, (i — )Ry (D)

W)+ (= @) Ro;(i)

Sn() = , 27)

W..() + Y7 (fe = @) Ry (i)

where W_;(i) = [W, (D), ..., Wk ()] is a vector representing
the jth dit of all K messages, with W, ; being the jth bit of
message k for the ith instance, Ry;(i) are uniform independent
random vectors with the same dimensions as W_;(@), j€[1:
L], ay, fj € F, are distinct where £ = 1,...,Nand j=1,...,L,
and ¢ denotes the transpose operator.

To retrieve the Oth message, the user sends the following
queries to the nth server

fl—lan (89 + Zyzl(fl - a'n)jle)

P = ; (28)

fL—l(l/n (“’9 + Z?il(fL - CYn)jZLj)

where ey is a vector of length K with 1 in the 6th index
and zero otherwise, and Z;; are uniform independent random
vectors of length K each, chosen by the user.

Let U = {ny,...,ny} denote the set of unresponsive servers.
The answer from the nth server, where n € [N] \ U is given
by

X+M-1
A = S,GYQ + D el Zi(, (29)
j=0
where Z(i) are generated uniformly at random and shared
among servers. Note that the answers from the N — U servers,

i1,...,in-y, for one instance only of the classical scheme, can
be written compactly as
[6]
Aj
= CSAy_y,LN-UX, (30)
Al9]
iN-u
where
w
x= o (31)
Tix i
and
CSAN-y.LN-U =
1 1 .. N-U-L-1
fl_lafl Jo—aiy i CY;\][ U-L-1
_ . _ 1 a; aly-V—Lt—
Si—aiy Sr—aiy 2 i
. , (32)
L NeU-L
fi=—aiy_y fi—aiy_y Lay iy y

where Ijxian is the interference vector which is discarded
after decoding. In the classical case, the user does not receive
any symbols from the unresponsive servers which can be
identified easily in the classical regime. However, in the
quantum setting the user has to apply initial measurements to
know the unresponsive servers. Thus, in the quantum setting,
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unresponsiveness can be thought of as an erasure error instead
of non-received qudits as shown in [36]. The main reason
for this is that the user can apply initial measurements to
know which servers responded without affecting the remaining
quantum state [45]. Based on the initial measurements, and the
unresponsive servers, the actual measurements for decoding
the message symbols can then be applied. As presented in [44],
in the quantum setting two instances of the classical scheme
can be transmitted in one instance using the quantum scheme
when the servers encode the symbols on the entangled shared
state whenever possible. Thus, the answers of the responsive
servers can be written for every n € [N]\ U as
X(unAn(1))Z(nAn(2))on X An(NZvaA ), (33)

where p, is the density matrix for the quantum system .A,,.

As for the unresponsive servers in the quantum setting, the
answers for n € U can be written as

X(un A (D)Z(v AL (2) K (g A (1)) Z(v1 A (2)) P
X (X(MnA;,(1))Z(VnA;,(2)))((%14:1(1))2(‘/:11‘\;1(2)))T

7 7 T
X (X(un(An(D) + AL (DNZa(An(2) + AL(2)) . (34)
where A, is the subsystem available at the nth database, A,
is generated uniformly at random, and A, (i) is as in (29).
Now, for one instance of the quantum scheme, the collective
answers can be written as follows

I, (1)
1,(2)
Wy(1)
Wo(2)
L) |°
(2
Ay(D)
[ Ay(2) ]

Al — [An 0T 0Ap O Q01| 35)

0 Ay 01"2 0 AzzOQ

where  Aj; = GRSZ@};T;}‘ (:,1 : [%]), Ao =
GRSy (5 T51+1: X+ M), Ay = GRSV (. 1:15)),
My = GRSIYN (IY]+1:X+M), T, = ceyyefm,
Iy = GCZ[TVL]’V[N]J”‘J, and Q = [e,,,€p,,...,e,,], where e, is the
unit vector of length N and O in all locations except the n;th

index, and U = {n,,...,ny}.
In addition,
u umay ... ulai”M !
X+M-1
o Uy Uy ... +
asyyi=| . L | 66
Uy UNay ... uNozﬁJrM*l
and
u) Uy Uy
fi—ar fh-ar T fi-a
Uy u Uy
o unyfiy | fimer e T fiman
GCyy =", (37
uy uy Uun
fi—ay fomey 77 fi-an
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Since there are E < 2X + 2M — N eavesdropped links, the
servers can use a channel transmission matrix as follows

Iy0 0
G'u,v)=[0y In]| O 7 O |M7, (38)
0 0 Iy

;!

where Vi = Vorox+om-n(bpr+ox+2m-np), and in general we
denote

1b, ... b[]V—l
Vn(bny) = | - s (39)
1 by ... Y
and Aip OT; 0Ap O QO
ST 1 12
M‘[o A210F20A220§2i|' (“40)

Remark 11: The proof for the feasibility of the chosen
transmission matrix G’'(u,v) for this regime and the remaining
regimes is given in Section VIIIL.

Now, the received symbols by the user after the final
measurements can be written as

[ 1(1) ]
1,(2)
Wy(1)
. v 90 1w
y= [ON IN] 0 Vi 0 I (1) (41)
0 0 Iy I§(2)
Ay(1)
| AY(2)
Wy(1)
7, Wy(2)
_ L(1)
= Lo | | (42)
Ay(1)
Ay(2)

Since the first submatrix in (42) is invertible, the user can
decode the message symbols.

B. RegimeZ:X—&-MZ%andE>2X+2M—N

In this case, we develop a scheme that can use the inter-
ference symbols along with the noise variables introduced in
the storage to prevent the eavesdropper from decoding the
messages. As the number of eavesdropped links is greater than
the number of interference symbols received by the user, we
need to introduce new noise variables to compensate for the
difference. Let 6§ = E—Q2X+2M—-N), Ly =N-X-M-U -6,
and L, = L; + 6. Define r j,...,r s to be uniform random
vectors in [F,. Then, the storage is given by

ra+ Y (i - )R

ro+ Y5 (fs — @) Rej(1)
W+ 2 Uforr = an) Rogr (1) |
Woo+ 3 imi(foro — an) Rspo j(1)

Sn(l) = (43)

(Wi, + 20 (fr — @Y Ry, 15,(1)
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and

W+ X0 (i — )R (2)

Sn(z) _ W.,L1+2 + Zj=1.(.f2 — an)]‘sz(z)

(44)
W.riit, + 2 (fro — @) Ry, 1(2)

Using the same procedure as in the previous section, the user
sends the following query to the nth server

i (e TG - 0z)

0, = (45)

szl‘dn (eg + Zﬁil(sz B a")jZLZj)
The transmission matrix is now slightly modified as follows

Iy0 O
07, 0
0 0 Ly

M

G'(u,v) =[Oy Iy] M, (46)

where \72 = V2L2+2X+2M_N(b[2L2+2X+2M_N|), and M is the same
as (40).

The received symbols at the user side can be derived as
follows

1 (1) ]
1,(2)
i
In0 O Wo(1)
y=[OnIn]| O ¥, O Wo(2) 47)
0 0 Iy || L)
I>(2)
Ay (1)
[ AL(2) ]
_ r{g} _
| We(D)
Vo | Wy(2)
= L(1) (48)
I>(2)
Ay (1)
Ay(2)

Thus, since the first instance has L; useful symbols of
the required message symbols and the second instance has
L, useful symbols, the rate is given by Ry = #

N-X-M-U-$
2 (M )

C. Regime 3:U—|—E<X—|—M<§

In this regime, the user chooses Ty > T and T, > T such that
T\+Tr,+2X=NandT) <T, <T;+1. Let L, =[§1-U-E

IEEE TRANSACTIONS ON INFORMATION THEORY, VOL. 72, NO. 6, JUNE 2026

and L, = L%J — U. Thus, the storage is given by

P+ X (i - an)Ri(D)
re+ Y (fe - @) Rej(1)
Su() = | Wi+ X0 (fer1 — @) Ren (D) | (49)
W+ i (fer2 = @) Rpqa j(1)
W + 3 (fro — @V Ry, (1)
and
[ Wi+ X0 - @)/Ri2)
W.rii2+ 2 (o — an)Raj(2)
$,(2) = e ! (50)
| Woriin, + X (i, — @) Ry, j(2)
The queries are given by
e (ot S1L 0 - iz i)
0\(1) = : . (5D
| (e + U - an)iZu(D)
and
= (90 + R - dn)jzlj(2)>
o) = ; (52)
| (oo + T Ui — an)iZ,2) |
Each answer instance from the nth server is given by
X+T;
AG) = S,V QD) + > el Zi), iel2l.  (53)
j=1

The transmission matrix for this regime is the same as the
previous section with 6 = E, and 2X +2M =N, i.e.,

In0 O
0V; 0

0 0 Iy
—————
M;!

¢'(u,v) = [Oy Iy] M, (54)

where V3 =V, 11,4 £(bi1, +1,+£)). Thus, the received symbols
at the user side can be derived as follows

RAGH
1,(2)
IyO0 0 i
y=[0nvIn]| 0 T35 O || Wy(1) (55)
0 0 Iy | | We(2)
Ay(1)
| AL(2) ]
T ()
V3 | We(1)
= We(2) (56)
Ay(1)
Ay(2)
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Then, by applying the same calculation steps, the rate is Ry =
Litl, _ W

Alleemark 12: If T; = T,, then it is sufficient to send one
query instance only to the servers.

Remark 13: Note that Ty > E and T, > E, since the
following inequalities hold

X+M<§@X+MSL%J (57)
ex+7< 1Y) (58)
2
& 2X +2E < 2L§J (59)
S2E<T 4T, (60)
S2E<2T) + 1 61)
S E<T (62)
S E<T,, (63)

where for (58), we used X + E < I_%’J and (60) is due to the
fact 2X—|— T] —|—T2 =N.

D. Regime4:X+M<%andU+E>X+M

In this setting, the usage of the classical scheme is prefer-
able compared to the quantum scheme since there are not
enough dimensions for transmitting message symbols using
the quantum scheme or the rate of the classical scheme is
better than the quantum scheme. For the sake of completeness,
we present the classical scheme here. The sub-packetization
length is L = N - X — M — U and the storage is as in (27) and
queries by the user are as in (28). In addition, the answers are
computed as

X+M
AN =800+ N o'zl ne[NI\U.  (64)
i=1
Thus, the answers can be written collectively as
_ W, -
(6] :
Aj W
0.L
= CSAN- - ’ R 65
: N-U,LN-U L +27 (65)
(6]
iN-U .
| Ixym + Z;H—M_
where
CSAN-u.LN-U
1 1 , X+M-1
= = I « e
L L1 o af M-l
1 ' Lo X+M-1
Frany " Ty L @i @

VI. ACHIEVABLE SCHEME FOR QXBEUTSPIR

In this section, we only analyze the actions of the Byzantine
servers on the N-sum box as a black box, i.e., they use
the same quantum operations the honest servers use but
can manipulate the transmitted dits. To extend this to all
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arbitrary quantum operations, we use the fact that any quantum
operation can be written as a linear combination of the Pauli
operators. Thus, the achievable rates in this scheme will not
change even if the Byzantine servers apply any quantum
operations on their transmitted dits. The concrete analysis for
this observation can be found in [46].

A. Regime 1: H+M + B> % and E <2H +2M +2B—- N

Let L=N—-H—-M-3B—-U and the storage at the nth
database, S,,(i), i € [2],

WG+ 3L (i — @) Ry j(0)

W) + 305 (o = @n) Raj(i)

Sa(i) = (67)

W..G) + Y0 (fL = e Ry (i)

In addition, the noise used to provide symmetric privacy and
protection against collaboration between the eavesdropper and
the Byzantine servers is distributed to all servers as follows

Z,() = Z{ (i) + @ Zb (i) + ... + a1z ()

+ aMTHRI (i) + ... 4+ oMTHFBIR (), (68)

where {Z] ,R_’]-} are uniform independent random variables. The
queries are given by

= (ef? + 0 - an)le,)

W= . (69)

T (6’9 + YN (- CYn)jZLj)

where ey is a vector of length K with 1 in the 6th index
and zero otherwise, and Z;; are uniform independent random
vectors of length K each, chosen by the user.

Let B = {n;,,...,n;,} denote the indices of the Byzantine
servers, and as in the previous section U denotes the indices
of the unresponsive servers. Thus, the answer from the nth
server, n € [N]\ (BUU), is given by

Ay = S,6)' QY + Z,(i), (70)
and for n € B is given by
ALY = 0,3) = S,()' QY + Z,(i) + AG). (71)

The answers from the N — U servers, ij,...,iy_y, for one
instance, can be written collectively as shown in [37], i.e.,

Al Wy
1
1 +Z
: = CSAy_yy-y | FEMITSHEM L LA (72)
161 [B]
iN-U 02B
= CSAy_y LN-UX, (73)
where
W
Ry "
025

and Ap is a vector of length N — U with only B non-zero
elements.
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Based on the analysis in the previous section about the
unresponsive servers, the two answer instances can be written
as follows

i 21(1) ]
1,(2)
Wy(1)
Wo(2)
AN, 0T, 0K, 0 QO L)
01 = |11 1 12 I,
A= [ 0 8 0T, 0 A% 0 Q} Lo | T
W Ap(1)
Ap(2)
Ay (D)
[ AY(2) ]
where il :mm U N GRS%{’NEI’T}V) (:’1 : r%-l)’
A, = GRSNﬁH’JrM ( [31+1:H+M+ 33)’
b = GRS (L1 (N)). A, :
GRSy (LY +1:H+M+3B), T} = GCZ{ij],u[N],f[L]’
;= GC;[’NLLVIN]JILJ, Q=ley,en,,...,€,,], and
Wo(i .
ilg((il)) . Wel®)
L(i) Iy mem @) | + CSAI_VI—U,L,N-UAB(i), (76)
~o 0
Ap(i) 2B
where
i ST +Z
I mim (D) = |: [H+M]R, [H+M]} a7
[B]

Since there are E < 2H +2M + 2B — N eavesdropped links,
the servers can use a channel transmission matrix as follows

IO 0
G@v)=[0yIn]| 0 T3 O |M7', (78)
0 0 Isptovu

’
-1
Ml

where Vs = Voromomt28-n(Bar12m42m+28-n1), and M is as
shown in (75). Now, the received symbols can be written as

(L)
1,(2)
Wo(1)
Wy(2)

Iy0o 0 5x)
y=[OnIn]| O Vs O L) (79)
0 0 Ispiov &2(1)

Ap(2)
Ay (1)
| Ap(2)
Wo(1)]]
= | Wa(2)
A
_ 5L(2)
-1 na | (80)
Ap(2)
Ay (1)
L A2
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In Section VII, we show the decoding scheme that is applied
on (80) to decode the message symbols. Note that since
Vaor+om+om+28-N(Dpprr2012M428-n)) 1s invertible, we have

_[i oo

1 | 0 Ispiov Y
[Wo(1)]
Wo(2)
(1)
_ | (@2
&) | (82
Ap(2)
Ay (1)
| AL(2) |

(81)

B. Regime 2: H+ M + B> % and E >2H +2M +2B- N

In this case, we develop a scheme that can use the inter-
ference symbols along with the noise variables introduced in
the storage to prevent the eavesdropper from decoding the
messages. As the number of eavesdropped links is greater
than the number of received interference symbols, we need to
introduce new noise variables to compensate for the difference
as mentioned previously. Let 6 = E — (2H +2M + 2B — N),
Ly =N-H-M-3B-U-6,and L, = L;+6. Definer., ..
as uniform random vectors. Then, the storage is given by

ra+ Y - e R

P

o+ Y (fs — @Y Ri(1)

Sa1) = | Wy + XL foer =) Rosr (D) | (83)
W+ 3 imi(fora — an) Rspo j(1)
(Wi, + 3L (i — @V Ry, 46 (1) ]
and
W.r1+ XL (i — @V R(2)
; .
S,(2) = Wi+ Zj:l.(fZ — ;) Ry;(2) 84)

Wi, + Y (fr, — @n) Ry, j(2)

Using the same procedure as in the previous section, the rate
= Lith _ o (N—H—M—SB—U—%

is given by Rg = = N

C. Regime 3:2B+U+E<H+ M+ B< %

In this regime, the user chooses T} > T and T, > T such
that 7y + T, +2H +2B =N and T) < T, < T; + 1. Let
L =[$1-3B-U-E and L, = |§| - 3B - U. Thus, the
storage is given by

ra+ Y (- e R

e+ Y (fe — an)Rej(1)
Wt + 2Lt = @) R, (D) |
Woo+ 3o (feg2 — an) Rpgo j(1)

Sa(1) = (85)

[ Wi, + Y (fi — @l Ry g (1)
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and

W+ 20 (i — @R (2)

W2+ 250 (o — @) Ry(2)

Sa(2) = (86)

W.rin, + X (fr, = )Ry, j(2)

In addition, we have the same interference symbols to provide
symmetric privacy as follows

Zy(1) = Z{() + e Zy(D) + ...+ o Tz (D)

+ @l AR (1) + .. 4 o TATEIRL (D, (87)
Zu2) = Z{() + nZy() + ...+ a7 Z 1 (2)
+alTARI(2) + ...+ o TATEIRL(2),  (88)
The queries are given by
[ (e XL - aizym) ]
0)'(1) = : . (89)
| (e + X1 — e Z1(D)
and
[ (e + X - eniZ1) |
0,2 = : (90)
_ﬁ (ea + Zﬁﬂsz - a’n)jZsz(z))_
Each answer instance from the nth server is given by
AG) = S, Q@) + Z,(i), i€ [2]. O1)

Upon applying the same steps as the previous two sections,
the rate becomes Ry = L‘;Lz =¥ _63;12’]_5 .

D. Regime 4: H+ M+B <% and 2B+ U+E>H+M+B

In this setting, the usage of the classical scheme is preferable
since there are not enough dimensions for transmitting mes-
sage symbols using the classical scheme or the rate provided
by the classical scheme is higher than the quantum scheme.
For the sake of completeness, we present the classical scheme
here. The sub-packetization lengthis L=N-H-M-U -3B
and the storage can be written as in (27) and queries by the
user as in (28). In addition, the answers are computed as

AV =5l L 7. (1), ne[N]\BUU. (92)
Thus, the answers can be written collectively as
AW
: = CSAn-y,LN-UX, (93)
AW
IN-U
where
W
I Z _
x [H+M]R+EB] M) | oSARL Ly pAs (94
025

Remark 14: Note that in this section we assumed that the
Byzantine servers use Pauli X(-), and Z(-) operations when
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transmitting the answers. This can be extended in the same
exact way that is used in [46]. To explain intuitively, Kraus
operators of any quantum operation that output Hilbert space
is the same as the input Hilbert space can be decomposed
into a linear combination of Weyl operators W(v), and any
quantum code that corrects errors with Kraus operators {E;};
can also correct errors with {F;} where F; = ) j m;;E;. For
each term individually, the scheme has the same rate thus by
using superposition the rate is the same as considering the
Weyl operators only being applied by the Byzantine servers.

VII. DECODING THE BYZANTINE ERRORS

In the previous sections, the schemes are analyzed such
that the user retrieves the N — U symbols after applying the
measurements. However, as discussed earlier, those symbols
are contaminated with Byzantine errors. In this section, the
decoding technique after measurements is developed in order
to perform error correction for the Byzantine errors. We will
use the following definitions for ease of notation:

CSANLy Ln-v = [Cijl, (95)
Ciow --- Crawm
D(a,J) = S , (96)
Cogay - Cagm)
[Criximirzq) - Craximirg®
¥J) = : : : (97)
| CriximiBa - - CLox+miBI®
[ CLix+m4+B41.70) - - CLAX+MAB+1.T(B)
WJ) = : : . (98)
Cn-v.g0) Cn-v.75
Ap = [Al,...,AB]Z. (99)

Using these definitions, the following lemmas will be useful
in the decoding procedure.

Lemma 1: ¥(J) is invertible for all 7 < [N], such that
|J| = B.

Proof: We prove this lemma by contradiction. Assume for
any such J that ¥(J) is not invertible. Thus, at least one of
the columns can be written as a linear combination of the other
columns, i.e.,

CLoX+MAB+1,7m) CrLox+M+B+1.7%)

. (100)

B
=2
Cn-v.7m) Kom Cn-v.70

In addition, since [Cl,j(l), cees CN_U’j(l)]t,
[C],j(B), ey CN_U,j(B)][ are orthogonal to exactly N - U — B

rows of CSAy_y L n-u, We have

.oy

1 1 aX+M+Bf1
fi—azq Sfu—aza) T I
1 1 X+M+B-1
fi—azo) Jfi—aze) 2
1 1 X+M+B-1
fi—ezw-v-p " fi—ez-u-B) I(N-U-B)
Cram Crym
X . =0, (101)

Cnv-v.g1) --- Cn-U,7B)
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where ZUJ =[N],and ZN J =

(. In addition, we have

1 1 QX FM+B-1
fi—azq fi—azay I
1 1 X+M+B-1
fi—aze) fi—azw) 2
| ) | X+M+B-1
\—azwv-v-p " fr—azw-v-p =~ L(N-U-B)
Cram Cram
X : : :
Crax+m+87) - CL4x+M+B.I(B)
X+M+B N-U
lhaes R
N-U
3 72 702
X+M~+B N-U
Y7N-U-B) " - ¥I(N-U-B)
Cryx+M+B+1.7(1) - - CLyx+M+B+1.7B)
X : ,  (102)
Cy-v.g0) Cy-v.70)
thus,
1 1 X+M+B-1
fi—azq fr—azq) * I C
1 X+M+B-1 1,J (m)
fi—aze) fimaze T UIQ) .
) ’ ) " xamaet | LCLAX+MAB.Tm)
fi—azw-v-p" " fir—azw-v-p ~ L(N-U-B)
QX M+B aN-U
(1) ) e
X+M+B N-U L+X+M+B+1,7 (m)
72 7o)
= ) ) (103)
XAM+B N-U Cn-v.gm
YZN-U-By - YI(N-U-B)
T
oXHM+B av-U L+X+M~+B+1,7 (k)
Z(2) 2 .
=-> ) ) :
k=1 . C
k#m X+M+B N-U N-U.J (k)
T(N-U-B) * * * ¥T(N-U-B)
(104)
1 1 X+M+B-1
Si—azq fi—azay I
1 QX EM+B-1
fi—azp) fi—azoy T TIQ)
k=1 . . . L .
k#m 1 1 HX+M+B_1
1—azw-v-p " fr—azw-v-p = L(N-U-B)
Craw
X (105)
CrLiyx+M+B.I0

This means that the first L + X + M + B components of the
mth column vector is as well a linear combination of the other

columns with the same coeflicients, i.e.,

Cr.gm) Craw
: =Y q (106)
Cn-vgm] & LCv-v.gm)
This is a contradiction since the inverse matrix of

CSAy_y.Ln-u is a full-rank matrix.m
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Lemma 2: If &(J)¥ )" ¥(J)Ap = #(J>)Ag, then D(N —
U=-2B, T)¥T) " %(J>)Ag = DIN — U - 2B, J>)Ap, and D(N —
U, J)¥T) " W(J2)Ap = DN = U, o)A

Proof: First, for any J;, and J,, we have |J; U J»| < 2B.
Thus, there are at least 2B rows of CSAy_yn-u that are
orthogonal to C.,, such that m € J; U J,. Thus, as in the
previous proof, we have

1 1 X+M-1 T
fi—azq) fi—azq) ()
1 1 aX—‘erl
fi—aze) fi—aze) 7?2
1 ' R SUYE
1—azw-v-28) " fi—azw-v-ap " Z(N-U-2B)_|
Crawm Cra®)
X : : :
Crix+mgq) -+ Crax+m ) |

X+M N-U
a7 a%( 1 l)]
3 A7) a7(2)
X+M N-U
Y7(N-U-2B) - - - ¥YZ(N-U-2B)

Crax+m1.70) - Coaxtm+1.7)

x : : , (107)
Chv-v,g0) Cn-u,7B)
which can be written as
1 | X+M-1
Tzt Tmamm 1... gl
1 1 1 QXHM-1
fi—aze) fi—aze) 2
L tgdicd
1—azwv-v-p " fi—azw-v—m = T Z(N-U-2B)
% D(N — U — 2B, J;)
X+M N-U
@1y @z0)
oX aN-U
_ 0 o Y1) &(J1) (108)
: : I |

X+M N-U
YZ(N-U-2B) - ¥Z(N-U-2B)

By multiplying both sides by ¥(7,)"'¥(7>)Ap, we have

1 1 a,X+M71
fi—ezq) Ji—azq) (1)
1 1 X+M-1
fi—aze) fi—eze) 2
1 1 X+M-1
fi—ezw-v-p) """ fi—ez-u-2m) T " Yz(N-U-2B)

x D(N = U = 2B, J)¥(J) ' ¥(J2)Ap

X+M N-U
a7 71y
oM oN-U

_ 702) 702)
X+M N-U

T(N-U-2B) - * - YT(N-U-2B)
y [é(%)xv(m)lw(ﬂ)ﬁg]

WA (109)
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X+M N-U
Oz 71y
oM oN-U A
_ 72 7(2) #(J2)Ap (110)
: : ¥(J)Ap
X+M N-U
Y7(N-U-2B) - - ¥Z(N-U-2B)
1 1 QXM=
fi—azqy T fimeza) QY]
1 1 X+M-1
_ fi—aze) 777 fimez Z(2)
i . i . ax+1v}71
fi—azw-v-p" " fr-azw-vp T L(N-U-2B)
x DN — U - 2B, J>)As. (111)

This concludes the first part of the lemma. The proof of the
second part follows as

DN - U, J)Ag

[V(N - U -2B, %)
= (1) Ap (112)
W)
[D(N — U - 2B, TD¥UJ) ™ ¥(J2)Ap
= ATNUT) " UT)Ap (113)
WTD)UT) U T)AR
[D(N - U -2B, 7))
= (1) W)U T)Ag (114)
L ()
=D(N - U, TN)UJT1) " U(J)As, (115)

concluding the proof.m

Now, assume that the real Byzantine servers are [J» and
the user guess is J;. Since we have 2B symbols, we can do
the following: First, the user estimates Ag using the first B
symbols and using the last B symbols, the estimation is either
confirmed or denied. Since ¥(.7)) is invertible, the user gets the
following estimate Az = ¥(.7;)"'¥(J2)Ap. Afterwards, the user
checks if (J)¥(J) ' ¥(Jh)Ap = #(J>)Ap. If this is satisfied,
then to remove the Byzantine effect from the N — U servers,
the user multiplies Az by DN — U, J;) and,

Wo(i)
T w1 (D) + Zixp—y ()
=x(1:L+X+M-vy)

—(DIN-U,JDAp) (1 : L+ X+ M —y), (116)
where y; = [ §], and y, = [51.
VIII. PROOFS
Lemma 3: The storage at the nth server given by
Wi+ szl(fl - an)j:le
- W.,+ Zj:1Ff2 —a,) Ry; , i

W.+ Zf:](fL — )Ry

is secure against any X communicating databases.

Proof: First, note that since each symbol and each message
are encoded using different random variables, it suffices to
prove security for only one symbol. Let the £th symbol of the
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mth message stored in the nth database be denoted by Wm,g(n),
thus

Wm,{’(n) = Wm,(’ + (ff - an)rl +... .+ (ft’ - a'n)XrXr (118)

where r;, i € [X] are i.i.d. random variables generated uni-
formly at random. After sharing W, ¢(ny), ..., W, ¢(nx), each
server has

Wm,€+(ff_an1)r1 +... +(.ﬂ’_an1)er

Wy = : (119)
Wine + (fe = andri + ... + (fe - anx)XrX
B r
=1W,e + | - s (120)
Bx | |Lrx
r
where B; = [fr — ay,....(fr — a/,,,.)X]. Since each row
B, is independent, we know that I(B.r;Byr) = 0, and

I(B¢r; Be rl{ Byrlierxie,ry) = O using Shannon’s one-time pad
theorem. Thus,

IWyssWa) = > I(Wys W + Ber) - (121)
ke[X]
=Y AWy Bur) = 0, (122)

ke[X)

completing the proof.m
Lemma 4: The queries transmitted to the nth server given
by

qn,l
- 1|, a2

qn,L

fl—la,, (39 + Z[;Vil(fl - an)jzlj>

6 _
n

fL—l(l/n (e9 + Zﬁl(fL - a'n)jZLj)

are private against any 7 < M colluding servers.

Proof: First, assume that T = M which is the largest
possible value for 7. Now, since each ¢, ;, i € [L] is inde-
pendent of all others (as the random vectors used at each
query instance are independent) it is sufficient to consider

471 =440 ->4,,:]- This can be written as
1
qn, .1 fi—an,
=] e

iy m

L (fi—an) ... (ii—a)" ][ Zn
+1: : : : (124)

L(fi=an) ... (=) | [Zin

N—— —
B z

As explained in the previous proof, the rows of B are inde-
pendent from each other and with the same line of arguments,
we reach the required conclusion.m

Remark 15: Note that Lemma 4 implies 1(6; Q‘[g]) = 0, for
€] < M.

In the next part, we prove some properties related to the
transmitted qudits and measurements. Although this can be
proven using the Von Neumann entropy and quantum mutual
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information as in [7], another direction is used here using the
classical information theoretic quantities in order to provide
readers with an alternative way to deal with quantum systems
using the N-sum box abstraction. We prove the required
properties for the scheme for Byzantine servers with dynamic
eavesdroppers, since it is the general version. Recall that for
the Byzantine scheme presented in Section VI, the transmitted
vector for the first regime is written as

21(1)_
1,(2)
Wo(1)
Iy O 0 VIVQ((IZ))
hy=]07% 0 20 (125)
001 1 (2)
4B+2U As()
Ap(2)
Ay (1)
| AL (D) ]
——
X
where V4 = Voromom-n(Bpr2m-42m+28-N1),
Wi _
;f((i’)) W)
180) Tinsmes) () | + CSANLy L v_yABG),  (126)
~ . 0
Ag(i) 28
and ! . '
Lymim @) = ”"*M](l),"" i@ | (127)
R[B](l)

Upon measurement, the user retrieves N symbols of h,
counting the erasure errors as well. In this paper, we examine
the vector k; and show that symmetric privacy and eavesdrop-
per security are maintained for whatever N—U or E < N-U
linear combination that can come out of any measurements.

Lemma 5: The noise symbols used in masking are secure
against any B Byzantine servers.

Proof: Let B = {ij,...,ig} denote the indices of the
Byzantine servers. If the B Byzantine servers are cooperating,
they will have the noise that should have been added to the
generated answers if they were honest as

Z;
Zil (1 a; ... af+M+B_1 Z’.
= : FIIQ-%-M (128)
Ziy |1 aj, ... affMJrB*l :
L Ry
1 .aﬁ*M_l Z ]
HtM-1 i
L. o Zhiym ]
H+M H-+M+B—1-
@; e R}
o 3 )
H+M H+M+B-1
a/l.E+ ...a/iB+ B | Ry
for each instance of the answers, however, as
Zi(D), . Zy (D, R(1), ... Rp(1)  are  independent  of

IEEE TRANSACTIONS ON INFORMATION THEORY, VOL. 72, NO. 6, JUNE 2026

Zi(2), .. 2y (D), R1(2), ..., RR(2), it suffices to focus on
only one instance to show the required result, as the other
instance will follow from the same arguments.
For brevity, let
a[]
ag = (130)
Ty

Moreover, let V(ag)pxn+m denote the Vandermonde matrix
of B x H+ M dimensions and ap as the interpolation points.
Thus, (129) in this notation is written as

Zg = V(@B)px+MZ [Him

+ diag(ap)" M V(@p)pxsR] 5, (131)
which means that
" . 1 1 1
P(Zp=2)= q_B—qH+MqH+M =—, (132)

where it follows from the fact that, for any value of R[’ B]> there
exists a Z{y, §atisfying the event inside the probability. This
showcases that Zz is uniformly distributed.

Now, also note that

P(Z5 =22y =2)
=P (V(@B)xH+MZ {1 yu)
+ diag(ap)" ™ V(@p)pxsR] 5 = 2. Z{yay = 2') (133)
= P (diag(ap)" ™ V(ap)sxsR{p = 2

~V(@B)sxt+mZ iy = 2) (134)
= P (Rip = (diag(an)" " V(ap)sxp) ™

x (2= V(@B)sxn+m?)  Zig i =7) (135)
=P (Rip, = (diag(ap)" ™ V(ap)sxs)"

x (2 = V@B)sxn+u2 ) PZ 1 = 2) (136)
= ql_BqH% (137)
=P(Z = )P(Z{yy 1) = 2 (138)

which shows that Z is independent from Z{y 1 - Moreover,
by construction Zi, ..., Zy ,, are independent from the queries
as well. Thus,

5 5 %) %)
1Z.....2:,,0, ... 00 Z], ... Z} ) =0,

concluding the proof.m

Lemma 6: The noise symbols used in protecting the inter-
ference symbols are secure against the user for any action
performed by the B Byzantine servers.

Proof: First, note that B < % Let £1,L, C [H + M]
with [£] = |£5] = max{0,H+ M — 5]} and H; = H, =
{max {1,|5] - H—-M~+1},...,B}. Then, we proceed as fol-
lows

1 A A
EI(ZZ, (1), Z7,(2); Ry, (1), Ry, (2), Zp(1), Z5(2))

= 1(Z,(1); Ry, (1), Zp(1))
= IRy, (1): 2} (1))
——
(@)

N A
+1 (H + M > LEJ) I(Z: (1); Zp(D)IRY, (1)) (141)

(139)

(140)
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:]l(H+M>L§J)

1 ay, ...aoftM! Z;

< 1| 2,1); : (142)
1 a, ... af;rM_l Ziyim

=0, (143)

where (a) = 0 since these terms are generated uniformly at
random and independent from each other, and (143) follows
from the fact that B < %.l

Remark 16: To make it easier to understand intuitively the
proof of Lemma 6: £, and L, are the interference terms
that are not dropped over the air, i.e., decoded by the user
upon measurement. In addition, H; and H, are the remaining
masking terms for the shared randomness between the servers.
They are all contaminated by the Byzantine noise, however,
since the user decodes the Byzantine noise as explained in
Section VII, we drop the noise effect. As a numerical example,
fN=17,X=5T=4 B =2,and E = U = 0, then
Ly =0, and £, = {9}, i.e., no interference terms are received
from the first instance while one interference term from the
second instance is decoded by the user, Iy(2). On the other
hand H; = H; = {1,2}, thus R(i), Rx(i), for i € [2] are
received.

Lemma 7: For the first regime in Theorem 3, symmetric
privacy is guaranteed.

Proof: We proceed as follows,

I(Wign6s M1 X)N+1.28-201)

= I(Wikneys (O v+128-201) (144)
= I(Wikpe: Ap(1), Ap(2))
+ IWiknos (O v+1.28-20-4511A5(1), Ap(2)) (145)
= I(Wikpay; 01(1), ..., 08(2))
(@)
+ I(Wikneys (O iv+128-20-4p1101(1), ..., 08(2))  (146)

= I(Wixpa; Wo(1), We(2), I (1), 1,(2)161 (1), ... ., 55(2))

(147)
= I(Wixpap; 1(1), 1 (2)161 (1), . . ., 65(2), Wy(1), Wy(2))
(148)
= IWikney: Z' 2, (1), Z7,(2), Ry, (1),
Ry, (Dl61(1), ..., 68(2), We(1), Wy(2)) (149)
=0, (150)

where (146) follows from the data processing inequality and
the fact that the eavesdropper can also apply the same algo-
rithm applied by the user to know the location of the Byzantine
servers and their transmitted noise symbols, (a) = 0 since all
massages are secure against any B servers, (149) is due to
(127) and the independence of the noise variables, and (150)
is due to independence between the masking variables and the
messages and due to Lemma 6.1

Remark 17: To see why it is enough to consider
(M} X)v+1,25-207 for the answers: Considering that the servers
share the quantum state and encoding operation done by
them, the answers the user gets will be elements of an
orthonormal basis for the whole quantum system of all servers.
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This orthonormality then translates to perfect distinguishability
in the measurements, which means that the measurement
results completely describe the quantum answers the user
has received. Thus, (M{x)y+1.2n5-207, Which is the classical
measurement result, is actually a description of the quantum
answer the user has received.

Lemma 8: For the first regime in Theorem 3, the scheme is
secure against the dynamic eavesdropper.

Proof: First, recall that, in the first regime, the number of
eavesdropped links is £ < 2M + 2H + 2B — N. In addition,
for the vector x, we have at least 2H 4+ 2M + 2B independent
random variables, i.e., Z{y , y;, and R{p,. In addition, we have

I(Z:(1); Z5(1)) = 0, (151)

where || < E and H+ M > B.

Furthermore, Mjx hides all the message symbols with
2M + 2H + 2B — N independent random variables from the
interference symbols. Thus,

I(W[K]9 09 (M/lx)gl s ng)

= 16;Q¢,) +I1(6;(Mx)g,1Q¢,)
=0 (by Lemma 4)

+I(Wik); Qg 10) HI(Wky; (M1 X)g, Q¢ )
— ———

=0 (by assumption)

= 1(60:{Z], (Vy) j, Ak(1), A¢(D)}iez. je 7 kek tec|Qp,)
ITUTOKULIZIE

+ IW ik AZ], (V) j, Ac(1), Af(Q)Yiez je 7 ke tec|Qe, - 0)
IZUTOKULISIE
(153)

(152)

= 1(6; {Ax(1), Ap(2)} kek.LeL
IKULI<min{4B,E\TUT)

HIOAZ], (VY) )} iz jeg 1Qe, . Ac(1),An(2)} keK.,teL
IZ0FI<IE] [KULI<min{4B|E\TUT)

+ I(Wikp: {Ar(D), Ae(2)} 1Q¢,,0)

1Q¢,)

kel te L
|KUL|<min{4B,|E\ZUT |}

+ AWk (Z, (Vy))) ez jeg 1Qs,, 6,
[ZuTI<IE

{Ax(1), Ar(2)} kek LeL
IKCULI<min{4BE\TUT)

Sl(g’ QB'QEZ) + I(W[K]’ SB|Q£29 0) = O,

(154)
(155)

where ZC [N], JC[N+1:N-4B-2U], KC[N-4B -
2U+1:N-2B-2U],and LC[N-2B-2U +1:N-2U],
V = Vorontom-Nbpr+om+2m428-N)), and

Wi(1)
Wo(2)
L(1)
I,(2)

(156)

Here, (155) follows from the data processing inequality,
independence between the queries, messages and masking
variables, storage security against any B servers and (151).m
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Now, for the second regime, we can write the transmitted
symbols as
RAON
1,(2)
Fis)
Wio(1)
Wo(2)
L) |,
1,(2)
Rg(1)
Ap(2)
y(D)
| AL(2) ]
N— —

X

Iy O 0
0 Vs 0
0 0 Iuptov

hy = 157)

where Vs = Vi, 41, 4srom+om+28-NBppr+2m-12M+28-N))s

o) C re ]
Wy(1)
e Wy(l _
L) | =15 D oSy As(D, (158)
7.1 Iigmsm(1)
L) o
| Ap(D) |
1w ]
1,2 - _
1;22; = | Iimsmsm(2) | + CSAY y L v_uAB(2),  (159)
= 0
| Ap(2) | 8
and
A . I )+ Z7 ]
I mtp () = |: -1 () EB](i)[H+M](l):| : (160)

It is clear that the same approach can be used to prove
symmetric privacy and eavesdropper protection.

Similarly, for the third regime, the transmitted symbols can
be written as

LT
1,(2)
P
Iy 0 0 Wa(D)
hy=1 0 Vo yr,v 640,461 O Wo(2) |, (6D)
0 0 Lipiou | | Ap(1)
Ap(2)
u()
| A2 |
—_———
P
where
[ Fe ] -
¥ T'E]
Wy(1
V(1) ) Wo(l) y
L) | =15 b | T CSAN Ly Ln-vAs(D),  (162)
(1) (H+1,+8) (1)
. 023
LAs(D) | -
O W
I,(2 A _
1;22; = | Isrem(@) | + CSARLy L v-yAB(2),  (163)
< 0
A &
and
A . 1 (D) +Z] (3
Iy (0) = |: t+7:1(0) EB](I.)[HJFT']O)} . (164)
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This is also analogous to the previous case with 6 = E and
2H + 2M + 2B = N. Thus, the proofs for symmetric privacy
and eavesdropper privacy go along the same lines.

Finally, for the last regime, recall that we can write the
answers collectively from the N — U serves as follows

= CSAn_y LN-UX, (165)

where
Wo
Lo + Zig
’

Ry
025

(166)

+ CSAN 1 N-UAB.

In this regime as well, we can see that, by using the same
approach that is used in the first regime, security and privacy
requirements are satisfied.

Remark 18: Using the result from [36], we know that the
transfer matrix defined by

[On Iy]M, (167)

where M is as defined in (40) or (75), is a valid N-sum box
transfer matrix.

Lemma 9: Let Dy = [0 Iy][G H]_] be a feasible N-sum box
transfer matrix, then for an]y N x N invertible matrices V; and
Vi 0
0V,

Vo, Dy = [0 Iy]

transfer matrix.

Proof: Note that since both V; and V, are invertible, then
vy 0
0V,

need to check that GV, is also an SSO matrix since

i| [G H]_1 is a feasible N-sum box

is also invertible. Now, since G is an SSO matrix, we

D, = [0 Iy] [‘8 \?Jl [c ]! (168)
_ [0 1] ([a H] ["01 \?ZD_] (169)
= [0 1v] ([ev, HV,]) ™. (170)

Thus, ViG*JGV; = V§(G*JG)V, = 0 implying that GV, is a valid
SSO matrix. Now, since [G H] is invertible, thus [GVI HVz] =

[G H] [\8 \;)2 :| is also invertible.m
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