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ABSTRACT
We investigate the behavior of two users and one jammer
in an AWGN channel with and without fading when they
participate in a non-cooperative zero-sum game, with the
channel’s input/output mutual information as the objective function. We assume that the jammer can eavesdrop the channel and can use the information obtained
to perform correlated jamming. Under various assumptions on the channel characteristics, and the extent of
information available at the users and the jammer, we
show the existence, or otherwise nonexistence of a simultaneously optimal set of strategies for the users and the
jammer. Whenever the game has a solution, we find the
corresponding user and jammer strategies, and whenever
the game does not admit a solution, we find the max-min
user strategies and the corresponding jammer strategy.
INTRODUCTION
Correlated jamming, the situation where the jammer
has full or partial knowledge about the user signals has
been studied in the information-theoretic context under various assumptions [1–3]. In [1] the best transmitter/jammer strategies are found for a single user AWGN
channel with a jammer who has full or partial knowledge
of the transmitted signal. In [2], the problem is extended
to a single user MIMO fading channel. This model has
been further extended in [3], to consider fading in the
channel between the jammer and the receiver. In [3]
various assumptions are made on the availability of the
user channel state at the user, and the jammer channel
state at the jammer.
In this paper, we study a multi-user system under
correlated jamming. Partial results of this study have
been reported in [4]. We consider a system of two users

and one jammer who has full or partial knowledge of
the user signals through eavesdropping. In the nonfading two user channel, we show that the game has a
solution which is Gaussian signalling for the users, and
linear jamming for the jammer. Here we define linear
jamming as employing a linear combination of the available information about the user signals plus Gaussian
noise. We then consider fading in the user channels.
As opposed to [3], where the user channel states could
only be known at the users, we assume the possibility of
the jammer gaining information about the user channel
states by eavesdropping the feedback channel from the
receiver to the users and show that if the jammer is not
aware of the user channel states, it would disregard its
eavesdropping information and only transmit Gaussian
noise. If the jammer knows the user channel states but
not the user signals, the game has a solution which is
composed of the optimal user and jammer power allocation strategies over the channel states, together with
Gaussian signalling and linear jamming at each channel
state. If the jammer knows the user channel states and
the user signals, the game does not always have a Nash
equilibrium solution, in which case, we characterize the
max-min user strategies, and the corresponding jammer
best response.
The term capacity will hereafter always refer to the
channel’s information capacity, defined as the channel’s
maximum input/output mutual information [5].
SYSTEM MODEL

Figure 1 shows a communication system with two users
and one jammer. In the absence of fading, the attenuations of the user channels are known to everyone. The
AWGN channel with two users and one jammer is
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put/output mutual information I(X1 , X2 ; Y ) is a concave function of f (x1 ) for fixed f (x2 ) and f (y|x1 , x2 ), a
concave function of f (x2 ) for fixed f (x1 ) and f (y|x1 , x2 ),
USER 1
RECEIVER
and a convex function of f (y|x1 , x2 ) for fixed f (x1 )
and f (x2 ), therefore, I(X1 , X2 ; Y ) has a saddle point,
which is the Nash equilibrium solution of the game [4].
In the sequel, we show that when the users employ
Gaussian signalling, the best jamming strategy is linear jamming, and when the jammer employs linear jamUSER 2
ming, the best strategy for the users is Gaussian sigFigure 1: A communication system with two users and nalling, which proves that this set of strategies is a Nash
one jammer.
equilibrium solution for the game.
First assume that the jammer employs linear jamming
where Xi is the the ith user’s signal, hi is the attenuation
J = ρ1 X1 + ρ2 X2 + N J
(5)
of the ith user’s channel, J is the jammer’s signal, γ is
the attenuation of the jammer’s channel and N is a zero- Using (1), the output of the channel will be
2 . To
mean Gaussian random variable with variance σN
p
p
√
√
Y =( h1 + γρ1 )X1 + ( h2 + γρ2 )X2
model fading in the received powers, we consider hi as
√
fading random variables, and to further model the phase
+ γNJ + N
(6)
of the user channel
coefficients,
we
substitute
the
scalar
√
attenuations hi with complex fading random variables which describes an AWGN multiple access channel, for
which the best signalling for the users is Gaussian [5].
Hi , i = 1, 2. The power constraints are
Next, we should show that if the users perform
E[Xi2 ] ≤ Pi , i = 1, 2
(2) Gaussian signalling, then the best jamming strategy is
E[J 2 ] ≤ PJ
(3) linear jamming. The channel output is as in (1) with
the input/output mutual information
We analyze both cases when the jammer has perfect inI(Y ; X1 , X2 ) = h(X1 , X2 ) − h(X1 , X2 |Y )
(7)
formation about the user signals, and imperfect information gained through eavesdropping, where the jammer’s
eavesdropping link is also a multi-user AWGN channel The jammer can only affect h(X1 , X2 |Y )
Ye =

√

g1 X1 +

√

g2 X2 + Ne

h(X1 , X2 |Y ) = h(X1 − a1 Y, X2 − a2 Y |Y )

(4)

where gi is the attenuation of the ith user’s eavesdropping channel, i = 1, 2, and Ne is a zero-mean Gaussian
random variable with variance σe2 .
JAMMING WITH COMPLETE
INFORMATION
In this section, we consider the two user non-fading channel in (1), and assume that the jammer knows the user
signals. The jammer and the two users are involved in a
zero-sum game with the input/output mutual information as the objective function. We investigate the existence and uniqueness of a Nash equilibrium solution for
this game [6]. A Nash equilibrium is a set of strategies,
one for each player, such that no player has an incentive
for unilaterally changing its own strategy.
For (X1 , X2 , Y ) ∼ f (x1 )f (x2 )f (y|x1 , x2 ), the in-

≤ h(X1 − a1 Y, X2 − a2 Y )

1
≤ log (2πe)2 |Λ|
2

(8)
(9)
(10)

where Λ is the covariance matrix of (X1 − a1 Y, X2 −
a2 Y ). We choose a1 = E[X1 Y ]/E[Y 2 ] and a2 =
E[X2 Y ]/E[Y 2 ] and prove the optimality of linear jamming in two steps. First, we consider the set of all jamming signals which result in the same Λ value, and show
that if this set includes a linear jammer, then that linear
jammer is optimal over this set. Then, we consider the
set of all feasible jamming signals and show that for any
jamming signal in this set, there exists a linear jammer
in this set resulting in the same Λ value. The feasibility
is in the sense of the jammer’s available power.
Consider the set of all jamming signals which result
in the same Λ value in (10). Assume that there is a
linear jamming signal in this set. For this jamming sig-
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nal, X1 − a1 Y, X2 − a2 Y and Y are jointly Gaussian, where
)
(r
and X1 − a1 Y and X2 − a2 Y are uncorrelated with and
2
γPJ + σN
PJ
consequently, independent of Y. We conclude that this
(17)
,√
ρ = min
γ(h1 P1 + h2 P2 )
h1 P1 + h2 P2
jamming signal achieves both (9) and (10) with equality
and is the optimal jamming strategy over this set.
and the jammer transmits as in (5). We observe that
Now we show that any Λ achievable by any feasible the amount of power the jammer allocates for jamming
jammer, is also achievable by a feasible linear jammer. each user is proportional to that user’s effective received
For the chosen values of a1 and a2 , Λ can be expressed power which is hi Pi for user i, i = 1, 2.
as a function of E[X1 J] and E[X2 J] [4]. Consider any
jamming signal J. Define R as
JAMMING WITH EAVESDROPPING
INFORMATION
E[X1 J]
E[X2 J]
R = J − X1
− X2
(11)
P1
P2
Now suppose that the jammer gains information about
the user signals through an eavesdropping channel,
Note that R is uncorrelated with X1 and X2 . The power
√
√
of this jamming signal is
Y = g X + g X +N
(18)
e

E[J 2 ] =

J]2

E[X1
P1

+

J]2

E[X2
P2

+ E[R2 ]

1

1

2

2

e

(12) We define linear jamming as

For this jamming signal to be feasible, we should have

J = ρYe + NJ

(19)

Here, we will prove that in the eavesdropping case as
(13) well, linear jamming and Gaussian signalling is a game
solution. The proof of the optimality of Gaussian sigNow define a linear jamming signal as in (5), where
nalling, when the jammer is linear is similar to the previous section [4]. However, when it comes to showing
E[Xi J]
ρi =
, i = 1, 2
(14) the optimality of linear jamming when the users employ
Pi
Gaussian signalling, the method of the previous section
and NJ is an independent Gaussian random variable cannot be used, since from (18) and (19), the values of
with power E[R2 ]. This linear jammer has the same E[X1 J] and E[X2 J] that are achievable through linear
power as J and therefore is feasible. Moreover, it results jamming, should further satisfy
E[X1 J]2 E[X2 J]2
+
≤ PJ
P1
P2

in the same |Λ| value as J. This means that, there exE[X1 J]
E[X2 J]
(20)
= √
√
ists a feasible linear jamming signal which is as effective
g2
g1
as any other feasible jamming signal, and this concludes
the proof.
Therefore, linear jamming may not achieve all |Λ| values in (10) that are allowed under the power constraints.
The next step is to find the jamming coefficients ρ1 Here, we show the optimality of linear jamming, by setand ρ2 that minimize the mutual information in (7). ting up an equivalent channel. Define random variables
Minimizing the mutual information here is equivalent Z and Z in terms of X and X as
1
2
1
2
to minimizing the SNR [4]
√
g2
√
√
√
√
2
2
Z
=
X
+
(21)
√ X2
1
1
( h1 + γρ1 ) P1 + ( h2 + γρ2 ) P2
g1
(15)
SN R =
2 + σ2
√
γσN
N
g1 g2 P2
g1 P1
J
X1 +
X2
(22)
Z2 = −
g1 P1 + g2 P2
g1 P1 + g2 P2
The Karush-Kuhn-Tucker (KKT) necessary conditions
result in [4]
It is straightforward to verify that Z1 and Z2 are uncor(
related, and hence, independent Gaussian random vari√
√
(− √hγ1 , − √hγ2 )
if γPJ ≥ h1 P1 + h2 P2 ables. Also
(ρ1 , ρ2 ) =
√
√
(−ρ h1 , −ρ h2 ) if γPJ < h1 P1 + h2 P2
I(X1 , X2 ; Y ) = I(Z1 , Z2 ; Y )
(23)
(16)
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Therefore, the game’s objective function can be replaced
with I(Z1 , Z2 ; Y ). Now, using (1), (21) and (22),
Y = u1 Z1 + u2 Z2 +

√

γJ + N

(24)

X1

Z1
RECEIVER

where ui can be expressed in terms of hi , gi and Pi , i =
1, 2. Using (18), (21) and (22),
Ye =

√

g1 Z1 + Ne

(25)

X2

Z2

Note that Ye is independent of Z2 . Equations (24) and
(25) define a two user, one jammer system, depicted in Figure 2: An interpretation of a communication system
Figure 2, where the jammer has eavesdropping informa- with two users and one jammer with eavesdropping intion only about one of the users. Now, the equivalent formation.
input/output mutual information is
(26) This is also another estimator of Z1 from Ye , hence the
mean squared error for Ẑ1 is greater than or equal to the
The jammer can only affect the second term above,
mean squared error for Z̃1 , resulting in
I(Z1 , Z2 ; Y ) = h(Z1 , Z2 ) − h(Z1 , Z2 |Y )

h(Z1 , Z2 |Y ) = h(Z1 − a1 Y, Z2 − a2 Y |Y )
≤ h(Z1 − a1 Y, Z2 − a2 Y )
1
≤ log(1 + |Σ|)
2

(27)
(28)

E 2 [Z1 J] ≤

g1 E 2 [Z12 ]PJ
2 + g E[Z 2 ]
σN
1
1
e

(32)

(29) Meanwhile, using (25), all E 2 [Z1 J] values smaller than
the right hand side of (32) are achievable by linear jamwhere Σ is the covariance matrix of Z1 − a1 Y and ming, which means that linear jamming can achieve all
Z2 − a2 Y. Following steps similar to those in the pre- feasible |Σ| values in (29), and this concludes the proof.
vious section, when the users are Gaussian, employing
To find the optimal jamming coefficient, using (18)
linear jamming together with a good choice of a1 and and (19), we write the jamming signal as
a2 can make both inequalities hold with equality, and
√
√
(33)
J = ρ( g1 X1 + g2 X2 + Ne ) + NJ
|Σ| will only be a function of E[Z1 J] and E[Z2 J]. However, E[Z2 J] = 0 and therefore, |Σ| is only a function of
E[Z1 J]. In the sequel, we show that all E[Z1 J] values and the jammer’s optimization problem is
√
√
that are achievable by all feasible jamming strategies,
√
√
( h1 + ρ γg1 )2 P1 + ( h2 + ρ γg2 )2 P2
are also achievable by some feasible linear jamming, and
min
2 + γσ 2 + σ 2
2 }
γρ2 σN
{ρ,σN
N
NJ
e
therefore, linear jamming achieves the largest possible
J
2
2
2
upper bound in (29) and is optimal.
(34)
s.t. ρ (g1 P1 + g2 P2 + σNe ) + σNJ ≤ PJ
Using (25), the linear least squared error (LLSE) es- The KKTs for this problem can be solved using numerical optimization [4].
timate of Z1 from Ye is [7]
Z̃1 (Ye ) =

√
2
σN
e

g1 E[Z12 ]
Ye
+ g1 E[Z12 ]

(30) JAMMING IN FADING MULTI-USER AWGN
CHANNELS
In the rest of the paper, we investigate the optimum
user/jammer strategies when the channels are fading.
We use the term CSI, for the channel state information
on the links from the users to the receiver, and assume
that the link between the jammer and the receiver is
non-fading. The receiver is assumed to know the CSI,
(31) while various assumptions are made on the availability
of the CSI at the jammer.

Since Z1 and Ne are Gaussian, this estimate is also the
minimum mean squared error (MMSE) estimate of Z1 ,
therefore, any other estimate of Z1 results in a higher
mean squared error. Consider any jamming signal J.
The LLSE estimate of Z1 from J is
Ẑ1 =

E[Z1 J]
J
E[J 2 ]
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NO CSI AT THE TRANSMITTERS
When the transmitters do not have the CSI, it is reasonable to assume that the jammer does not have the CSI
either. In the sequel, we show that the jammer’s information about the transmitted signals will be irrelevant
and therefore, it will not make any difference whether it
has perfect or noisy information about the transmitted
signals. This is a multi-user generalization of the results
of [2] in a SISO system.
Assuming that the user links are fading and the jammer link is non-fading, the received signal is
Y = H 1 X1 + H 2 X2 +

√

γJ + N

(35)

Similar arguments as in the case of correlated jamming
in non-fading channels can be used to show that the
strategies corresponding to the game solution will be
Gaussian signalling and linear jamming [4]. The jamming signal is as in (5) and the jammer minimizes
"
!#
√
√
|H1 + γρ1 |2 P1 + |H2 + γρ2 |2 P2
E log 1 +
2 + σ2
γσN
N
J

cave function of f (x|h) for any fixed f (y|x, h). The mutual information sub-game for any given channel state
has a Nash equilibrium solution which is Gaussian signalling for the user and linear jamming for the jammer.
If in addition, a Nash equilibrium solution exists over
all feasible power allocation strategies of the user and
the jammer, that solution along with the signalling and
jamming strategies specified as the solution of the subgames at each channel state, will give the overall game
solution. We proceed with first assuming that while the
user has the CSI, the jammer does not have the CSI,
and then assuming that the CSI is available both at the
user and at the jammer.
If the jammer has no information about the fading
channel state, the best strategy for the jammer is to
transmit Gaussian noise and the capacity is

 
1
hP (h)
C = E log 1 + 2
(38)
2
σN + γPJ
where P (h) is the user power at fading level h which
should satisfy

E [P (h)] ≤ P
(39)
2
≤
P
.
The
random
subject to ρ21 P1 + ρ22 P2 + σN
J
J
variables H1 and H2 are circularly symmetric complex The best user power allocation is waterfilling over the
Gaussian with zero mean, therefore, the optimal jam- equivalent parallel AWGN channels [8], i.e.,
ming coefficients are ρ1 = ρ2 = 0 and the jammer disre
2 + γP +
gards its information about the user signals [4].
1 σN
J
P (h) =
−
(40)
λ
h
UNCORRELATED JAMMING WITH CSI AT
where (x)+ = x if x ≥ 0, and 0 otherwise, and λ is
THE TRANSMITTERS
a constant chosen to enforce the user power constraint.
We now consider a two user fading channel with a jam- The corresponding two user system, where the jammer
mer who does not have any information about the user is not aware of the user channel coefficients, is a straightsignals. We assume that the state of the user links are forward extension of the results in [10] where only one
known to the users. Capacity of fading channels with user transmits at a time. The jammer will again use all
CSI both at the transmitter and the receiver when there its power to add Gaussian noise.
is no jammer, has been investigated in [8] and [9], and
Next, we assume that the uncorrelated jammer has
optimum user strategies have been derived. We consider
full
CSI. At each channel state, the jammer transmits
the same problem when there is a jammer in the system.
Gaussian noise at the power level allocated to that state
First consider the single-user case
and the capacity is
√

 
(36)
Y = HX + γJ + N
hP (h)
1
(41)
C = E log 1 + 2
2
σN + γJ(h)
When the CSI is available both at the transmitter and
the receiver, the input/output mutual information is
where J(h) is the jammer power at fading level h. The
C = I(X; Y |H)
(37) user power constraint is the same as (39), and the jammer power constraint is
For (X1 , X2 , Y |H) ∼ f (x1 |h)f (x2 |h)f (y|x1 , x2 , h), C is
E [J(h)] ≤ PJ
(42)
a convex function of f (y|x, h) for any f (x|h), and a con5 of 7

The capacity is a concave function of P for fixed J and
a convex function of J for fixed P , therefore, the mutual
information game has a solution [4]. The KKTs for each
state-allocated user and jammer power result in [4]

2
2 γλ
σN
 ( λ1 − γσhN )+
if h < γ−σ
2
Nµ
2 γλ
P (h) =
(43)
σ
h
N

if
h
≥
2
λ
γ−σ µ
λ(h+γ )
µ

N

the sub-games at each channel state, always have a solution which is Gaussian signalling for the users and linear
jamming for the jammer.
Since the jammer knows the channel state and the
transmitted signal, the received signal is

√
h + ρ(h) X + NJ + N
(47)
Y =

2 (h).
where the variance of NJ is also a function of h, σN
J
Given a pair of power allocation functions P (h) and

2 γλ
σN
J(h), the capacity is
 0
if h < γ−σ
2
Nµ

 
2
2 γλ
(44)
J(h) =
2
√
σN
σN
h

if h ≥ γ−σ
2 µ
λ − γ
h
+
ρ(h)
P
(h)
)
µ(h+γ µ
N
1  

(48)
C = E log 1 +

2 + σ 2 (h)
2
σN
NJ
where λ and µ are found using the user and jammer
power constraints.
2
Following similar arguments as in the two user system where ρ(h) and σNJ (h) describe the optimal linear jamwithout a jammer in [10], the results can be extended to ming for an equivalent non-fading channel with attena two user system where the jammer is uncorrelated but uation h, and user and jammer powers P (h) and J(h).
it has access to the CSI. The power allocation strategies The power constraints of the user and the jammer are
will be functions of both channel states h1 and h2 , and as in (39) and (42). The capacity here does not have
at any given pair of h1 and h2 , only the user with a the convexity/concavity properties. In the sequel, we
show that a pair of strategies, which is simultaneously
relatively better channel state transmits [4].
optimal for the user and the jammer, does not always
exist. We first assume that the user chooses its strategy
CORRELATED JAMMING WITH CSI AT
once at the beginning of the communication, knowing
THE TRANSMITTERS
that the jammer will employ the corresponding optimal
In this section, we consider a two user fading channel jamming strategy. We then characterize the user and
with a jammer who knows the user signals. We assume jammer strategies in this scenario. If the game had a sothat the user links are fading and the state of the user lution, it would have been this pair of user and jammer
links are known to the users and the correlated jammer. strategies, however we prove the converse.
We first show that this game does not always have a
Given any user power allocation function P (h), we
Nash equilibrium solution, and then, find the max-min find the jammer’s best response, where a best response
user strategies and the corresponding jamming strategy. describes what a player does, given the other player’s
The input/output mutual information is as in (37). The move [6]. In this case, a best response is the jammer’s
user and jammer power constraints can be written as
best power allocation, given a fixed user power allocation. The jammer’s best response can also be thought of


E E[X 2 |H] ≤ P
(45) as a pair of functions ρ(h) and σ 2 (h) which minimizes
NJ


E E[J 2 |H] ≤ PJ
(46)
 

2
√
h + ρ(h) P (h) 
1  
where E[X 2 |H = h] and E[J 2 |H = h] are the user and
C = E log 1 +
(49)

2 + σ 2 (h)
2
σN
jammer powers allocated to the fading level H = h.
NJ
Any pair of user and jammer strategies, results in a pair
of user and jammer power allocations. Therefore, the and ρ(h) and σ 2 (h) are constrained such that
NJ
game’s solution can be described as a pair of user and


2
jammer power allocations, along with the user and jamE ρ2 (h)P (h) + σN
(h) ≤ PJ
(50)
J
mer signalling functions at each channel state. Using
2 = 0, the jammer’s strategy should
our results for the non-fading channels, we have that ir- Assuming that σN
respective of the existence or non-existence of optimal always be such that whenever the user transmits,
2 (h) > 0, since otherwise, the capacity would be inpower allocation functions for the user and the jammer, σN
J

and
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finite. The first order KKT conditions for the optimal
jamming strategy result in

2
ρ(h), σN
(h) =
J
√
(
1
(−
 h, 0)
 if hP (h) ≤ λ (51)
1
1
, 1 − λ2 hP
− λ√hP
if hP (h) > λ1
(h)
(h) λ

P(h)
1/µ
J(h)

1/λ

where λ is chosen to satisfy the jammer’s power constraint. The total power that the jammer allocates to
each channel state is found as

hP (h) if hP (h) ≤ λ1
(52)
J(h) =
1
if hP (h) > λ1
λ

µ/λ

h

Figure 3: Max-min user power allocation and the correwhich describes the best response of the jammer, to the sponding jammer best response power allocation.
user power allocation P (h).

We now derive the max-min user power allocation.
First note that the function inside the expectation in
(49) is zero for hP (h) ≤ 1/λ, therefore, in the optimal
user power allocation, P (h) is either zero, or such that
hP (h) > 1/λ. The capacity can now be written as

some capacity value. It also describes the best strategy
for a user which is less dynamic than the jammer in
terms of changing the transmission strategy, and can
choose its strategy only once.

i
1 h  √
C = E log λ hP (h)
2

References
(53)

The KKT condition for the user power, whenever the
user transmits, results in P (h) = µ1 , for which
J(h) =



0
1
λ

if h ≤
if h >

µ
λ
µ
λ

(54)

These user and jammer power allocations are illustrated
in Figure 3 where µ and λ are chosen to satisfy the user
and jammer power constraints.
We now show that when the jammer employs (54),
the current user strategy is not optimal. Consider two
fading levels u+ > µ/λ and u− < µ/λ close enough to
h = µ/λ such that
u− ≃ u+ ≃ µ/λ

(55)

We have J(u− ) = 0 and J(u+ ) = 1/λ. Obviously, it
is not optimal for the user to transmit at u+ while not
transmitting at u− , therefore, the pair of the user and
jammer power allocations derived (which corresponds to
the user max-min solution), is not a game solution, and
the game does not admit a solution.
Even though the max-min solution derived above is
not the game Nash equilibrium solution, it is the optimal
pair of user and jammer strategies in a system where
a conservative user would like to guarantee itself with
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