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Abstract—We investigate the problem of multi-party private
set intersection (MP-PSI). In MP-PSI, there are M parties,
each storing a data set Pi over Ni replicated and non-colluding
databases, and we want to calculate the intersection of the data
sets ∩M
i=1 Pi without leaking any information beyond the set
intersection to any of the parties. For a specific communication
protocol, we propose an information-theoretic scheme for MPPSI based on the connection between the PSI problem and
the multi-message symmetric private information retrieval (MMSPIR) problem. Our scheme is a non-trivial generalization of the
2-party PSI scheme as it needs an intricate design of the shared
common randomness. Interestingly, our scheme does not incur
any penalty due to the more stringent privacy constraints in the
MP-PSI problem compared to the 2-party PSI problem.

I. I NTRODUCTION
The two-party private set intersection (PSI) problem refers
to a classical privacy problem, which is introduced in [1]. In
its classical setting, two parties, each possessing a data set,
need to calculate common elements that lie in both data sets.
This calculation is performed in such a way that neither party
reveals anything to the counterparty except for the elements in
the intersection. Ubiquitous schemes have been investigated to
tackle the PSI problem using cryptographic techniques; see for
example [2]. Reference [3] formulates the 2-party PSI problem
from an information-theoretic perspective. Interestingly, [3]
explores an intriguing connection between the PSI problem
and the private information retrieval (PIR) problem [4]. Specifically, [3] investigates the PSI determination using the multimessage symmetric PIR (MM-SPIR) procedure. Surprisingly,
under some technical conditions, MM-SPIR proves to be the
most-efficient 2-party PSI protocol under absolute privacy
guarantees. The efficiency is measured by the total download
cost, which is the number of bits needed to be downloaded
to calculate the set intersection at one of the parties. The
optimality proof builds on the rich literature of characterizing
the fundamental limits of PIR and related problems, starting
with the seminal work of Sun-Jafar [5]. Further fundamental
limits of many variations of the PIR problem have been
investigated; see [6]–[48] for example.
The MM-SPIR framework to solve the PSI problem in [3],
however, works only for 2-party PSI. This is because the
original PIR problem (and the SPIR problem) involves two
parties, the user and the server(s). Unlike PIR, the PSI problem
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may involve more than two parties. For instance, consider a
company which sells a certain product (e.g., shoes), a company
which makes ads and posts them at various web-hosts, and
another company which is a web-host that hosts ads. All of
these parties have their individual lists of clicks that they wish
to keep private, but may want to compute the intersection, i.e.,
actual customers who bought the product from the company
after seeing an ad produced by the ad company hosted at the
particular web-host company, to determine the effectiveness of
the ad company and the web-host company. Note that pairwise
intersections leak additional information beyond the threeway intersection. Hence, the MP-PSI problem is a non-trivial
extension of the 2-party PSI as it cannot be implemented via
multiple pair-wise 2-party PSI. In the computational privacy
literature, the first MP-PSI achievable scheme was proposed
by Freedman et al. [1]. Though considerable progress has been
made in the construction of various 2-party PSI schemes, only
few works exist for MP-PSI schemes [49]–[51].
In this paper, we investigate the MP-PSI problem from
an information-theoretic perspective. In MP-PSI, there are
M independent parties. The ith party is denoted by Pi , for
i = 1, · · · , M . Each party possesses a data set Pi . The
elements of all data sets are picked from a finite set SK
with cardinality |SK | = K. The data set Pi is stored in Ni
replicated and non-colluding databases. We aim at privately
calculating the intersection P = ∩M
i=1 Pi in such a way that
no party can learn any information beyond the intersection P.
Inspired by the classical achievable scheme in [1], [52], we
focus on a specific communication strategy between the parties
in this work. In particular, we assume that the parties agree on
choosing one of them as a leader party, while the remaining
parties act as client parties. The leader party initiates the
MP-PSI determination protocol by generating and submitting
queries to the client parties in one round. At the clients’
side and before MP-PSI, the clients are allowed to generate
and share common randomness. Communication between any
two client parties is not allowed during the protocol. The
client parties respond truthfully to the leader’s queries without
leaking information about the elements outside P with the aid
of the assigned common randomness.
In this paper, we formulate the MP-PSI problem from an
information-theoretic perspective. We show that MP-PSI can
also be recast as a MM-SPIR problem extending [3]. This can
be done by mapping the data sets at each party into an inci-

dence vector to facilitate the MM-SPIR of the elements that
belong to the leader’s data set. We propose a novel achievable
scheme for MP-PSI. The structure of the queries is the same as
the SPIR queries in [10]. Despite the similarity of the queries,
the answering strings in MP-PSI are fundamentally different.
This is due to the fact that the leader party cannot perform
M − 1 pair-wise PSI operation to calculate P = ∩M
i=1 Pi
without leaking extra information about the individual intersections PM ∩ Pi , i = 1, · · · , M − 1. We design an intricate
protocol of generating and sharing the common randomness
among the databases of the parties. By correlating some of
the components of the common randomness in a specific
way, we show that the leader party can reliably identify the
elements in P, but nothing beyond it. Thel download
m cost of our
P
t |Ni
scheme is mint∈{1,··· ,M } i∈{1,···M }\t |P
Ni −1 . This implies
that there is no penalty due to strengthening the clients’ privacy
constraint in MP-PSI compared to the PSI problem. Our
achievable download cost scales linearly with the cardinality
of the leader set, which outperforms the best-known MP-PSI
scheme, which scales with the sum of the cardinalities of the
data sets [49] with added advantage of simpler implementation
and providing absolute privacy guarantees. We only provide
sketches of the proofs here due to space limitations; proof
details, examples and figures can be found in [53].
II. P ROBLEM F ORMULATION
There are M independent parties, denoted by Pi , i =
1, 2, · · · , M . The ith party possesses a data set Pi for i ∈ [M ],
where [M ] denotes integers from 1 to M . The data set Pi is
stored within Ni replicated and non-colluding databases. The
elements in each data set Pi are picked independently from
a finite set SK of cardinality K with an arbitrary statistical
distribution. We assume that the cardinality of data set |Pi | is
public knowledge.
The ith party maps Pi into a searchable list to facilitate PIR.
The party Pi constructs an incidence vector Xi , such that
(
1, j ∈ Pi
Xi,j =
(1)
0, j ∈
/ Pi
where Xi,j is the jth element of Xi for all j ∈ SK . The
MP-PSI determination is performed over Xi instead of Pi .
We consider the leader-to-clients communication model.
Specifically, the parties agree on a leader party, which sends
queries to the remaining parties and eventually calculates
∩M
i=1 Pi . The remaining parties are called client parties. The
communication between any two client parties is not allowed
in our protocol. The leader party PM (without loss of gener[P ]
ality) sends the query Qi,jM to the jth database in the client
party Pi for all i ∈ [M − 1] and j ∈ [Ni ]. Since PM has no
prior information about Pi , the queries are independent of Pi ,
[P

]

I(Qi,jM ; Pi ) = 0,

∀i ∈ [M − 1], ∀j ∈ [Ni ]

(2)

The jth database associated with the client party Pi re[P ]
sponds truthfully with an answer Ai,jM for all i ∈ [M − 1],
and j ∈ [Ni ]. The answer is a deterministic function of the

[P

]

query Qi,jM , the data set Pi , and some common randomness
Ri,j that is available to the jth database of Pi . Thus,
[P

]

[P

]

H(Ai,jM |Qi,jM , Pi , Ri,j ) = 0, ∀i ∈ [M − 1], ∀j ∈ [Ni ] (3)
[P

]

M
Denote all the queries generated by PM as Q1:M
−1,1:Ni and
[PM ]
all the answers collected by PM as A1:M
,
i.e.,
−1,1:Ni
n
o
[PM ]
[PM ]
Q1:M
=
Q
:
i
∈
[M
−
1],
j
∈
[N
]
(4)
i
i,j
−1,1:Ni
n
o
[PM ]
[PM ]
A1:M
: i ∈ [M − 1], j ∈ [Ni ]
(5)
−1,1:Ni = Ai,j

Three formal requirements are needed to be satisfied for the
MP-PSI problem: First, the leader party PM should be able
to reliably determine the intersection P = ∩M
i=1 Pi based on
[PM ]
[PM ]
Q1:M
,
A
and
the
knowledge
of PM without
−1,1:Ni
1:M −1,1:Ni
knowing |P| in advance. The reliability constraint is given by:
[P

]

[P

]

M
M
H(P|Q1:M
−1,1:Ni , A1:M −1,1:Ni , PM ) = 0

(6)

Second, the queries sent by PM should not leak any
information about PM . Thus, PM should be independent of
all the information available in the jth database of Pi for all
i ∈ [M −1] and j ∈ [Ni ]. Thus, the leader’s privacy constraint,
[P

]

[P

]

I(PM ; Qi,jM ,Ai,jM , Pi , Ri,j ) = 0, i ∈ [M −1], j ∈ [Ni ] (7)
Third, client’s privacy requires that the leader party does
not learn any information other than the intersection P from
the collected answer strings. Let Xi,P̄ be the set of elements
in Xi that do not belong to P, i.e., Xi,P̄ = {Xi,k :
k
 ∈ P̄}. Hence, the set X̃ = X1,P̄ , · · · , XM −1,P̄ =
X1,k , · · · , XM −1,k , k ∈ P̄ should be independent of all the
information available in PM . Note that if an element in PM is
not in the intersection P, the leader party is supposed to conclude that not all the client parties contain this element simultaneously. On the basis of this fact, we define a new setoXP̄ =
n
X̃ : X1,k + · · · + XM −1,k < M − 1, ∀k ∈ PM ∩ P̄} , we
have the following client’s privacy constraint,
[P

]

[P

]

M
M
I(XP̄ ; Q1:M
−1,1:Ni , A1:M −1,1:Ni , PM ) = 0

(8)

For a given K, M , Ni , an achievable MP-PSI scheme satisfies the reliability constraint (6), the leader’s privacy constraint
(7) and the client’s privacy constraint (8). The efficiency of an
achievable MP-PSI scheme is measured by its download cost
which is the number of downloaded bits (denoted by D) in
order to compute the intersection P. The optimal download
cost is D∗ = inf D over all MP-PSI achievability schemes.
III. M AIN R ESULT
Theorem 1 In the MP-PSI problem with M parties with data
sets Pi , assuming that the parties follow a leader-to-clients
communication policy, if the data sets are stored within Ni
replicated and non-colluding databases for i = 1, · · · , M ,
then the optimal download cost, D∗ , is upper bounded by


X
|Pt |Ni
∗
(9)
D ≤
min
Ni − 1
t∈{1,··· ,M }
i∈{1,···M }\t

Remark 1 The download cost of our scheme is equal to the
sum of the download costs of M − 1 pair-wise PSI schemes.
Hence, there is no penalty incurred due to the stringent clients’
privacy constraint compared with 2-party PSI.
Remark 2 Our scheme is private in the information-theoretic
(absolute) sense and is fairly simple to implement. A drawback
of our approach is that it needs multiple replicated noncolluding databases as in the 2-party PSI problem in [3];
otherwise, our scheme is infeasible if Ni = 1 for any party
other than the leader party.
Remark 3 Comparing our result with the most closely related information-theoretic MP-PSI schemes [50], our scheme
outperforms theirs in terms of the communication cost as
our download cost is linear in both the number of parties
M and the size of the sets p, assuming that |Pi | = p for
all i = 1, · · · , M in contrast of O(M 4 p2 ) in [50]. We
note, however, that the work [50] allows for potential distrust
between the parties, which is not considered in this work.
IV. R EPRESENTATIVE E XAMPLE : 3 PARTIES WITH 3
DATABASES E ACH (M = 3 WITH N1 = N2 = N3 = 3)
We illustrate our scheme by presenting the following example with M = 3 parties, each possessing Ni = 3 databases.
Assume that each party stores an independently generated set
Pi ⊆ SK , where SK = {1, 2, 3, 4}. Specifically, we assume
that P1 = {1, 2}, P2 = {1, 3}, and P3 = {1, 4}. We aim
at reliably calculating the intersection P1 ∩ P2 ∩ P3 = {1}
without leaking any further information to any of the parties.
Without loss of generality, we pick P3 to be the leader party.
The remaining parties P1 , P2 are referred to as clients.
We map the sets into the corresponding incidence vectors,
⇒

X1 = [1 1 0 0]T

(10)

P2 = {1, 3}

⇒

T

X2 = [1 0 1 0]

(11)

P3 = {1, 4}

⇒

X3 = [1 0 0 1]T

(12)

P1 = {1, 2}

The parties agree on a finite field FL , where L is a prime
number such that L ≥ M . We pick L = 3 in our case.
The leader party P3 initiates the MP-PSI protocol by
[P ]
sending queries Qi,j3 for i ∈ [2] and j ∈ [3]. The queries aim
at privately retrieving the messages X1,1 , X1,4 and X2,1 , X2,4
using the SPIR retrieval scheme in [10]. More specifically,
let hk , where k = 1, · · · , 4, be a random variable picked
uniformly and independently from F3 , then, for client party
P1 , the queries sent from the leader party P3 are,
[P ]

(13)

Q1,23 = [h1 + 1 h2 h3 h4 ]T

[P ]

(14)

[P ]
Q1,33

(15)

Q1,13 = [h1 h2 h3 h4 ]T
= [h1 h2 h3 h4 + 1]T

For client party P2 , the leader party submits the same set of
[P ]
[P ]
queries, i.e., Q2,j3 = Q1,j3 for all j ∈ [3].
Originally in 2-party PSI, the client databases obtain the
[P ]
inner product of Xi and Qi,j3 and add a common randomness.

In MP-PSI, however, we note that applying the answering
strategy of [3], [10] compromises the clients’ privacy constraint (8). This is due to the fact that the leader, in this
case, can decode that X1,4 = 0 and X2,4 = 0 and not
only the intersection ∩i=1,2,3 Pi . Consequently, the clients’
databases need to share intricate common randomness prior
to the retrieval phase to prevent that. To that end, the client
parties generate and/or share the following randomness:
1) Local randomness: The local randomness si ∼
uniform{0, 1, 2} is generated independently from all sets
and all other randomness sources. si is shared among
all the databases belonging to the ith client party and
not shared with other parties. si acts as the common
randomness needed for SPIR [10].
2) Individual correlated randomness: This is possessed
by each client’s database, and is denoted by the random variables ti,j . This prevents the leader party from
decoding X1,4 , and X2,4 . The random variables ti,j
need to be correlated such that their effect can be
removed if Xi,j belongs to the intersection. We choose
t1,1 = t2,1 = 0. Furthermore, the jth database of P1
generates t1,j randomly and sends it to the jth database
of P2 to calculate t2,j as,
t1,j ∼ uniform{0, 1, 2},

j = 2, 3

(16)

t1,j + t2,j = 1,

j = 2, 3

(17)

This randomness is added to each response as well.
3) Global randomness: The global randomness c ∼
uniform(F3 \ {0}) is generated randomly and independently of all other randomness sources. The global
randomness is shared among all databases of all client
parties P1 and P2 . The global randomness is used as a
multiplier to the responses.
[P ]
The jth database of the ith party responds to Qi,j3 as follows,
[P ]

[P ]

Ai,j3 = c(XiT Qi,j3 + si + ti,j ),

i = 1, 2, j = 1, 2, 3 (18)

Hence, the answer strings from Pi can be written as,
!
4
X
[P3 ]
Ai,1 = c
hk Xi,k + si
[P ]
Ai,23

[P ]
Ai,33

=c

=c

k=1
4
X
k=1
4
X

(19)

!
hk Xi,k + Xi,1 + si + ti,2

(20)
!

hk Xi,k + Xi,4 + si + ti,3

(21)

k=1
[P ]

1) Reliability: The leader party subtracts Ai,13 for i = 1, 2
from the remaining answer strings. Denote the result of
subtraction related to the jth element at Pi by Zi,j . Thus,
[P ]

[P ]

(22)

[P ]
Ai,33

[P ]
Ai,13

(23)

Zi,1 = c(Xi,1 + ti,2 ) = Ai,23 − Ai,13
Zi,4 = c(Xi,4 + ti,3 ) =

−

Now, let Ej be an indicator of having the jth element in SK
in the intersection ∩i=1,2,3 Pi , such that Ej = 0 if and only

if j ∈ ∩i=1,2,3 Pi . To that end, define Ej as the modulo-L
PM −1
sum of Zi,j along all clients, i.e., Ej = i=1 Zi,j . Looking
deeper at E1 , we note that,
E1 = c(X1,1 +X2,1 +t1,2 +t2,2 ) = c(X1,1 +X2,1 + 1) (24)
where t1,2 + t2,2 = 1 by the construction of the individual
correlated randomness. Therefore, E1 = 0 if and only if
X1,1 = 1 and X2,1 = 1 simultaneously irrespective of the
value of c and the leader party verifies that {1} ⊆ ∩i=1,2,3 Pi .
On the other hand, when P3 calculates E4 ,
E4 = Z1,4 + Z2,4 = c(X1,4 + X2,4 + 1) 6= 0

(25)

Thus, ∩i=1,2,3 Pi = {1} and does not include 4.
2) Leader’s Privacy: Similar to [10], each element in the
queries is uniformly distributed over the finite field F3 . Hence,
no information about P3 is leaked from the queries.
3) Client’s Privacy: No information is leaked about
P1 ∩ P3 or P2 ∩ P3 due to s1 and s2 , respectively. Moreover,
if E4 = 1, P(X1,4 + X2,4 = 0) = P(X1,4 + X2,4 = 1) = 12
because c is uniformly distributed over 1 and 2 and the sum
t1,3 + t2,3 = 1 by construction. The conclusion is exactly the
same when E4 equals 2. Thus, the only information that P3
can obtain for the element 4 is that client parties P1 and P2
do not contain it at the same time. Hence, c is used such that
the leader party P3 does not know the value of X1,4 + X2,4 .
4) Download Cost: In our example, the leader party P3
downloads Ni = |PM | + 1 symbols from each client party.
Hence, the total download cost is D = (M −1)(|PM |+1) = 6.

ηi random vectors from {h1 , h2 , · · · , hκ } to the
first database of the ith client party as queries. Each
submitted random vector can be reused in the remaining
Ni − 1 databases to retrieve Ni − 1 symbols. This can
be done by adding 1 to the positions corresponding
to the desired symbols. More specifically, assume
`i
`i
that PM = ∪η`ii=1 PM
, where PM
⊆ PM are disjoint
`i
partitions of PM such that |PM | = Ni − 1, then for
i = 1, 2, · · · , M − 1, the query structure is given by:
[P

[P

`1

]

[P

ηi
]

[P

ηi
]

Qi,1M = [hηi (1)
..
.

hηi (2)

···

hηi (K)]

(31)

Qi,NMi = [hηi (1) · · · hηi (YNηii−1 )+1 · · · hηi (K)] (32)
3) Common randomness generation: The clients need to
generate and share common randomness. Specifically,
•

•

i6=t

We assume that t = M and Pt∗ = PM =
{Y1 , Y2 , · · · , YR } with cardinality |PM | = R.
2) Query generation: The leader party PM independently
κ
and uniformly generates κ random
l
m vectors {h` }`=1 ,
|PM |
where κ = maxi∈{1,··· ,M −1} N
. The vector h` is
i −1
K
picked uniformly from FL such that,

Local randomness: This is denoted by si =
[si (1)si (2)si (ηi )], where si (`) ∼ uniform(FL ). The
local randomness si is shared between the databases
associated with Pi . Note that each database uses a
different element from si for each submitted query.
Individual correlated randomness: The jth database
associated with the ith client possesses an individual
randomness ti,j = [ti,j (1) ti,j (2) ti,j (ηi )] for
i ∈ [M − 1], and j ∈ [Ni ]. ti,1 = 0 for all i.
For i ∈ [M − 2], the vector ti,j is independently
and uniformly picked from FηLi . The client PM −1
generates a correlated randomness. For simplicity,
let us (re)denote the individual randomness components by t̃i,k , where i is the index of the client
party and k = 1, 2, · · · , R is just a monotonically
increasing index of the randomness component used
within the databases 2 to Ni of the ith client. Thus,
t̃i,1 = ti,2 (1), t̃i,1 = ti,2 (2), · · · , t̃i,R = ti,Ni (ηi ).
With this re-definition, the client PM −1 calculates
its individual randomness as, for j = 1, 2, · · · , R
t̃M −1,j = L − (M − 1) −

M
−2
X

t̃i,j

(33)

i=1

(27)

{Y1`i , Y2`i , · · · YN`ii −1 }. The leader party PM submits

(28)

Qi,NMi = [h1 (1) · · · h1 (YN`1i −1 ) + 1 · · · h1 (K)] (30)
..
.

∗

=

h1 (K)]

..
.

1) Initialization: The parties agree on a retrieval finite field
FL such that, L = min {L ≥ M : L is a prime}. The
parties agree on a leader Pt∗ such that:
X  |Pt |Ni 
t∗ = arg min
(26)
Ni − 1
t∈{1,··· ,M }

Denote

···

= [h1 (1) · · · h1 (Y1`1 ) + 1 · · · h1 (K)] (29)

Qi,2

A. General Achievability Scheme

h` = [h` (1) h` (2) · · · h` (K)]
l
m
|PM |
`i
and let PM
ηi
=
Ni −1 ,

]

`
[PM1 ]

V. ACHIEVABILITY P ROOF
We describe our general achievable scheme for arbitrary M ,
|Pi |, Ni , for i ∈ [M ]. The leader’s querying policy is based
on the SPIR scheme presented in [10]. The novel aspect of
the scheme is the intricate design of generating and sharing
common randomness among the clients’ databases in such a
way that the leader party cannot learn anything but ∩M
i=1 Pi .

`1

Qi,1M = [h1 (1) h1 (2)

•

This ensures that the
randomness are
PMindividual
−1
correlated such that i=1 t̃i,j = L−(M −1). The
individual randomness is added to the responses.
Global randomness: This is denoted by c ∼
uniform(FL \ {0}) and is shared among all the
databases at all clients.

4) Response generation: The answer string of the jth
database associated with the ith client `to retrieve one
[P i ]
`i
of the elements of the partition PM
, Ai,jM , is given by,


`
`i
[PMi ]
T [PM ]
Ai,j = c Xi Qi,j + si (`i ) + ti,j (`i )
(34)
B. Download Cost, Reliability, Leader’s and Clients’ Privacy
1) Download cost: By observing the queries associated
with the MP-PSI scheme in the previous section,
l onemcan note
|PM |
subsets.
that the desired symbols are divided into ηi = N
i −1
Each subset consists of Ni − 1 desired symbols. The leader
needs to download 1 bit from all Ni databases to query the
entire subset, as the leader downloads useless random linear
combination of the contents from the first database. Hence,

M
−1
M
−1 
X
X
|PM |Ni
D=
(35)
Ni η i =
Ni − 1
i=1
i=1
2) Reliability: We note that the answer string that is returned from database 1 is a random linear combination of the
contents of the database besides the common randomness,
!
K
`
X
[PMi ]
Ai,1 = c
h`i (k)Xi,k + si (`i ) , i ∈ [M − 1] (36)

following proof, we adopt the notation that for a random
variable ζi,j indexed by two indices (i, j),
ζi1 :iM ,j1 :jR = {ζi,j : i ∈ {i1 ,· · ·, iM }, j ∈ {j1 ,· · ·, jR }} (39)
For the proof, we need the following lemmas, whose proofs
can be found in [53]. Lemma 1 shows that the effect of the
local randomness is to make the response of the first database
at all parties independent of XP̄ .
Lemma 1 For the presented achievable scheme, we have,
[P

]

[P

Lemma 2 asserts that for i ∈ [1 : M − 2], j ∈ [1 : R] the
effect of individual randomness ti,j+1 is to force the random
variables Zi,Yj to be independent of XP̄ .
Lemma 2 For the presented scheme, we have,
[P

`

Zi,k = c(Xi,k + t̃i,k ) =

`

−

[P i ]
Ai,1M ,

k∈

`i
PM

(37)

`
[PMi ]
i,j ∗

is a response of the query that
for some unique j ∗ that A
adds 1 to the kth position of the query vector. In particular, for
the special case of Ni = |Pi | + 1 for all i = 1, · · · , M − 1, we
`i
= PM (one partition). Note that we
have j ∗ = k + 1 and PM
used the alternative notation t̃i,k as it is counted in sequence.
Next, the leader constructs the intersection indicator variable
Ek , where Ek is given by,
!
M
−1
M
−1
X
X
Ek =
Zi,k = c
Xi,k + L − (M − 1)
(38)
i=1

i=1

where (38) follows from the construction of the individual
randomness.
Now, the element Ek = 0 if and only if
PM −1
i=1 Xi,k = M − 1, which implies that Xi,k = 1 for all
i = 1, 2, · · · , M − 1. Consequently, Yk ∈ ∩M
i=1 Pi if and only
if Ek = 0. This proves the reliability of the scheme.
3) Leader’s privacy: The leader’s privacy follows from
the fact that the random vectors {h1 , · · · , hκ } are uniformly
generated over FK
L . Adding 1 to these vectors does not change
the statistical distribution of the vector. Since the leader
submits independent vectors each time it queries a database, all
queries are equally likely and the leader’s privacy is preserved.
4) Clients’ privacy: Without loss of generality, we derive
the proof of the client’s privacy for the homogeneous number
of databases, i.e., Ni = R + 1, ∀i ∈ [1 : M − 1]. In the

(41)

Lemma 3 states that indicator functions EYj for all j do not
leak any information about XP̄ .
Lemma 3 For the presented scheme, we have,
[P

[P i ]
Ai,jM
∗

]

M
I(XP̄ ; Z1:M −2,Y1 :YR |EY1 :YR , Q1:M
−1,1:Ni , PM ) = 0

k=1

Note that ti,1 = 0 by construction. The leader subtracts this
response from each response that belongs to the same partition.
Denote the subtraction result at the ith client that contains the
element Xi,k by Zi,k , hence,

]

M
M
I(XP̄ ; A1:M
−1,1 |Z1:M −1,Y1 :YR , Q1:M −1,1:Ni , PM ) = 0 (40)

]

M
I(XP̄ ; EY1 :YR , Q1:M
−1,1:Ni , PM ) = 0

(42)

Now, we are ready to show that our achievability satisfies
the client’s privacy constraint,
[P

]

[P

]

M
M
I(XP̄ ; Q1:M
−1,1:Ni , A1:M −1,1:Ni , PM )

[P

]

[P

]

M
M
= I(XP̄ ; A1:M
−1,1 , Z1:M −1,Y1 :YR , Q1:M −1,1:Ni , PM ) (43)

[P

]

M
= I(XP̄ ; Z1:M −1,Y1 :YR , Q1:M
−1,1:Ni , PM )

[P

]

[P

]

M
M
+I(XP̄ ; A1:M
−1,1 |Z1:M −1,Y1 :YR , Q1:M −1,1:Ni ,PM ) (44)

[P

]

M
= I(XP̄ ; Z1:M −1,Y1 :YR , Q1:M
−1,1:Ni , PM )

[PM ]
= I(XP̄ ; Z1:M −2,Y1 :YR , EY1 :YR , Q1:M
−1,1:Ni , PM )
[PM ]
= I(XP̄ ; EY1 :YR , Q1:M −1,1:Ni , PM )
[PM ]
+ I(XP̄ ; Z1:M −2,Y1 :YR |EY1 :YR , Q1:M
−1,1:Ni , PM )

=

[PM ]
I(XP̄ ; EY1 :YR , Q1:M
−1,1:Ni , PM )

=0

(45)
(46)

(47)
(48)

VI. C ONCLUSION
We formulated the problem of MP-PSI from an informationtheoretic point of view. We investigated a specific mode of
communication, namely, single round communication between
the leader and clients. We proposed a novel achievable scheme
for the MP-PSI problem. Our scheme hinges on a careful
design and sharing of randomness between client parties prior
to commencing the MP-PSI operation. Our scheme is not
a straightforward extension to the 2-party PSI scheme, as
applying the 2-party PSI scheme M −1 times leaks information
beyond the intersection ∩M
i=1 Pi . The download cost of our
scheme matches the sum of download cost of pair-wise PSI
despite the stringent privacy constraint in the case of MP-PSI.
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