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Abstract— We study the secure lossy transmission of a Gaussian vector source to a legitimate user in the presence of an eavesdropper, where both the legitimate user and the eavesdropper
have Gaussian vector side information. The transmitter describes
the source to the legitimate user in a way that the legitimate
user can reconstruct the source within a certain distortion while
the eavesdropper is kept ignorant of the source as much as
possible. We obtain an outer bound for the rate, equivocation
and distortion region of this secure lossy transmission problem.
This outer bound is tight when the transmission rate constraint is
removed. In other words, we obtain the maximum equivocation
at the eavesdropper when the legitimate user needs to reconstruct
the source within a fixed distortion level while there is no
constraint on the transmission rate.

I. I NTRODUCTION
Information theoretic secrecy was initiated by Wyner in [1],
where he studied the secure lossless transmission of a source
over a degraded wiretap channel, and obtained the necessary
and sufficient conditions. Later, his result was generalized
to arbitrary, i.e., not necessarily degraded, wiretap channels
in [2]. In recent years, information theoretic secrecy has
gathered a renewed interest, where mostly channel coding
aspects of secure transmission is considered.
Secure source coding problem is studied for both lossless
and lossy reconstruction cases, where the former case can be
viewed as a special case of the latter case. In this work, we
consider the secure lossy source coding problem, which was
studied in [3]–[9]. In these works, unlike the ones focusing
on secure lossless source coding, the legitimate receiver does
not want to reconstruct the source in a lossless fashion, but
within a distortion level. The most relevant works to our work
here are [8], [9]. In [8], the author considers the secure lossy
transmission of a source over a degraded wiretap channel
while both the legitimate receiver and the eavesdropper have
side information about the source. In [8], in addition to the
degradedness that the wiretap channel exhibits, the source and
side informations also have a degradedness structure such that
given the legitimate user’s side information, the source and the
eavesdropper’s side information are independent. For this setting, in [8], a single-letter characterization of the distortion and
equivocation region is provided. In particular, the optimality
of a separation-based approach, i.e., the optimality of a code
that concatenates a rate-distortion code and a wiretap channel
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code, is shown. In [9], the setting of [8] is partially generalized
such that in [9], the source and side informations do not have
any degradedness structure. On the other hand, as opposed to
the noisy wiretap channel of [8], in [9], the channel between
the transmitter and receivers is assumed to be noiseless. For
this setting, in [9], a single-letter characterization of the rate,
equivocation, and distortion region is provided.
Here, we consider the setting of [9] for the jointly Gaussian
source and side informations. In particular, we consider the
model where the transmitter has a Gaussian vector source
which is jointly Gaussian with the Gaussian vector side informations of both the legitimate receiver and the eavesdropper.
In this model, the transmitter wants to convey information to
the legitimate user in a way that the legitimate user can reconstruct the source within a distortion level while the eavesdropper is being kept ignorant of the source as much as possible.
A single-letter characterization of the rate, equivocation, and
distortion region for this setting exists due to [9]. Although
we are unable to evaluate this single-letter characterization
for the Gaussian vector source and side informations case to
obtain the corresponding rate, equivocation, distortion region
explicitly, we obtain an outer bound for this region. We obtain
this outer bound by optimizing the rate and equivocation
constraints separately. We note that a joint optimization of the
rate and equivocation constraints for a fixed distortion level
would yield the exact achievable rate and equivocation region
for this fixed distortion level. Thus, optimizing the rate and
equivocation constraints separately yields a larger region, i.e.,
an outer bound. Moreover, we show that this outer bound is
tight when we remove the transmission rate constraint. In other
words, we obtain the maximum achievable equivocation at the
eavesdropper when the legitimate user needs to reconstruct the
Gaussian vector source within a fixed distortion while there is
no constraint on the transmission rate.
II. S ECURE L OSSY S OURCE C ODING
Here, we describe the secure lossy source coding problem
and state the existing results. Let {(Xi , Yi , Zi )}ni=1 denote
i.i.d. tuples drawn from a distribution p(x, y, z). The transmitter, legitimate user and the eavesdropper observe X n ∈
X n , Y n ∈ Y n , and Z n ∈ Z n , respectively. The transmitter
wants to convey information to the legitimate user in a way
that the legitimate user can reconstruct the source X n within
a certain distortion, and meanwhile the eavesdropper is kept

ignorant of the source X n as much as possible. We note that
in the absence of an eavesdropper, this setting reduces to the
Wyner-Ziv problem [10].
We denote the legitimate user’s reconstruction of the source
X n by X̂ n ∈ X̂ n . The distortion of the reconstructed sequence
X̂ n is measured by dn (X n , X̂ n ) which has the following form
n

dn (X n , X̂ n ) =

1X
d(Xi , X̂i )
n i=1

(1)

where d(a, b) is a non-negative finite-valued function. The
ignorance of the eavesdropper is measured by the equivocation
(1/n)H(X n |Z n , M ), where M ∈ M, is a function of the
source X n , denotes the signal sent by the transmitter.
An (n, R) code for secure lossy source coding consists of
an encoding function fn : X n → M = {1, . . . , 2nR } at
the transmitter and a decoding function at the legitimate user
gn : M × Y n → X̂ n . A rate, equivocation and distortion
tuple (R, Re , D) is attainable if there exists an (n, R) code
satisfying
1
lim H(X n |Z n , M ) ≥ Re
n→∞ n
lim E[d(X n , X̂ n )] ≤ D
n→∞

(2)
(3)

where M = fn (X n ). The set of all achievable (R, Re , D)
tuples is denoted by R∗ which is given as follows.
Theorem 1 ([9, Theorem 1]) (R, Re , D) ∈ R∗ iff
R ≥ I(V ; X|Y )
Re ≤ H(X|V, Y ) + I(X; Y |U ) − I(X; Z|U )
D ≥ E[d(X, X̂(V, Y ))]

(4)
(5)
(6)

for some U, V satisfying the following Markov chain
U → V → X → Y, Z

(7)

and a function X̂(V, Y ).
Both the achievable scheme that attains the region R∗ in
Theorem 1 and the Wyner-Ziv scheme in [10] use binning to
exploit the side information at the legitimate user, and hence,
to reduce the rate requirement. The difference of the scheme
that attains R∗ comes from the extra binning necessitated by
the presence of an eavesdropper. In particular, the transmitter
generates sequences (U n , V n ) and bins both U n and V n .
The transmitter sends these two bin indices. Using the bin
indices, the legitimate user identifies the right (U n , V n ), and
reconstructs X n . However, using the bin indices of (U n , V n ),
the eavesdropper identifies only the right U n . Hence, U does
not contribute to the equivocation, see (5)1 .
We note that Theorem 1 holds for continuous (X n , Y n , Z n )
by replacing the discrete entropy term H(X|V, Y ) with the
differential entropy term h(X|V, Y ). To avoid the negative
1 The fact that the eavesdropper can decode U n sequence can be obtained
by observing that for a (U, V ) selection, if I(U ; Y ) ≥ I(U ; Z), there is no
loss of optimality in setting U = φ which will yield a larger region.

equivocation that might arise because of the use of differential
entropy, we replace equivocation with the mutual information
leakage to the eavesdropper, where this leakage is measured by
limn→∞ (1/n)I(X n ; Z n , M ). In this alternative setting, a rate,
mutual information leakage, and distortion (R, Ie , D) tuple is
said to be achievable if there exists an (n, R) code such that
1
I(X n ; Z n , M ) ≤ Ie
n
lim E[d(X n , X̂ n )] ≤ D

lim

n→∞

n→∞

(8)
(9)

The set of all achievable (R, Ie , D) tuples is denoted by R.
Using Theorem 1, the region R can be stated as follows.
Theorem 2 ([9]) (R, Ie , D) ∈ R iff
R ≥ I(V ; X|Y )
Ie ≥ I(V ; X) − I(V ; Y |U ) + I(X; Z|U )

(10)
(11)

D ≥ E[d(X, X̂(V, Y ))]

(12)

for some U, V satisfying the following Markov chain
U → V → X → Y, Z

(13)

and a function X̂(V, Y ).
III. V ECTOR G AUSSIAN S OURCES
Now we study the secure lossy source coding problem
for jointly Gaussian {(Xi , Yi , Zi )}ni=1 where the tuples
{(Xi , Yi , Zi )}ni=1 are independent across time, i.e., across
the index i, and each tuple is drawn from the same jointly
Gaussian distribution p(X, Y, Z). In particular, we consider
the case where Xi is a zero-mean Gaussian random vector
with covariance matrix KX Â 0, and the side information at
the legitimate user Yi and the eavesdropper Zi are given by
Yi = Xi + NY,i
Zi = Xi + NZ,i

(14)
(15)

where NY,i and NZ,i are zero-mean Gaussian random vectors
with covariance matrices ΣY Â 0 and ΣZ Â 0, respectively.
(NY,i , NZ,i ) is assumed to be independent of Xi .
The distortion of the reconstructed sequence {X̂i }ni=1 is
measured by the mean square error matrix:
h¡
¢¡
¢> i
E Xi − X̂i Xi − X̂i
(16)
Hence, distortion constraint is imposed by a positive definite
matrix D, which is achievable if there is an (n, R) code such
that
n
¢¡
¢> i
1 X h¡
E Xi − X̂i Xi − X̂i
¹D
(17)
n i=1
Throughout the paper, we assume that 0 ≺ D ¹ KX|Y . Since
the mean square error is minimized by setting the conditional
mean as the estimator, we assume that the legitimate user
applies this optimal estimator, i.e., {X̂i }ni=1 are selected as
X̂i = E [Xi |Yn , fn (Xn )]

(18)

Once the estimator of the legitimate user is set as (18), using
Theorem 2, a single-letter description of the region R for a
vector Gaussian source can be given as follows.
Theorem 3 (R, Ie , D) ∈ R iff
R ≥ I(V ; X|Y)
Ie ≥ I(V ; X) − I(V ; Y|U ) + I(X; Z|U )
D º KX|V Y

(19)
(20)
(21)

for some U, V satisfying the following Markov chain
U → V → X → Y, Z

(22)

We also define the region R(D) as the union of the (R, Ie )
pairs that are achievable when the distortion constraint matrix
is set to D. Our main result is an outer bound for the region
R(D), hence for the region R. Before presenting this result,
we introduce the notation KA|B which denotes the conditional
covariance matrix of the random vector A conditioned on the
random vector B. Our main result is as follows.
Theorem 4 When D ¹ KX|Y , we have
R(D) ⊆ Ro (D)

(23)

where Ro (D) is given by the union of (R, Ie ) that satisfy
R≥

|KX|Y |
1
1
|KX |
1
|KX + ΣY |
log
= log
− log
2
|D|
2
|F(D)| 2
|F(D) + ΣY |
(24)

Ie ≥

min

0¹K1 ¹K2 ¹KX
K1 ¹F(D)

1
|KX | 1
|K2 + ΣY |
log
− log
2
|K1 |
2
|K1 + ΣY |
+

1
|K2 + ΣZ |
log
2
|ΣZ |

(25)

and F(D) = ΣY (ΣY − D)−1 ΣY − ΣY .
The outer bound in Theorem 4 is obtained by minimizing
the constraints on R and Ie individually, i.e., the rate lower
bound in (24) is obtained by minimizing the rate constraint
in (19) and the mutual information leakage lower bound in
(25) is obtained by minimizing the mutual information leakage
constraint in (20) separately. However, to characterize the rate
and mutual information leakage region R(D), one needs to
minimize the rate constraint in (19) and the mutual information
leakage constraint in (20) jointly, not separately. In particular,
since the region R(D) is convex in the pair (R, Ie ) as per a
time-sharing argument, joint optimization of the rate constraint
in (19) and the mutual information leakage constraint in (20)
can be carried out by considering the tangent lines to the region
R(D), i.e., by solving the following optimization problem
L(µ1 , µ2 ) =
=

min

min

(R,Ie )∈R(D)

U →V →X→Y,Z
KX|V Y ¹D

µ1 R + µ2 Ie

(26)

µ1 [I(V ; X) − I(V ; Y)]

+ µ2 [I(V ; X) − I(V ; Y|U ) + I(X; Z|U )] (27)

for all values of µ1 , µ2 , where µj ∈ [0, ∞), j = 1, 2. As of
now, we could not solve the optimization problem L(µ1 , µ2 )
for all values of (µ1 , µ2 ). However, as stated in Theorem 4,
we solve the optimization problems L(0, µ2 ) and L(µ1 , 0)
by showing the optimality of jointly Gaussian (U, V, X) to
evaluate the corresponding cost functions. In other words, our
outer bound in Theorem 4 can be written as follows.
R ≥ L(1, 0)
Ie ≥ L(0, 1)

(28)
(29)

We note that the constraint in (24), and hence L(1, 0), gives
us the Wyner-Ziv rate distortion function [10] for the vector
Gaussian sources. Moreover, we note that L(0, 1) gives us the
the minimum mutual information leakage to the eavesdropper
when the legitimate user wants to reconstruct the source within
a fixed distortion constraint D while there is no concern
on the transmission rate R. Denoting the minimum mutual
information leakage to the eavesdropper when the legitimate
user needs to reconstruct the source within a fixed distortion
constraint D by Iemin (D), Iemin (D) is given as follows.
Theorem 5 When D ¹ KX|Y , we have
Iemin (D) =

min

0¹K1 ¹K2 ¹KX
KX|V ¹F(D)

1
|KX | 1
|K2 + ΣY |
log
− log
2
|K1 |
2
|K1 + ΣY |
+

|K2 + ΣZ |
1
log
2
|ΣZ |

(30)

where F(D) = ΣY (ΣY − D)−1 ΣY − ΣY .
Theorem 5 implies that, if the transmitter’s aim is to minimize
the mutual information leakage to the eavesdropper without
concerning itself with the rate it costs as long as the legitimate
user is able to reconstruct the source within a distortion
constraint D, the use of jointly Gaussian (U, V, X) is optimal.
IV. P ROOF OF T HEOREM 4
We now provide the proof of Theorem 4. As mentioned in
the previous section, this outer bound is obtained by minimizing the rate constraint in (19) and the mutual information
leakage constraint in (20) separately. We first consider the rate
constraint in (19) as follows
R ≥ L(1, 0) =

min

V →X→Y,Z
KX|V Y ¹D

I(V ; X|Y) =

|KX|Y |
1
log
2
|D|
(31)

where the second equality of (31) is shown in [11]. Now we
introduce the following lemma.
Lemma 1
|KX|Y |
1
1
|KX |
1
|KX + ΣY |
log
= log
− log
(32)
2
|D|
2
|F(D)| 2
|F(D) + ΣY |
The proof of Lemma 1 as well as the proofs of upcoming
lemmas are omitted due to the space limitations. Lemma 1
and (31) imply (24).

Next, we consider the mutual information leakage constraint
in (20) as follows.
Ie ≥ L(0, 1)
=
min

U →V →X→Y,Z
KX|V Y ¹D

(33)
I(V ; X) − I(V ; Y|U ) + I(X; Z|U ) (34)

AU , AV , ΣU , ΣV matrices by expressing KX|U and KX|V in
terms of AU , AV , ΣU , ΣV . Instead of considering this tedious
optimization problem, we consider the following one.
L̄G =

We note that the cost function of L(0, 1) can be rewritten as
follows.
C(L) = I(V ; X) − I(V ; Y) + I(U ; Y) + I(X; Z|U ) (35)
= I(V ; X|Y) + [I(U ; Y) + I(X; Z|U )]
(36)
where (36) comes from the Markov chain V → X → Y.
We note that the first term in (36) is minimized by a jointly
Gaussian (V, X) as we already showed in obtaining the lower
bound for the rate. On the other hand, the remaining term of
(36) in the bracket is maximized by a jointly Gaussian (U, X)
as it is shown in [12]. Thus, a tension between these two terms
arises if (U, V, X) is selected to be jointly Gaussian. In spite of
this tension, we can still show that a jointly Gaussian (U, V, X)
is the minimizer of L(0, 1). Instead of directly showing this,
we first characterize the minimum mutual information leakage
when (U, V, X) is restricted to be jointly Gaussian, and show
that this cannot be attained by any other distribution of
(U, V, X). We note that any jointly Gaussian (U, V, X) can
be written as
V = AV X + NV
U = AU X + NU

(37)
(38)

where NV , NU are zero-mean Gaussian random vectors
with covariance matrices ΣV , ΣU , respectively. Moreover,
NV , NU are independent of each other, and also of X, Y, Z.
Before characterizing the minimum mutual information leakage when (U, V, X) is restricted to be jointly Gaussian, we
introduce the following lemma.
Lemma 2 When D ¹ KX|Y and V is Gaussian, we have the
following facts.
• ΣY −D Â 0, i.e., ΣY −D is positive definite, and hence,
non-singular.
−1
• Let F(D) = ΣY (ΣY − D)
ΣY − ΣY . Then, we have
the following equivalence.
KX|V Y ¹ D ⇔ KX|V ¹ F(D)

(39)

Using Lemma 2, the minimum mutual information leakage
to the eavesdropper when (U, V, X) is restricted to be jointly
Gaussian can be written as follows.

−

min

U →V →X→Y,Z
(U,V,X) is jointly Gaussian
KX|V ¹F(D)

I(V ; X) − I(V ; Y|U ) + I(X; Z|U )

(40)
We note that the minimization in (40) can be written as a
minimization of the cost function in (40) over all possible

|KX |
1
log
2
|KX|V |

|KX|U + ΣY | 1
|KX|U + ΣZ |
1
log
+ log
2
|KX|V + ΣY | 2
|ΣZ |

(41)

We note that due to the Markov chain U → V → X,
we always have KX|V ¹ KX|U . Besides that inequality,
KX|V and KX|U have further interdependency which is not
considered in the optimization problem given by (41). Since
neglecting this further interdependency among KX|U and
KX|V enlarges the feasible set of the optimization problem
in (40), we have
LG ≥ L̄G

(42)
G

On the other hand, it can be shown that the value of L̄ can
be obtained by some jointly Gaussian (U, V, X) satisfying the
Markov chain U → V → X, as stated in the following lemma.
Lemma 3
LG = L̄G

(43)

Now we study the optimization problem L̄G in more detail.
Let K∗X|V and K∗X|U be the minimizers for the optimization
problem L̄G . They need to satisfy the following KKT conditions.
Lemma 4 If K∗X|V and K∗X|U are the minimizers for the
optimization problem L̄G , they need to satisfy
(K∗X|V + ΣY )−1 + MU + MD = (K∗X|V )−1
(K∗X|U

−1

+ ΣZ )

+ MX =

(K∗X|U

(44)
−1

+ ΣY )

+ MU
(45)

for some positive semi-definite matrices MU , MD , MX which
also need to satisfy
MU (K∗X|U − K∗X|V ) = (K∗X|U − K∗X|V )MU = 0

(46)

MD (F(D) − K∗X|V )
MX (KX − K∗X|U )

(47)

=
=

(F(D) − K∗X|V )MD = 0
(KX − K∗X|U )MX = 0

(48)

Next, we use channel enhancement [13]. In particular, we
enhance, i.e., improve, the legitimate user’s side information
as follows.
(K∗X|U + Σ̃Y )−1 = (K∗X|U + ΣY )−1 + MU

G

L
=

min

0¹KX|V ¹KX|U ¹KX
KX|V ¹F(D)

(49)

This new covariance matrix Σ̃Y has some useful properties
which are listed in the following lemma.
Lemma 5 We have the following facts.
• 0 ¹ Σ̃Y , Σ̃Y ¹ ΣY , Σ̃Y ¹ ΣZ
•

(K∗X|V + Σ̃Y )−1 = (K∗X|V + ΣY )−1 + MU

•

•

•

(K∗X|U + Σ̃Y )−1 (K∗X|V + Σ̃Y )
= (K∗X|U + ΣY )−1 (K∗X|V + ΣY )
(K∗X|U + Σ̃Y )−1 (KX + Σ̃Y )
= (K∗X|U + ΣZ )−1 (KX + ΣZ )
(K∗X|V + Σ̃Y )−1 (F(D) + Σ̃Y ) = (K∗X|V )−1 F(D)

Next, using this new covariance matrix Σ̃Y , we define the
enhanced side information Ỹ as follows.
Ỹ = X + ÑY

(50)

|K∗X|U + Σ̃Y | 1 |K∗X|U + ΣZ |
1
|KX |
1
= log ∗
− log ∗
+
2
|KX|V | 2
|ΣZ |
|KX|V + Σ̃Y | 2
(57)
∗
∗
|K
+
Σ
|
|K
+
Σ
Y
Z|
1
|KX |
1
1 X|U
X|U
= log ∗
− log ∗
+
2
|KX|V | 2
|KX|V + ΣY | 2
|ΣZ |
(58)
= L̄G

(59)

= LG

(60)

where ÑY is a zero-mean Gaussian random vector with
covariance matrix Σ̃Y . Since we have Σ̃Y ¹ ΣY and Σ̃Y ¹
ΣZ as stated in the first statement of Lemma 5, without loss
of generality, we can assume that the following Markov chain
exists.

where (56), (57) and (58) come from the fifth, fourth, and
third statements of Lemma 5, respectively, (59) follows from
the definition of L̄G in (41), and (60) is due to Lemma 3. In
view of (53), (60) implies that L(0, 1) = LG ; completing the
proof of Theorem 4 as well as the proof of Theorem 5 due to
the fact that Iemin = L(0, 1).

X → Ỹ → Y, Z

V. C ONCLUSIONS

(51)

Assuming that the Markov chain in (51) exists does not incur
any loss of generality because the rate, mutual information
leakage and distortion region R depends only on the conditional marginal distributions p(Y|X), p(Z|X) but not on the
conditional joint distribution p(Y, Z|X). Now, we define the
following optimization problem
L̄ =

min

I(V ; X) − I(V ; Ỹ|U ) + I(X; Z|U )

U →V →X→Ỹ→Y,Z
KX|V Y ¹D

(52)
We note that we have I(V ; Y|U ) ≤ I(V ; Ỹ|U ) due to the
Markov chain in (51), which leads to the following fact:
LG = L̄G ≥ L(0, 1) ≥ L̄

(53)

Moreover, unlike the original optimization problem L(0, 1)
in (34), we can find the minimizer of the new optimization
problem L̄ explicitly, as stated in the following lemma.
Lemma 6
L̄ =

1
|KX |
1
|KX + Σ̃Y |
1 |KX + ΣZ |
log
− log
+
2
|F(D)| 2
|ΣZ |
|F(D) + Σ̃Y | 2
(54)

We note that Lemma 6 implies that U = φ and a Gaussian V
leading to KX|V = F(D) is the minimizer of the optimization
problem L̄.
Next, we show that indeed LG = L̄G = L̄ which, in view
of (53), will imply L(0, 1) = L̄ = L̄G = LG . To this end,
using Lemma 6, we have
L̄ =

=

|KX |
1
|KX + Σ̃Y |
1
1 |KX + ΣZ |
log
− log
+
2
|F(D)| 2
|ΣZ |
|F(D) + Σ̃Y | 2
(55)
1
|KX |
|KX + Σ̃Y |
1
1 |KX + ΣZ |
log ∗
− log ∗
+
2
|KX|V | 2
|ΣZ |
|KX|V + Σ̃Y | 2
(56)

In this paper, we study the secure lossy source coding
problem for vector Gaussian source and side informations. For
this problem, a single-letter description of the achievable rate,
mutual information leakage, and distortion region exists [9].
We obtain an outer bound for this region by optimizing the
corresponding rate and mutual information leakage constraints
separately. Moreover, we obtain the minimum mutual information leakage to the eavesdropper when the legitimate user
needs to reconstruct the source within a certain distortion while
there is no constraint on the transmission rate.
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