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List Privacy Under Function Recoverability
Ajaykrishnan Nageswaran and Prakash Narayan , Life Fellow, IEEE

Abstract— For a given function of user data, a querier must
recover with at least a prescribed probability, the value of the
function based on a user-provided query response. Subject to this
requirement, the user forms the query response so as to minimize
the likelihood of the querier guessing a list of prescribed size
to which the data value belongs based on the query response.
We obtain a general converse upper bound for maximum list
privacy. This bound is shown to be tight for the case of a
binary-valued function through an explicit achievability scheme
that involves an add-noise query response.

Index Terms— Add-noise privacy mechanism, data privacy,
function computation, list privacy, query response, recoverability.

I. INTRODUCTION

A (LEGITIMATE) user’s data is depicted by a finite-valued
random variable (rv) with known probability mass func-

tion (pmf). A querier wishes to compute a given function of
the data from a query response provided by the user that is a
suitably randomized version of the data. The user fashions the
query response so as to enable the querier to recover from it the
function value with a prescribed accuracy while maximizing
“list privacy” of the data. List privacy entails minimizing the
likelihood of the querier guessing a list of prescribed size to
which the data value belongs based on the query response.

For example, in a movie-streaming application where a user
requests a particular movie (data), the identity of that movie is
protected, say, by end-to-end encryption. However, the server
application could still be interested in the genre of movies that
are being streamed (list), which the user wishes to be kept
private. The movie requested plays the role of user data, and
the server application compiles an estimated list of movies
sharing the same genre as the movie. This list should not
include the user’s movie choice. In another instance, a list
of call detail records (list) of multiple users is collected, for
example, through a phone records sweep. Then information
concerning an individual user (data) needs to be protected,
but could be compromised upon whittling down the list using
other available information such as phone area codes. In this
example, the individual user information constitutes user data,
and the call detail records form the list in which the user data
should not be contained.
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Our contributions, which represent a continuation of our
earlier work concerning data privacy [15], [16], are as follows.
In our formulation, the user forms a query response from
which the querier must recover the function value with prob-
ability at least ρ, 0 ≤ ρ ≤ 1. Under this requirement,
we introduce the notion of list privacy that is a generalization
of data privacy in [15] and [16]. List privacy is measured
by the probability that the user data is not contained in a
list of prescribed size formed by the querier based on the
query response. In fact, list privacy is a more stringent notion
than a certain level of data privacy; and, as will be seen
below ensuring list privacy for the user guarantees at least
the same level of data privacy. We derive a general converse
upper bound for maximum list privacy. For the special case
of a binary-valued function, the mentioned upper bound is
shown to be tight through an achievability scheme based on an
explicit query response. A key theoretical insight is described
in the second paragraph of Section III below.

A notion of list privacy – in an asymptotic rate-distortion
framework – has been considered earlier in a cryptographic
context, for instance, in [19]. In [19], a new concept of
information-theoretic secrecy is studied in the Shannon cipher
system setting where the eavesdropper produces a list of
reconstruction sequences, and secrecy is measured by the
minimum distortion over the entire list. Of a different nature,
our approach is in the spirit of prior works [9], [10], [12],
[18], [20] that deal with information leakage of a user’s private
data with associated nonprivate correlated data. A randomized
version of the nonprivate data is released publicly under a
constraint on the expected distortion between the nonprivate
and public data. The public data is designed such that it
minimizes information leakage, which is measured by the
mutual information between public and private data, under said
distortion constraint. These works are based on principles of
rate distortion theory.

In a related data privacy model in [1] and [3], maximum
a posteriori (MAP) estimates of private and nonprivate data,
that are digital, are formed on the basis of randomized public
versions of the latter. The private, nonprivate and public data
are assumed to form a Markov chain. Under a constraint on
the probability of estimating correctly the private data, mech-
anisms are sought for said randomization so as to maximize
correct MAP estimation of the nonprivate data.

In data privacy, an important movement that has com-
manded dominant attention over the years is differential
privacy, introduced in [4] and [5] and explored further in [2],
[11], [13], and [14] among others. Consider a data vector that
represents multiple users’ data. The notion of differential pri-
vacy stipulates that altering a data vector slightly leads only to
a near-imperceptible change in the corresponding probability
distribution of the output of the data release mechanism, which
is a randomized function of the data vector. Upon imposing a
differential privacy constraint, there exists a large body of work
that seeks to maximize function recoverability by minimizing
a discrepancy cost between function value and randomized
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query response, a representative sample is [6], [7], [8], [21].
In contrast, our work maximizes privacy under a constraint on
recoverability. Also, see [21] for data privacy methods other
than differential privacy.

Our model for ρ-recoverable function computation with
associated list privacy is described in Section II. List privacy is
characterized in Section III and Section IV contains a closing
discussion.

II. PRELIMINARIES

Let a (legitimate) user’s data be represented by a rv X
taking values in a finite set X with |X | = r ≥ 2, say, and of
known pmf PX with PX (x) > 0, x ∈ X . We shall consider
throughout a given mapping f : X → Z = {0, 1, . . . , k − 1},
2 ≤ k ≤ r. Let f−1 denote the inverse image of f , with
f−1(i) ≜ {x ∈ X : f(x) = i} , i ∈ Z . For a realization
X = x in X , a querier – who does not know x – wishes
to compute f (x) from a query response (QR) F (x) provided
by the user, where F (x) is a rv with values in Z. A QR must
satisfy the following recoverability condition.

Definition 1: Given 0 ≤ ρ ≤ 1, a QR F (X) is
ρ-recoverable if

P
(
F (X) = f (x)

∣∣X = x
)
≥ ρ, x ∈ X . (1)

Condition (1) can be written equivalently in terms of a
stochastic matrix W : X → Z with the requirement

W
(
f (x) |x

)
≥ ρ, x ∈ X (2)

which, too, will constitute a ρ-recoverable QR. Such a
ρ-recoverable F (X) or W will be termed ρ-QR. Note that
ρ-recoverability in (1), (2) does not depend on PX .

In order to give additional teeth to our notion of privacy,
we assume conservatively that the querier knows the pmf PX

and the ρ-QR F or W .
Definition 2: Let Ll be the set of all l-sized subsets of X ,

1 ≤ l < r. For a given l, 1 ≤ l < r, the (l-)list privacy of a
ρ-QR F (X) or W satisfying (1) or (2) is

π(l)
ρ (F ) = π(l)

ρ (W ) ≜ min
g

P (X /∈ g (F (X))) , (3)

where the minimum is over all estimators g : Z → Ll. The
minimum in (3) is attained by a MAP estimator

g
(l)
MAP (W )(i) = arg max

L∈Ll

P (X ∈ L, F (X) = i)

= arg max
L∈Ll

∑
x∈L

PX (x) W (i|x) , i ∈ Z. (4)

Ties in (4) are broken arbitrarily. For 0 ≤ ρ ≤ 1, the maximum
list privacy that can be attained by a ρ-QR is termed list
ρ-privacy and denoted by π(l)(ρ), i.e.,

π(l) (ρ) ≜ max
W :W (f(x)|x)≥ρ

x∈X

π(l)
ρ (W ) .

Our objective is to characterize list ρ-privacy, and identify
explicitly ρ-QRs that achieve them, 0 ≤ ρ ≤ 1. This objective
is met below in part for π(l)(ρ).

Remark: Our earlier works [15], [16] were concerned pri-
marily with privacy for the data X . The associated concept of
ρ-privacy π(ρ) for X is a special case of list ρ-privacy π(l)(ρ)
for list size l = 1. Clearly, list privacy is a more stringent
notion than (data) privacy since π(l)(ρ) ≤ π(ρ). Also, for
1 ≤ l′ < l < r, π(l)(ρ) ≤ π(l′)(ρ).

III. LIST ρ-PRIVACY

Our characterization of list ρ-privacy π(l)(ρ), 0 ≤ ρ ≤ 1,
is partial. We provide an upper bound for π(l)(ρ), and an
achievability proof for the special case of a binary-valued
mapping f : X → Z = {0, 1}. A general achievability proof
is not yet in hand.

Our first main result is a general upper bound for
π(l)(ρ), 0 ≤ ρ ≤ 1. This upper bound below is guided
by the following heuristics. When ρ = 0, the ρ-QR F (X)
gives no actionable information to the querier. Therefore,
the querier’s best list estimate consists of the l largest
PX -probability elements of the data X in X , and the cor-
responding list estimation error probability is π(l)(0). The
other extreme of ρ = 1 corresponds to the querier having
a full knowledge of f(X). Then, for f(X) = i in Z ,
the best list estimate for the querier will contain the largest
min{l, |f−1(i)|} PX -probability elements in the subset f−1(i)
of X . For any intermediate value of ρ, the querier’s optimal
choice will be a suitable combination of these two extremes.
In other words, the querier’s best list estimate will consist of
a mix of the highest PX -probability elements in X and the
highest PX -probability elements in f−1(i), for F (X) = i
in Z; and as ρ increases, the relative size of the latter will
increase while the former diminishes.

Specifically, for any A ⊆ X , we denote by [A]t the set of
t largest PX -probability elements in A, 0 ≤ t ≤ |A| ≤ r;
in particular, [A]0 = ∅ and L∗t ≜ [X ]t is the set of t largest
PX -probability elements in X . Define

Λρ ≜ arg max
Λ⊂X :

0≤|Λ|≤l[
PX(Λ) + ρ

∑
i∈Z

PX

([
f−1(i) \ Λ

]
min{l−|Λ|,|f−1(i)\Λ|}

)]
,

0 ≤ ρ ≤ 1. (5)

Theorem 1: (i) For 0 ≤ ρ ≤ 1/k,

π(l)(ρ) = 1− PX (L∗l ) . (6)

(ii) For ρ = 1,

π(l)(1) = 1−
∑
i∈Z

PX

([
f−1(i)

]
min{l,|f−1(i)|}

)
. (7)

(iii) For 0 ≤ ρ ≤ 1, π(l)(ρ) is bounded above according to

π(l)(ρ) ≤ π(l)
u (ρ) ≜ 1−

[
PX(Λρ)+

ρ
∑
i∈Z

PX

([
f−1(i) \ Λρ

]
min{l−|Λρ|,|f−1(i)\Λρ|}

) ]
. (8)

Remarks:
(i) In the (uninteresting) regime of low ρ, specifically 0 ≤

ρ ≤ 1/k, Theorem 1(i) shows that the ρ-QR F (X)
is useless for the querier whose best estimate of a list
is L∗l , i.e., the list of l-largest PX -probability elements
in X .

(ii) For ρ = 1, when the querier has full knowledge of f(X),
say f(X) = i in Z , the querier’s best list estimate
Ll will contain

[
f−1(i)

]
min{l,|f−1(i)|}. Theorem 1(ii)

characterizes the corresponding ρ-privacy π(l)(1).
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(iii) As described above, the form of π
(l)
u (ρ) in (8), (5) affords

the following interpretation for the querier’s best list
estimate: For any intermediate value of ρ, the expres-
sion in (8) captures a tradeoff between the extremes in
Remarks (i), (ii).

(iv) The maximizing Λ = Λρ in (5) need not be unique.
(v) In the right-side of (8), π

(l)
u (ρ) is piecewise affine in

ρ ∈ [0, 1]. See, for example, Fig. 1.
(vi) For l = 1,

π(l)
u (ρ)

= 1−max

{
max
x∈X

PX(x), ρ
∑
i∈Z

max
x∈f−1(i)

PX(x)

}
which, by [16, Theorem 2] equals ρ-privacy π(ρ). Thus,
Theorem 1 is tight for l = 1.

For the special case of binary-valued functions f : X →
Z = {0, 1}, the upper bound in Theorem 1(iii) is tight. This
is shown by identifying a suitable ρ-QR that achieves said
bound.

A special form of ρ-QR, termed add-noise ρ-QR in
[16, Definition 2], will be pertinent. An add-noise ρ-QR F (X)
is of the form

F (X) = f(X) + N mod k (9)

where N is a Z-valued rv that satisfies

N −◦− f(X) −◦− X (10)

whereby readily implying

X −◦− f(X) −◦− F (X). (11)

As shown in [16, Lemma 1], such an add-noise privacy
mechanism corresponds to a stochastic matrix W : X → Z
with identical rows for all x ∈ f−1(i), i ∈ Z .

Theorem 2: For f : X → Z = {0, 1}, it holds that list
ρ-privacy is

π(l)(ρ) = π(l)
u (ρ) =

1−

PX(Λρ) + ρ
∑

i∈{0,1}

PX

([
f−1(i) \ Λρ

]
l−|Λρ|

) ,

0 ≤ ρ ≤ 1, (12)

and is achieved by an add-noise ρ-QR.
Remark: As noted below in the proof of Theorem 2, the

minimum in (8) is attained by l − |Λρ|.
Example: This example illustrates the remark at the end of

Section II. Let X be a {0, 1, 2, 3}-valued rv with uniform pmf
PX . Consider the mapping f : {0, 1, 2, 3} → {0, 1} with

f(0) = f(1) = 0, f(2) = f(3) = 1.

By Remark (vi) after Theorem 1 above,

π(ρ) = π(1)(ρ) = 1−max{0.25, 0.5ρ}, 0 ≤ ρ ≤ 1.

Next, in (5), we have

Λρ = arg max
Λ⊂X :

0≤|Λ|≤l0.25 |Λ|+ 0.25ρ
∑

i∈{0,1}

min{l − |Λ|, |f−1(i) \ Λ|}

 ,

0 ≤ ρ ≤ 1,

and so by Theorem 2,

π(2)(ρ) = 1−max{0.5, ρ}, 0 ≤ ρ ≤ 1,

and

π(3)(ρ) = 1−max{0.75, 0.5 + 0.5ρ}, 0 ≤ ρ ≤ 1.

Thus, for 0 ≤ ρ < 1,

π(1)(ρ) > π(2)(ρ) > π(3)(ρ) > π(4)(ρ) = 0,

where the last equality is obvious. ■
The following technical lemma, whose proof is relegated to

Appendix, states properties of Λρ and π
(l)
u (ρ) in (5), (8) of

pertinence to the proof of Theorem 2.
Lemma 3:

(
Properties of Λρ and π

(l)
u (ρ) in (5), (8), (12)

)
(i) Λρ =

⋃
i∈Z

(
Λρ ∩ f−1(i)

)
=

⋃
i∈Z

[
f−1(i)

]
|Λρ∩f−1(i)|,

i.e., Λρ ∩ f−1(i) consists of
∣∣Λρ ∩ f−1(i)

∣∣-largest
PX -probability elements in f−1(i), i ∈ Z .

(ii) For f : X → Z = {0, 1}, Λρ satisfies

l − |Λρ| ≤ |f−1(i) \ Λρ|, i ∈ {0, 1}. (13)

(iii) π
(l)
u (ρ) in (5), (8) is piecewise affine, continuous and

nonincreasing in ρ ∈ [0, 1], with

π(l)
u (0) = 1− PX (L∗l ) ,

π(l)
u (1) = 1−

∑
i∈Z

PX

([
f−1(i)

]
min{l,|f−1(i)|}

)
. (14)

(iv) |Λρ| is nonincreasing in ρ, 0 ≤ ρ ≤ 1, with |Λ0| = l
and 0 ≤ |Λ1| ≤ max{0, l −min

i∈Z
|f−1(i)|}.

(v) |Λρ| is piecewise constant in 0 ≤ ρ ≤ 1 with |Λρ| = l−j
for ρ ∈ [ρj , ρj+1], 0 ≤ j ≤ l, where
ρ0 = 0 < ρ1 ≤ . . . ≤ ρl ≤ ρl+1 = 1; and ρj , j =
1, . . . , l, is the solution to

max
Λ⊂X :

|Λ|=l−j+1

[
PX(Λ)

+ ρ
∑
i∈Z

PX

([
f−1(i) \ Λ

]
min{j−1,|f−1(i)\Λ|}

) ]

= max
Λ′⊂X :
|Λ′|=l−j

[
PX(Λ′)

+ ρ
∑
i∈Z

PX

([
f−1(i) \ Λ′

]
min{j,|f−1(i)\Λ′|}

) ]
.

(15)

Proof of Theorem 1: (i) For every ρ-QR W : X → Z in (2),

1− π(l)
ρ (W ) = P

(
X ∈ g

(l)
MAP (W ) (F (X))

)
=

∑
i∈Z

P
(
X ∈ g

(l)
MAP (W ) (F (X)) , F (X) = i

)
=

∑
i∈Z

max
L∈Ll

P (X ∈ L, F (X) = i)

=
∑
i∈Z

max
L∈Ll

∑
x∈L

PX(x)W (i|x) (16)
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Fig. 1. π
(3)
u (ρ) vs. ρ.

≥
∑
i∈Z

∑
x∈L∗l

PX(x)W (i|x)

=
∑

x∈L∗l

PX(x)
∑
i∈Z

W (i|x) = PX (L∗l ) ,

where the inequality above is by choosing L = L∗l in (16).
Therefore,

π(l)(ρ) ≤ 1− PX (L∗l ) , 0 ≤ ρ ≤ 1. (17)

The upper bound in (17) can be achieved by a ρ-QR W0 :
X → Z , 0 ≤ ρ ≤ 1/k, given by

W0(i|x) =
1
k

, i ∈ Z, x ∈ X .

Using (16),

π(l)
ρ (W0) = 1−

∑
i∈Z

max
L∈Ll

∑
x∈L

PX(x)W (i|x)

= 1−
∑
i∈Z

max
L∈Ll

∑
x∈L

PX(x)
1
k

= 1− PX (L∗l ) ,

which along with (17) yields (6).
(ii) For ρ = 1, the only feasible ρ-QR is W1 : X → Z

given by

W1(i|x) =
{

1, x ∈ f−1(i), i ∈ Z
0, otherwise.

Then

1− π(1) = 1− π
(l)
1 (W1)

=
∑
i∈Z

max
L∈Ll

∑
x∈L

PX(x)W1(i|x), by (16)

=
∑
i∈Z

max
L∈Ll

∑
x∈L

PX(x)1(i = f(x))

=
∑
i∈Z

PX

([
f−1(i)

]
min{l,|f−1(i)|}

)
,

which gives (7).
(iii) By (16), for every ρ-QR W : X → Z in (2),

1− π(l)
ρ (W )

=
∑
i∈Z

max
L∈Ll

∑
x∈L

PX(x)W (i|x) (18)

≥
∑
i∈Z

max
Λ⊂X :

0≤|Λ|≤l

∑
x∈Λ∪[f−1(i)\Λ]min{l−|Λ|,|f−1(i)\Λ|}

PX(x)W (i|x)

=
∑
i∈Z

max
Λ⊂X :

0≤|Λ|≤l

[ ∑
x∈Λ

PX(x)W (i|x)+

∑
x∈[f−1(i)\Λ]min{l−|Λ|,|f−1(i)\Λ|}

PX(x)W (i|x)

]

≥ max
Λ⊂X :

0≤|Λ|≤l

∑
i∈Z

[ ∑
x∈Λ

PX(x)W (i|x)+

∑
x∈[f−1(i)\Λ]min{l−|Λ|,|f−1(i)\Λ|}

PX(x)W (i|x)

]

≥ max
Λ⊂X :

0≤|Λ|≤l

[
PX(Λ)+

ρ
∑
i∈Z

PX

([
f−1(i) \ Λ

]
min{l−|Λ|,|f−1(i)\Λ|}

) ]
(19)

which yields (8). ■
Proof of Theorem 2: For f : X → {0, 1}, we first note

by Lemma 3(ii) that π
(l)
u (ρ) in (8) simplifies to the form of

π
(l)
u (ρ) in the right-side of (12).
Next, we present a ρ-QR that achieves the right-side of (12).

In particular, this ρ-QR will involve 0 < ρ1 < 1 where,
by Lemma 3(v), with j = 1 in (15), ρ = ρ1 is the solution to

PX(L∗l ) = max
Λ′⊂X :
|Λ′|=l−1

[
PX(Λ′) + ρ

∑
i∈Z

PX

([
f−1(i) \ Λ′

]
1

)]
,

observing that Λ = L∗l is the maximizer in the left-side of (15).
Furthermore, the right-side of (12) simplifies for 0 ≤ ρ ≤ ρ1.
Specifically, by Lemma 3(v), |Λρ| = l, 0 ≤ ρ ≤ ρ1, and by
the observation above Λρ = L∗l , 0 ≤ ρ ≤ ρ1. Hence, by the
right-side of (12),

π(l)
u (ρ) = 1− PX (L∗l ) , 0 ≤ ρ ≤ ρ1. (20)
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Clearly, by Theorem 1(i), ρ1 ≥ 1/k. Consider the add-noise
ρ-QR (9)-(11)

F (X) = f(X) + N mod 2

with

P
(
N = 0

∣∣f(X) = i
)

= max{ρ, ρ1}, i ∈ {0, 1}

where, in this instance, N is independent of f(X). The ρ-QR
above corresponds to Wo : X → {0, 1} given by

Wo(i|x)

=
{

max{ρ, ρ1}, i = f(x)
1−max{ρ, ρ1}, i ̸= f(x), x ∈ X , i ∈ {0, 1}.

(21)

The list privacy afforded by Wo is

π(l)
ρ (Wo) = 1− P

(
X ∈ g

(l)
MAP (Wo) (F (X))

)
= 1−

∑
i∈{0,1}

max
L∈Ll

∑
x∈L

PX(x)Wo(i|x). (22)

The proof of Theorem 2 is completed upon showing that
π

(l)
ρ (Wo) above equals the right-side of (12) for 0 ≤ ρ ≤ 1

(and, in particular, the right-side of (20) for 0 ≤ ρ ≤ ρ1). This
is done in the following four steps.
1. Using Lemma 3(i), (ii), we identify the set that attains the

maximum in (22) for i in {0, 1}.
2. We first consider the case ρ1 ≤ ρ ≤ 1. Using the form of

Λρ in (5), we show that the set identified in Step 1 indeed
attains the maximum in (22) for i in {0, 1}.

3. Using Steps 1 and 2, for ρ1 ≤ ρ ≤ 1, we show that
π

(l)
ρ (Wo) = π

(l)
u (ρ) in (12).

4. For 0 ≤ ρ < ρ1, using Steps 1 and 2, we show directly
that π

(l)
ρ (Wo) = π

(l)
u (ρ) in (12).

Step 1: With Λρ as in (5), and noting by Lemma 3(ii) that
l−|Λρ| ≤ |f−1(i)\Λρ|, i ∈ {0, 1}, we claim that the maxima
in (22) are attained by Li, i = 0, 1, in Ll given by

Li = Λρ ∪
[
f−1(i) \ Λρ

]
l−|Λρ|

, i = 0, 1. (23)

For any A ⊆ X , let [A]i denote the (not necessarily unique)
ith-largest PX -probability element in A, i = 1, . . . , |A|. Let∣∣Λρ ∩ f−1(i)

∣∣ = ai, i ∈ {0, 1}. Using Lemma 3(i) in (23),
said claim means that

L1 =
[
f−1(1)

]
a1+l−|Λρ|

∪
[
f−1(0)

]
a0

L0 =
[
f−1(1)

]
a1
∪

[
f−1(0)

]
a0+l−|Λρ|

attain the maxima in (22).
Step 2: When ρ1 ≤ ρ ≤ 1, with the choice of Wo in (21),

for the maximum in (22) for i = 1 to be attained by L1,
it suffices if

ρPX

(
[f−1(1)]a1+l−|Λρ|

)
≥ (1− ρ)PX

(
[f−1(0)]a0+1

)
(24)

and

(1− ρ)PX

(
[f−1(0)]a0

)
≥ ρPX

(
[f−1(1)]a1+l−|Λρ|+1

)
.

(25)

If a0 = 0 or a1 + l − |Λρ| = |f−1(1)|, then it is enough
to show (24), as (25) is vacuous. If a0 = |f−1(0)| or a1 +

l − |Λρ| = 0, then again it is adequate to show (25), as (24)
is vacuous. Since Λρ attains the maximum for the expression
within [·] in (5),

PX(Λρ) + ρ
∑

i∈{0,1}

PX

([
f−1(i) \ Λρ

]
l−|Λρ|

)
≥ PX(Λ) + ρ

∑
i∈{0,1}

PX

([
f−1(i) \ Λ

]
min{l−|Λ|,|f−1(i)\Λ|}

)
,

Λ ⊂ X , 0 ≤ |Λ| ≤ l. (26)

By choosing Λ = Λρ ∪ [f−1(0)]a0+1 in1 (26), we get

PX (Λρ) + ρ
∑

i∈{0,1}

PX

([
f−1(i) \ Λρ

]
l−|Λρ|

)
≥ PX

(
Λρ ∪ [f−1(0)]a0+1

)
+ ρ

∑
i∈{0,1}

PX

([
f−1(i) \

(
Λρ ∪ [f−1(0)]a0+1

)]
l−|Λρ|−1

)
,

which reduces to (24). Similarly, by choosing Λ = Λρ \
[f−1(0)]a0 in2 (26), we get (25).

For establishing that the maximum in (22) for i = 0 is
attained by L0, similarly it is sufficient to show that

ρPX

(
[f−1(0)]a0+l−|Λρ|

)
≥ (1− ρ)PX

(
[f−1(1)]a1+1

)
(27)

and

(1− ρ)PX

(
[f−1(1)]a1

)
≥ ρPX

(
[f−1(0)]a0+l−|Λρ|+1

)
.

(28)

This is done by choosing Λ = Λρ∪[f−1(1)]a1+1 and Λ = Λρ\
[f−1(1)]a1 which give (27) and (28), respectively, by similar
calculations as for the case i = 1.

Step 3: Finally, upon substituting (23) in (22), the result-
ing π

(l)
ρ (Wo) equals the upper bound π

(l)
u (ρ) in (12). This

completes the proof of achievability when ρ1 ≤ ρ ≤ 1.
Step 4: We now consider the case 0 ≤ ρ < ρ1. Hav-

ing established at ρ = ρ1 that π
(l)
ρ1 (Wo) = π

(l)
u (ρ1), and

using (20), we get π
(l)
ρ1 (Wo) = π

(l)
u (ρ1) = 1−PX(L∗l ). Then,

recalling (21), for 0 ≤ ρ < ρ1,

π(l)
ρ (Wo) = π(l)

ρ1
(Wo) = 1− PX(L∗l ) = π(l)

u (ρ),

where the last equality is by (20). This completes the proof
of Theorem 2. ■

Remark: Observe in the proof of Theorem 1(iii) that in
obtaining the bound (19), a list of size less than l will be
chosen for the second summation in the right-side of (18)
if Λρ is such that, for some i in Z , it holds that l − |Λρ| >
|f−1(i)\Λρ|. This would suggest an apparent slackness in the
upper bound on π(ρ). We provide next an example to show
that this is not necessarily the case. Consider the mapping
f : {0, 1, . . . , 4} → {0, 1, 2} with

f(0) = f(1) = 0, f(2) = f(3) = 1 and f(4) = 2.

1We know that since ρ > ρ1, |Λρ| ≤ l − 1, and therefore, Λ = Λρ ∪
[f−1(0)]a0+1 is a valid choice for Λ in (26). Also, by a straightforward
calculation, l − |Λ| ≤ |f−1(i) \ Λ|, i = 0, 1.

2As noted, we only need to show (25) if a0 > 0 and a1 + l − |Λρ| <
|f−1(1)|. Then with Λ = Λρ \ [f−1(0)]a0 , it can be verified easily that if
a0 > 0 and a1+l−|Λρ| < |f−1(1)|, then l−|Λ| ≤ |f−1(i)\Λ|, i = 0, 1.

Authorized licensed use limited to: Prakash Narayan. Downloaded on August 22,2024 at 01:45:24 UTC from IEEE Xplore.  Restrictions apply. 



NAGESWARAN AND NARAYAN: LIST PRIVACY UNDER FUNCTION RECOVERABILITY 6625

The list size l = 2, and PX is the uniform pmf on X . By a
straightforward calculation, we obtain

π(l)
u (ρ) =


1− ρ, 1

2 ≤ ρ ≤ 1
4
5 −

3
5ρ, 1

3 ≤ ρ ≤ 1
2

3
5 , 0 ≤ ρ ≤ 1

3 .

Observe that for 1/2 ≤ ρ ≤ 1, Λρ = ∅, due to which l−|Λρ| =
2 > |f−1(2) \ Λρ| = 1. But the ρ-QR W : {0, 1, . . . , 4} →
{0, 1, 2} given by

W (i|x) =



ρ, i ∈ {0, 1, 2}, x ∈ f−1(i)
1− ρ, i = 0, x ∈ {2, 3}
1− ρ, i = 1, x ∈ {0, 1}
1−ρ
2 , i ∈ {0, 1}, x = 4

0, otherwise,

has list privacy 1− ρ for 1/2 ≤ ρ ≤ 1. Therefore, for 1/2 ≤
ρ ≤ 1, π

(l)
u (ρ) is optimal even though l−|Λρ| = 2 > |f−1(2)\

Λρ| = 1.

IV. DISCUSSION

Theorem 1 provides a general upper bound for list ρ-
privacy that is tight for the special case of a binary-valued
function. What is the exact characterization of list ρ-privacy
for functions that are not binary-valued? With regard to the
converse, from the derivation of π

(l)
u (ρ), we get that the

querier’s best list estimate, based on i in Z , has the structure
that it consists of elements from the highest PX -probability
elements in X and the highest PX -probability elements in
f−1(i). This natural form of the querier list estimate suggests
the optimality of π

(l)
u (ρ). Hence, it promotes the conjecture

that list ρ-privacy π(l)(ρ) equals π
(l)
u (ρ). If true, what is

the ρ-QR that attains a list privacy of π
(l)
u (ρ) for functions

that are not binary-valued? Our optimal ρ-QR Wo (21) for a
binary-valued function involves only ρ1. Recalling ρ1, . . . , ρk

from Lemma 3(v), what role, if any, will ρ2, . . . , ρk play in
the construction of the optimal ρ-QR for functions that are not
binary-valued? Further, we note in (21) that Wo corresponding
to f−1(0) (resp. f−1(1)) are identical. Such a Wo has the
attribute that the resulting ρ-QR F (X) satisfies the Markov
property X −◦− f(X) −◦− F (X), and is termed an “add-
noise” ρ-QR in [16, Definition 2]. Will ρ-QRs, not necessarily
of the add-noise type, be required for achieving list ρ-privacy
in general? These questions are open.

APPENDIX
PROOF OF LEMMA 3

(i) We need to show that

Λρ ∩ f−1(i) =
[
f−1(i)

]
|Λρ∩f−1(i)| , i ∈ Z. (29)

Writing the term within [·] in (5) with Λ = Λρ as∑
i∈Z

[
PX

(
Λρ ∩ f−1(i)︸ ︷︷ ︸

)

+ ρPX

[
f−1(i) \ Λρ ∩ f−1(i)

]
min{l−|Λρ|,|f−1(i)\Λρ|}︸ ︷︷ ︸︸ ︷︷ ︸

 ]
.

(30)

In (30), for each i ∈ Z , focusing on the term within [·],
if (29) is violated, there exists an element in ·︸︷︷︸︸︷︷︸ of higher

PX -probability than the minimum PX -probability element in
·︸︷︷︸. Swapping them would lead to a higher value of [·] since

ρ ≤ 1, thereby contradicting the optimality of Λρ in (5).
Therefore, (29) holds.

(ii) Assume

l − |Λρ| > |f−1(0) \ Λρ| (31)

and

l − |Λρ| ≤ |f−1(1) \ Λρ|.

Let ∣∣Λρ ∩ f−1(i)
∣∣ = ai, i ∈ {0, 1},

which give

|Λρ| =
∑

i∈{0,1}

ai (32)

and

|f−1(i) \ Λρ| = |f−1(i)| − ai, i ∈ {0, 1}, (33)

and using Lemma 3(i),

Λρ =
[
f−1(1)

]
a1
∪

[
f−1(0)

]
a0

. (34)

Substituting (32), (33) in (31), we get

l − |f−1(0)| > a1. (35)

Consider the set Λ̃ρ given by

Λ̃ρ =
[
f−1(1)

]
l−|f−1(0)| ∪

[
f−1(0)

]
a0

. (36)

Since l − |f−1(0)| > a1 ≥ 0, |f−1(1)| > l − |f−1(0)| and∣∣∣Λ̃ρ

∣∣∣ = l − |f−1(0)| + a0 ≤ l, Λ = Λ̃ρ is a valid choice
for the expression within [·] in (5). We claim that choosing
Λ = Λ̃ρ gives a larger value for the expression within [·]
in (5), thereby contradicting the optimality of Λρ, and, in turn,
proving that (31) cannot hold. To establish the claim above,
with Λ = Λρ in the expression within [·] in (5), and using (34),
we get

[·] =PX

(
[f−1(0)]a0

)
+ ρPX

([
f−1(0) \ [f−1(0)]a0

]
|f−1(0)|−a0

)
+ PX

(
[f−1(1)]a1

)
+ ρPX

([
f−1(1) \ [f−1(1)]a1

]
l−a1−a0

)
; (37)

and upon choosing Λ = Λ̃ρ in [·] in (5), and using (36), we get

[·] =PX

(
[f−1(0)]a0

)
+ ρPX

([
f−1(0) \ [f−1(0)]a0

]
|f−1(0)|−a0

)
+ PX

(
[f−1(1)]l−|f−1(0)|

)
+ ρPX

([
f−1(1) \ [f−1(1)]l−|f−1(0)|

]
|f−1(0)|−a0

)
.

(38)

Observe that in (37), (38), by (35),
[
f−1(1)

]
a1

⊂[
f−1(1)

]
l−|f−1(0)|, and since ρ ≤ 1, the claim holds.
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Similar arguments apply if we assume

l − |Λρ| > |f−1(1) \ Λρ| and l − |Λρ| ≤ |f−1(0) \ Λρ|

or

l − |Λρ| > |f−1(1) \ Λρ| and l − |Λρ| > |f−1(0) \ Λρ|.

Therefore, (13) is true.
(iii) Consider 1− π

(l)
u (ρ) = max

0≤l′≤l
α (ρ, l′) where

α (ρ, l′) = max
Λ⊂X :
|Λ|=l′

β (ρ, l′, Λ)

β (ρ, l′, Λ) = PX(Λ)

+ ρ
∑
i∈Z

PX

([
f−1(i) \ Λ

]
min{l−l′,|f−1(i)\Λ|}

)
,

where |Λ| = l′. For each fixed 0 ≤ l′ ≤ l and fixed Λ ⊂ X
with |Λ| = l′, β (ρ, l′, Λ) is affine and nondecreasing in ρ.
Hence, α (ρ, l′) – as the maximum of finitely many affine and
nondecreasing functions in ρ – is piecewise affine, continuous
and nondecreasing in ρ. In turn, 1−π

(l)
u (ρ) – as the maximum

of l + 1 such functions α (ρ, l′) – also is piecewise affine,
continuous and nondecreasing in ρ. The values of π

(l)
u (ρ)

at the end points ρ = 0 and ρ = 1 in (14) follow from a
straightforward calculation.

(iv) For l′ = 0, α(ρ, 0) is linear in ρ with α(0, 0) = 0 and
α(1, 0) =

∑
i∈Z

PX

([
f−1(i)

]
min{l,|f−1(i)|}

)
; and for l′ = l,

α(ρ, l) ≡ PX (L∗l ). And for 0 < l′ < l, α (ρ, l′) is piecewise
affine, continuous and nondecreasing in ρ ∈ [0, 1] as noted in
the proof of (iii). Further, observe that for 0 ≤ l′1 < l′2 ≤ l,

α (0, l′1) ≤ α (0, l′2) while α (1, l′1) ≥ α (1, l′2)

where the latter is immediate upon examining

α (1, l′) =

max
Λ⊂X :
|Λ|=l′

[
PX(Λ) +

∑
i∈Z

PX

([
f−1(i) \ Λ

]
min{l−l′,|f−1(i)\Λ|}

)]

and observing that α (1, l′) ≤ α (1, l′ − 1), etc. The claim in
(iv) follows.

(v) The claim follows readily from |Λρ| taking values in
{0, 1, . . . , l}, property (iv), and ρ ranging continuously in
[0, 1]. ■
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