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Abstract—We revisit A.C. Yao’s classic problem of secure
function computation by interactive communication, in an information theoretic setting. Our approach, based on examining
the underlying common randomness, provides a new proof of the
characterization of a securely computable function by deterministic protocols. This approach also yields a characterization of
the minimum communication needed for secure computability.
Key words: Common randomness, maximum common function,
recoverability, secure computing, security.

I. I NTRODUCTION
Terminals 1 and 2 observe, respectively, the finite-valued
random variables (rvs) X1 and X2 . They seek to compute a
given function G = g(X1 , X2 ) using an interactive communication protocol in such a manner that each terminal should
glean no information about the other terminal’s observation
than can be obtained from its own observation and the function
value. This basic problem of secure computing, introduced in
the seminal work of Yao [23], has been studied extensively
in cryptography for both computational as well as information
theoretic secrecy criteria (cf. [18], [5], [4], [6], [3], [11]).
When the terminals communicate, they generate common
randomness (CR) [1], namely shared bits known to both
parties. Even in an ideal world where an oracle reveals the
value of G to both terminals and no information is exchanged
between them, the two parties acquire not only G but the
maximum common function V of the rvs (X1 , G) and (X2 , G).
We shall term this the oracle CR. Heuristically, a secure
protocol is one that reveals no more than the oracle CR
to the two terminals. In this work, restricting ourselves to
deterministic protocols that do not use local randomness, we
provide a simple proof of this heuristic statement: the CR
generated by any perfectly information theoretically secure
protocol is exactly the oracle CR and no more. This provides
a characterization of the CR that is generated in securely
computing a function.
Clearly, if the oracle CR V is an interactive function of
X1 and X2 , then the two terminals can securely compute G
by simply revealing the oracle CR interactively; in fact, this
observation holds in a more general and abstract setting (see
[14] for details). On the other hand, our result above implies
that if G is securely computable then the corresponding oracle
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CR is an interactive function. Thus, a function is securely computable if and only if its oracle CR is an interactive function.
This characterization of securely computable functions was
first discovered by [3] and [11] (see also [13] for statistically
secure setting). We provide a simple and operational proof
of this fundamental result by a different approach, as our
first contribution. It also clarifies how exactly the property
of interactive communication comes into play.
Another consequence of our characterization of the CR
generated in secure computing is a bound for the “size”
of secure interactive communication needed for the purpose,
which is our second contribution. Specifically, a basic property
of interactive communication noted in [15], [1], implies that
the entropy of an interactive communication F that computes
a function G must satisfy
H(F) ≥ H(G|X1 ) + H(G|X2 ).
Furthermore, when the rvs X1 and X2 are independent, the
minimum such communication needed to securely compute G
coincides with the oracle CR, and
H(F) = H(V ) = H(G|X1 ) + H(G|X2 ).
See [11], [8] for related results of a similar spirit.
The next section contains a formal description of secure
computation. Section III contains our main results, followed
by a discussion in the final section of our continuing work.
II. S ECURE C OMPUTATION
We begin with a formal description of secure computation.
Terminals 1 and 2 observe, respectively, rvs X1 and X2 taking
values in finite sets X1 and X2 , and with known joint probability mass function (pmf) PX1 X2 . An interactive communication
protocol entails the terminals communicating with each other
alternatingly, with a message from each terminal being allowed
to depend on its local observation and all previous exchanges.
We assume without loss of generality that the communication
of the terminals takes place in consecutive time slots in r
rounds. The resulting interactive communication is described
in terms of the mappings
f11 , f12 , f21 , f22 , . . . , fr1 , fr2 ,

(1)

with fti corresponding to a message in round t from terminal
i, 1 ≤ t ≤ r, i = 1, 2; in general, fti is allowed to yield
any function of Xi and all the previous communication. The
corresponding rvs representing the interactive communication
are depicted collectively as
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F = (F11 , F12 , F21 , F22 , . . . , Fr1 , Fr2 ) ,
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where F = F(X1 , X2 ).
For a given mapping g : X1 × X2 → Z, terminals 1 and
2, observing X1 and X2 , seek to compute the function G ,
g(X1 , X2 ) of their collective data (X1 , X2 ) using interactive
communication, in such a way that each terminal gleans no
more information about the other terminal’s observation than
can be obtained from its own observation and the function
value. We require exact recovery and perfect security, i.e., that
there exist an interactive communication F and local estimates
Gi = gi (Xi , F), i = 1, 2, such that
P (G1 = G2 = G) = 1,

(2)

and
H(Xi |Xic , G) = H(Xi |Xic , F),

i = 1, 2,

(3)

termed the oracle CR, is the maximum CR shared by the
oracle-aided terminals.
Note that the oracle CR, too, is a function of (X1 , X2 ).
We begin by showing that when the terminals compute G by
any1 communication F, they compute, in effect, the oracle
CR. Furthermore, the security of each computation implies
the other.
Lemma 1 (Equivalence of computing G and oracle CR).
A function G = g(X1 , X2 ) is securely computable by any
communication F iff V = mcf((X1 , G), (X2 , G)) is securely
computable by F.
Proof: For any communication F, it holds by the definition of V that
H(V |Xi , F) ≤ H(Xi , G|Xi , F)

c

where i denotes {1, 2}\{i}. Note that under the exact recoverability condition (2), the security condition (3) becomes
I(Xi ∧ F|Xic , G) = H(F|Xic , G) = 0,

i = 1, 2.

= H(G|Xi , F)
≤ H(V |Xi , F),

(4)

A function G is called securely computable if there exists an
interactive communication F that satisfies (2) and (4). Our
main result characterizes the CR that is generated in securely
computing such a function. The concept of CR introduced
in [1] and the related notion of maximum common function
introduced in [10] are defined below.
Definition 1 (Common Randomness). An rv L = L(X1 , X2 )
is (exact) CR for the terminals 1 and 2 using communication
F, if there exist local estimates
Li = Li (Xi , F), i = 1, 2
satisfying
P (L1 = L2 = L) = 1.
Definition 2 (Maximum Common Function). A maximum
common function of finite-valued rvs A1 and A2 with joint
pmf PA1 A2 , denoted by mcf(A1 , A2 ), is a “common function”
of A1 and of A2 , i.e., there exist functions α(A1 ) and β(A2 )
such that P (α(A1 ) = β(A2 )) = 1; and such that every
common function of A1 and A2 is a function of mcf(A1 , A2 ).
Loosely speaking, the rv mcf(A1 , A2 ) represents the maximum CR shared by two terminals with access to the rvs A1
and A2 , without communication between themselves.
The characterization of securely computable functions that
we provide in the next section is in terms of the operational
definition of mcf above. On the other hand, the characterization of a securely computable function in [3], [11] is
intrinsically in terms of a constructive characterization of mcf
in [10]; thus, the two characterizations are equivalent.

upon noting that G is a function of V . Therefore,
H(V |Xi , F) = H(G|Xi , F), i = 1, 2,
Similarly, for i = 1, 2,
I(Xi ∧ F|Xic , V ) = I(Xi ∧ F|Xic , V, G)
= I(Xi ∧ F|Xic , G).
Thus, the recoverability condition (2) and the security condition (4) apply identically to V and G, for any communication
F.
The rvs A1 and A2 will be said to be equivalent, denoted
A1 ≡ A2 , if H(A1 |A2 ) = H(A2 |A1 ) = 0, i.e., in essence,
the rvs A1 and A2 are the same.
The oracle CR V has the following simple and useful
invariance property.
Lemma 2 (Invariance of oracle CR). Given a function
G = g(X1 , X2 ), the oracle CR V = mcf((X1 , G), (X2 , G))
satisfies
V ≡ mcf((X1 , V ), (X2 , V )).
Proof: Since G is a function of V ,
mcf((X1 , V ), (X2 , V )) ≡ mcf((X1 , V, G), (X2 , V, G)),
and since V is a common function of (X1 , G) and of (X2 , G),
mcf((X1 , V, G), (X2 , V, G)) ≡ mcf((X1 , G), (X2 , G))
≡ V.
Given any communication F, let V̂ denote the maximum
CR that the two terminals can generate using F, i.e.,

III. M AIN R ESULTS
Consider an oracle model in which the value of function
G = g(X1 , X2 ) is gifted to both terminals (but no communication between them is allowed). Then,
V , mcf((X1 , G), (X2 , G)),

V̂ , mcf((X1 , F), (X2 , F)).
Since G is recoverable from (X1 , F) and (X2 , F), the CR V̂
must contain the oracle CR V . Our first main result shows

(5)

950

1 By

“any,” we mean hereafter “not necessarily interactive.”

that the security condition renders V̂ to be exactly the oracle
CR.

is an interactive function. Observe that
V̂ = mcf((X1 , F), (X2 , F))

Theorem 3. If G is securely computable by any communication F, then V̂ is equivalent to the oracle CR V .

≡ F, mcf((X1 , F), (X2 , F))

Proof: By Lemma 1, the secure computability of G by
F is tantamount to that of V by F. Then the recoverability
condition (2) and the security condition (4) yield

≡ (F, β(X2 , F)),

mcf((X1 , F), (X2 , F)) ≡ mcf((X1 , F, V ), (X2 , F, V ))
≡ V,
where the last step uses Lemma 2.
The result above provides an exact characterization of the
CR that is generated by any communication F that securely
computes G – it is exactly the oracle CR. In fact, the assertions
above hold for any communication F = F(X1 , X2 ).
As a simple consequence of Theorem 3 above, we obtain
a characterization of securely computable functions and show
that only “trivial” functions are securely computable by interactive communication F. For this purpose, we define the
notion of an interactive function.
Definition 3 (Interactive Function). A rv A = a(X1 , X2 ) is
an interactive function (under PX1 X2 ) if there exists interactive
communication F = F(X1 , X2 ) such that A ≡ F.
Thus, an interactive function is one which, with probability
1, induces the same partition as an interactive communication.
This property depends both on the structure of the function
as well as the support of the pmf PX1 X2 . For instance, the
function a defined in Table I is not an interactive function
if PX1 X2 has full support, but it is an interactive function if
PX1 X2 (2, 2) = 0.

1
a
e
c

for some mappings α and β. Clearly if F is interactive
communication, then V̂ is an interactive function.

We close this section with a comparison of the set Gint =
Gint (PX1 X2 ) of interactive functions and the set Gsec =
Gsec (PX1 X2 ) of securely computable functions by interactive
communication. Clearly, Gint ⊂ Gsec . Corollary 4 yields a
characterization of Gsec in terms of Gint . In fact, for the case
of independent X1 and X2 , Gint can be characterized using
Gsec ; we provide such a characterization below.
First, for any pmf PX1 X2 , the following fundamental property holds for any interactive function F (see [15], [1]):
I(X1 ∧ X2 |F) ≤ I(X1 ∧ X2 ).

(6)

Indeed, it follows by (1) that
I(X1 ∧ X2 ) = I(X1 , F11 ∧ X2 )
≥ I(X1 ∧ X2 |F11 )
= I(X1 ∧ X2 , F12 |F11 )
≥ I(X1 ∧ X2 |F11 , F12 ),
and the claimed property is obtained by iterating. A simple
manipulation yields the equivalent form
H(F) ≥ H(F|X1 ) + H(F|X2 ).

(7)

In particular, for independent X1 and X2 , an interactive
function F satisfies

TABLE I: a(x1 , x2 )
0
a
d
d

≡ (F, α(X1 , F))

Remark. The fact that G is computed by interactive communication is used only in Corollary 4. All the earlier claims hold
for any F.

≡ mcf((X1 , V ), (X2 , V ))

x1 \x2
0
1
2



2
b
b
c

H(F) = H(F|X1 ) + H(F|X2 ).

Corollary 4 (Characterization of securely computable
functions). A function G = g(X1 , X2 ) is securely computable by interactive communication if and only if V =
mcf((X1 , G), (X2 , G)) is an interactive function.
Remark. Note that while the joint pmf PX1 X2 is fixed,
the characterization of securely computable functions above
depends only on its support.
Proof: If V is an interactive function, then choosing F =
V trivially enables the secure computability of V , and, with
V as in (5), that of G by Lemma 1.
Next, suppose that G is securely computable by interactive
communication F. By Theorem 3, it suffices to show that V̂

(8)

Let Grec = Grec (PX1 X2 ) be the set of all functions satisfying
(8)2 .
In general, the property (7) does not suffice for characterizing the set Gint . However, for independent X1 and X2 , the
set Gsec and (8) characterize Gint as follows:
Proposition 5. For independent rvs X1 and X2 , a function
g is interactive if and only if g is securely computable by
interactive communication and satisfies property (8), i.e.,
Gint = Gsec ∩ Grec .
Proof: As noted above, any interactive function g is securely computable by interactive communication and satisfies
(8).
For the converse, suppose that G is securely computable by
2 For independent X and X , (8) is tantamount to the function table being
1
2
partitioned into rectangles.
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interactive communication and satisfies (8). By Corollary 4,
the corresponding oracle CR V = mcf ((X1 , G), (X2 , G)) is
an interactive function. Therefore, (8) holds with V in place
of F, i.e.,

For independent X1 , X2 , if G is securely computable by
interactive communication F, then

H(V ) = H(V |X1 ) + H(V |X2 )

Corollary 7. The worst-case communication complexity is
bounded below as

= H(G|X1 ) + H(G|X2 ),

H(F) = H(V ) = H(G|X1 ) + H(G|X2 ).

max min H (F (X1 , X2 ))
F


≥ max H (G|X1 ) + H (G|X2 ) .

where the previous equality holds since G is a function of V
and V is a function of (X1 , G) as well as (X2 , G). But by
(8), the right-side above further equals H(G) and it follows
that
H(G) = H(V ).

PX1 X2

PX1 X2

Proof: Observe that by the recoverability condition (2),

(9)

Since H(G, V ) = H(V ) + H(G|V ) = H(G) + H(V |G) and
H(G|V ) = 0, by (9) H(V |G) = 0. Hence, the function G,
too, is interactive.
Note that, for independent binary rvs X1 and X2 , the
function g(X1 , X2 ) = X1 ⊕ X2 is securely computable by
Corollary 4 since the corresponding oracle CR V = (X1 , X2 )
is an interactive function. However, g does not satisfy (8) and,
therefore, is not an interactive function. On the other hand, the
function a given in Table I does satisfy (8), but it is not an
interactive function for independent X1 and X2 . Therefore, it
is not securely computable.
IV. O N C OMMUNICATION C OMPLEXITY
We now turn to the problem of determining the communication complexity of protocols that securely compute a given
function. Specifically, what is the minimum number of bits
of communication needed to securely compute G? If G is
securely computable, the associated oracle CR V is an interactive function by Corollary 4 and constitutes an interactive
communication for securely computing G. Thus, the minimum
entropy of a communication that securely computes G securely
is bounded above by H(V ). In fact, entropy of any interactive
communication that securely computes G is bounded above
by H(V ). Indeed, by condition (4) F is a function of (X1 , G)
and of (X2 , G), and thus of the oracle CR V . Hence, we
necessarily have that

(10)

H(F|X1 ) + H(F|X2 )
= H(F, G|X1 ) + H(F, G|X2 )
= H(G|X1 ) + H(G|X2 ) + H(F|X1 , G) + H(F|X2 , G).
(11)
Thus, the first assertion of the proposition follows by (7).
If X1 and X2 are independent, then (7) holds with equality
and, consequently, H(F) equals the right side of (11). Furthermore, if G is securely computable by F, then the last
two terms on the right side of (11) are zero, so that H(F)
equals the right side of (10). Since G is securely computable
by interactive communication F, by Corollary 4 the oracle
CR V is an interactive communication by which, too, G is
securely computable. Hence, H(V ) also equals the right side
of (10), completing the proof of the proposition. The corollary
is immediate.
Remark. Note that for independent X1 and X2 , for an interactive communication F, we have by (8) and (11) that
H(F) = H(G|X1 ) + H(G|X2 )
+ I(F ∧ X2 |X1 , G) + I(F ∧ X1 |X2 , G),
since H(F|X1 , X2 ) = 0. Therefore, minimizing the entropy
rate of communication F is tantamount to minimizing the
cumulative leakage I(F ∧ X2 |X1 , G) + I(F ∧ X1 |X2 , G).

V. L OOKING A HEAD AT M ULTIPLE T ERMINALS

H(F) ≤ H(V ).
In order to obtain a lower bound the number of bits that must
be communicated to securely compute G, we seek a lower
bound for the entropy H(F) of an interactive communication
F that securely computes G.
The following lower bound for H(F), which constitutes
our second main result, is an immediate consequence of
(7) upon using the recoverability condition (2). Further, it
yields as a byproduct a new lower bound for the “worst-case
communication complexity.”
Proposition 6. If G is recoverable from interactive communication F, then

In a multiterminal setting, terminals 1, . . . , m, m ≥ 2,
observe, respectively, rvs X1 , . . . , Xm with known joint
pmf PX1 ,...,Xm , and wish to compute a function G =
g(X1 , . . . , Xm ). For local estimates Gi = Gi (Xi , F), i =
1, . . . , m, the recoverability condition, analogous to (2), is
P (Gi = G, i = 1, . . . , m) = 1.
A (strong) security condition (cf. (3)) is
H(XB |XB c , G) = H(XB |XB c , F) ∀B ∈ B,
where

H(F) ≥ H(G|X1 ) + H(G|X2 ).

B = {B ( M, B 6= ∅} .
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(12)

With the oracle CR defined as3
V = mcf((Xi , G), i = 1, . . . , m),
expected generalizations of Theorem 3 and Corollary 4 are
immediate.
The counterpart of (7) for m ≥ 2 is
X
H(F) ≥ max
λB H(F|XB c ),
λ

B∈B

with equality when X1 , . . . , Xm are mutually independent,
where the maximum is taken over the “fractional partitions”:
(
)
X
λ = 0 ≤ λB ≤ 1, B ∈ B, s.t.
λB = 1 ∀i ∈ M
B∈B:B3i

(see [7] and also [12]). Using this bound, the generalization
of Proposition 6 follows.
A criticism of the security condition in (12) is that it is
unduly restrictive, as it entails concealment for every subset
of terminals from a coalition of all the remaining terminals. In
fact, it is known that, for m ≥ 3, certain nontrivial functions
are securely computable if a majority of the terminals are
“honest” (see [2], [19]4 ). This motivates a relaxed definition
of security, where concealment is sought from only coalitions
of a limited size, leading to a new class of problems.
Finally, the available resources at each terminal can include
local randomization, described by rvs U1 , . . . , Um , which are
independent of X1 , . . . , Xm . The rvs U1 , . . . , Um themselves
may be correlated or not. For m = 2, the availability of
independent rvs U1 , U2 at the terminals does not lead to a
new problem [3], [11]. However, conclusive answers are still
elusive regarding the class of securely computable functions
for correlated rvs U1 , U2 (e.g. see [9], [22], [17]). For m ≥ 3,
the above-mentioned results involving an honest majority rely
on mutually independent rvs U1 , . . . , Um . Hence, the role
of local randomization, in general, is yet to be understood
fully, despite important advances [16], [21] that are based on
approaches different from ours. The potential usefulness of
our method in this context is under study.
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