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Abstract
This paper discusses the use of model-based systems engineering (MBSE) models for physical protection systems (PPS) evaluation.
We discuss why MBSE methodologies can be valuable in assessment of PPS. Next, we review the steps in vulnerability assessment
(VA) and describe the use of SysML models in these steps. The paper presents examples of SysML models for a VA scenario.
Such models can enable the development and integration of other VA tools and reduce the time and cost of conducting VA, which
will lead to safer facilities.
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1. Introduction
Physical Protection Systems (PPS) are intended to protect assets and facilities. A PPS is composed of people (e.g.,
a response force), procedures (e.g., alarm assessment), and elements (e.g., closed-circuit television (CCTV) cameras,
sensors, and locks) that contribute to protecting assets against malevolent human operations such as theft and
sabotage3. Assets include people, information, and property. Human actions and natural occurring threats can cause
serious damage and are particularly important when it comes to critical infrastructure. For instance, losing information
technology (IT) infrastructure for nine or more days can bankrupt an organization4. Therefore, mitigating the impact
of damage to a business’s critical infrastructure is a high priority. Today there is heightened awareness of the possibility
of damage to an organization’s assets from malicious actors, domestic and foreign. From 1970 to 2010, 98,000 cases
of high-profile international and domestic terrorist attacks and disrupted plots occurred9.
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A PPS performs three functions: detect, delay, and respond. The PPS detects a threat (e.g., an intruder) by observing
and identifying it. Elements in the PPS delay the threat by increasing the time needed for it to reach its target, which
provides enough time for interruption. The PPS responds by intercepting and neutralizing the threat. A state-of-the-art
PPS includes sophisticated sensor systems, automated responses, and modern communication and information
technology.
Vulnerability Assessment (VA) (discussed in more detail in Section 1.2) is a process for designing and evaluating
a PPS. As PPS have become more complex, so have the approaches and tools available for conducting VA. Proprietary
techniques and a lack of standards make sharing information between these tools difficult, however.
Model-based systems engineering (MBSE) facilitates the design and evaluation of a PPS by representing data about
the facility, assets, PPS, and threats in a way that aids model-based VA approaches. Moreover, the use of a common
modeling language used in systems engineering (e.g. SysML) can provide the foundation for standards and tool
integration in the future.
In this paper, we review the VA process and show how the SysML models commonly used in MBSE can be used
for VA. An example is used to illustrate the application of SysML models.
1.1. Model-Based Systems Engineering
INCOSE has defined MBSE as “the formalized application of modeling to support system requirements, design,
analysis, verification and validation activities beginning in the conceptual design phase and continuing throughout
development and later life cycle phases7”. When adopted, MBSE approaches result in higher productivity and less
development risk compared to traditional document-based approaches2. Therefore, document-centered systems
engineering processes will be replaced by model-based systems engineering processes7,2. In model-based systems
engineering, a set of interconnected models are built, instantiated, and used throughout the design process 9. These
models express the structure and behavior of the system. In a structure model information about features of system
components as well as relationships among them is stored. A behavior model shows various states of system
components and the sequence of actions within the system. MBSE software enables the user to check these models
for consistency. There are several benefits to modeling such as cost reduction and enhanced knowledge transfer2.
The Unified Modeling Language is a general-purpose graphical modeling language that is used in various stages
of software development. It provides a standard framework to generate models that describe the underlying software5.
The Systems Modeling Language (SysML) is a specialized version of the Unified Modeling Language (UML) that
exists to customize UML to better support modeling systems engineering processes2. SysML can be used to build
models that describe a system’s structure and behavior. This paper describes the use of SysML structure diagrams
(e.g., block definition diagrams or BDDs) to describe a facility and its security system. We also describe behavior
diagrams (e.g., activity diagrams) for modeling a threat attack scenario.
1.2. Vulnerability Assessment
Vulnerability Assessment (VA) for a facility includes three key steps: determining the PPS objectives, designing
the PPS, and analyzing the PPS design1. In the first step, one defines the PPS objectives by characterizing the facility
and describing its specifications, defining potential threats, and identifying the assets that are potential targets. In the
second step, one designs a PPS by selecting and placing within the facility elements that can perform the required
functions of detect, delay, and respond under scenarios likely within the set of threats. In the third step, one analyzes
the PPS design to determine if it meets the objectives (that is, does it stop likely threats). If the PPS is inadequate, it
should be redesigned. Otherwise, it is considered as the final PPS design.
The following sections describe how SysML models can be used in these three steps.
2. SysML Models for PPS Objectives and PPS Design
Determining the objectives for a PPS requires collecting data about the facility, its assets, and potential threats. It
is crucial to properly gather, organize, and represent the collected data1.
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Facility characteristics include its physical features and its operations. Garcia1 provided a site description form that
can be used to characterize the site, including the site boundary and buildings, room locations, entry points, and
existing physical protection features. Physical protection features include fences, sensors, CCTV cameras, alarm
communication and display (AC&D) systems, barriers, response force availability, and the response force response
time. Also required is information about the facility operations, including the major products, the processes that
support these products, the work hours, emergency operations, and type and number of employees.
Threat definition is a major step in assessing the desired level of PPS effectiveness. There are various parameters
that define a threat. Garcia3 introduced a wide range of threats with different actions, motivation, and capabilities.
The types of adversaries presenting threats include terrorists, criminals, and extremists. Potential actions include theft
and sabotage. Adversary motivations include ideological, economic, and personal ones. A threat’s capabilities can be
described by the number of adversaries, their weapons and equipment, their transportation capabilities, their technical
experience, and their access to insider assistance. Garcia1 emphasized that the collected data should be organized to
support prioritizing threats and evaluating PPS effectiveness.
The two primary parameters that characterize an asset are the consequence of loss and the probability of loss. These
are used to establish priorities for protection that leads to PPS objectives.
For PPS design, Garcia1 provided a data collection sheet for listing the specifications of a PPS. This data sheet
includes the following sections:
 Exterior sensors, interior sensors, exterior alarm assessment, interior alarm assessment, vehicles entry control,
personnel entry control, AC&D subsystem;
 Delay associated with the building or room, AC&D, equipment room, guard station, and communications
hub; and
 Response and response communications.
To store the data required for these two steps SysML block definition diagrams (BDDs) can be defined and
instantiated. For instance, one could create a BDD for the facility, one for the response force, one for the adversary,
and one for the PPS design. (Examples of these are presented in Figures 2-4 in Section 4.)
3. SysML Models for PPS Analysis
Garcia1 described two distinct approaches for the analysis step in VA: compliance-based and performance-based.
A compliance-based approach uses checklists and a site survey to verify the presence of specified security elements.
A PPS is compliant if the correct equipment is installed in the right places. A performance-based approach, on the
other hand, uses information about the performance of the security elements to estimate the PPS effectiveness by
evaluating a quantitative model. The criticality of the assets and the desired level of protection determine which
approach is most appropriate for evaluating a PPS. A compliance-based approach is appropriate when the loss of the
asset has low consequences for the stakeholders. When dealing with more valuable and critical assets, however, a
performance-based approach is more appropriate.
In a performance-based approach to VA, pathway analysis is used to analyze the PPS design and determine the
system effectiveness measures. Pathway analysis is used to identify the weaknesses of the system for various threat
scenarios8,1. In pathway analysis an attack scenario is divided into several tasks that are done along the path, which
starts off-site at the attacker’s approach and ends at the target. Associated with each task is the task time (the time that
the adversary needs to perform that task). The task time is a function of the security element characteristics and
adversary's equipment.
A pathway can be displayed graphically with an adversary sequence diagram (ASD). An ASD helps an analyst
identify various possible pathways and is useful in multiple pathway analysis3. An ASD shows the different areas
along the path as well as security elements. In order to transit from one area to another an adversary has to break
through or overcome a security element that connects two areas. An activity diagram can be used to represent a
pathway (an example is given in Section 4).
The Estimate of Adversary Sequence Interruption (EASI) model, which was developed by Sandia National
Laboratories, is a quantitative analysis tool that determines the PPS performance for a specific threat and attack
scenario1,3. The EASI model uses performance characteristics of security elements and parts of the building structure,
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including probability of detection (the probability that a security item detects the adversary) and delay (the time it
takes for the adversary to pass a security element). The time required for a response force to stop an adversary is also
an important factor. The EASI model can also determine a PPS’s Critical Detection Point (CDP), which is the last
point at which, if the PPS detects the adversary, the response force can stop the adversary before the attack is
completed8.
Optimizing the PPS design includes increasing the likelihood of detecting the adversary before the CDP and
increasing the delays afterwards. So, identifying the CDP plays a key role in PPS design and optimization. There are
multiple pathways that an adversary can use to reach an asset. Each pathway has its own CDP because a pathway has
different security elements with different characteristics. For each pathway, one could use EASI model to determine
the CDP and consequently, probability of interruption. An example of applying the EASI model is shown in Section
4. Equations 1-3 are the calculations take place within the EASI model. The output of the model is the value of the
probability of interruption which is used to determine the PPS effectiveness.
Let J be the number of PPS elements along an adversary’s path where timely detection can occur8. Let PjD be the
probability of detection for item j, j = 1, …, J. Let  jD be the non-detection probability of the component j:

 jD  1  PjD

(1)

Let  D be the probability of non-detection, which is the probability that the adversary is not detected by multiple
independent elements:
J

 D    jD

(2)

j 1

The probability of interruption is the probability that the response force interrupts the attack. Let PI be the probability
of interruption:

PI  1   D  1   1  PjD 
J

(3)

j 1

The probability of neutralization is the probability that the security response force can successfully confront and stop
the threat given they are notified timely. Let PN be the probability of neutralization, and let PE be the system
effectiveness, which measures the level of adequacy of the PPS for a defined threat:

PE  PI  PN

(4)

A SysML parametric diagram can be used to represent the necessary parameters and these relationships. A
parametric diagram enables us to integrate the detection, delay, and response capabilities of the PPS into a set of
equations. The parameters used in the equations link the PPS and the facility model. The parametric model shows
which components in the model affect the equations that determine PPS performance. (An example is given in Section
4).
4. Example
This section illustrates the use of SysML models for VA by considering the example of a Secure Cargo Area (SCA)
facility that was presented by Garcia1, who provided a detailed layout of the facility (Figure 1). SysML models
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generated in this section are based on the information provided by Garcia. It is not the purpose of this section to verify
the completeness of these information but to use SysML models to store available data.
Building description. The building is in the middle of a rectangular plot that is surrounded by the facility perimeter
fence; a gate in the perimeter allows vehicles to enter the facility. The main building has a staffing area, a storage area,
and a staging area. Engineers, clerks, and security managers work in rooms in the staffing area. In the storage area,
cargos are stored in cages, and environmental chambers and sensitive cargos are stored in a separated controlled room.
A portal connects these two areas. The storage area is connected to the staging area by a second portal through which
cargo are moved. The staging area has two sections: outgoing staging and incoming staging. Cargo is moved to this
area through a corridor that is connected the entrance gate. The layout of the facility is shown in Figure 1. Figure 2 is
a BDD of the facility.

Figure 1. Layout of the SCA facility (adapted from Garcia1)
Table 1. List of elements used in the layout of the SCA facility
Element

Icon

Fence
Exterior Sensor
CCTV
Light
Gate/Roll-Up Door
Interior Sensor

*

Wall
Personnel/Cargo flow
Asset
Adversary Path
Adversary Task

3
3
3
3
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Figure 2. A BDD for the SCA facility.

PPS description. A fence located on the facility's perimeter separates the facility property from adjoining areas. There
is a set of vibration sensors installed on the fence. Also, at each corner there is a fixed CCTV as well as two exterior
lights to provide visibility. To further increase to detection capability at the perimeter, several microwave sensors are
installed. The entrance gate is equipped with metal and explosive detectors. In the staffing area, there are two interior
microwave sensors at the end of the hallway as well as a fixed CCTV.

(a)

(b)

Figure 3. (a) A BDD for the response force; (b) a BDD for the adversary.
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The wall of the staging area is 30-cm reinforced concrete. The wall of the staffing area is 15-cm reinforced concrete
wall. The staging area and the storage area are protected by four interior microwave sensors and a CCTV. The PPS
elements are shown in the Figure 1. Table 1 lists the symbols used in the figure. Figures 3(a) and 3(b) are BDDs of
the response force and the adversary. Figure 4 is a BDD of the PPS design. As discussed earlier, a BDD stores the
information of system components as well as relationship amongst them. As an example, the BDD shown in figure
3(a) indicates that the security guard and the police officer actors are types of the more general model for response
force actor. What a security guard does is that he assesses alarms. He also has weapon which is modelled as a part
property. Also, different parameters are related to the security guard such as the average response time and the
assessment time and are stored in the block.
It is important to distinguish between a block, and its instances. A block is a representation of an entity and describes
some of its characteristics2. While instances of a block have these characteristics, they may differ in the values of
some characteristics. For example, in the BDD corresponding to the SCA facility, the part “cctvCamera1” in the block
“Site” indicates that the CCTV Camera 1 in the site is an instance of the block “CctvCamera” in the PPS BDD diagram.
In other words, there are four CCTV cameras in the site which are instances of the CCTV block in the PPS diagram.
That means they share common characteristics indicated in the PPS diagram, i.e., type, color, and horizontal
resolution, but they are installed in different locations.

Figure 4. A BDD for the PPS design.
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Attack Scenario. Three outsiders attack the facility using a large truck at night during operating hours. They are
equipped with power tools and weapons. They have received information from an insider and planned their attack
based on that Information. The three attackers are highly motivated, competent and able to run 4 meter/second. The
target asset is located in the controlled room. Adversary tasks includes crossing the perimeter, running to the roll-up
door, penetrating through the roll-up door, running to the storage vault, stealing the asset, exiting to outside, crossing
the perimeter, and entering the second vehicle (Figure 1).
PPS Analysis Models. There are various pathways to the target asset. As discussed earlier, an ASD diagram
provides a better understanding of different possible pathways to the target asset. Figure 5 shows various areas such
as off-site, the SCA property, and the cargo storage building as well as protection layers in between them. Also, the
pathway corresponding the attack scenario is shown in the figure with a dotted red line. Figure 6 is an activity diagram
that shows the activities of an adversary and the response force. It stores information about the location of each
adversary task, sequence of actions, and involvement of different actors.

Figure 5. ASD Diagram for the example attack scenario (adapted from Garcia1)

Figure 6. An activity diagram that shows the activities of an adversary and the response force.
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Figure 7. EASI model for the example attack scenario

Figure 7 shows an EASI model for the attack scenario. As indicated in the figure, time it takes for the adversary to
accomplish the attack after completion of task 3, is 550 seconds which is less than the RFT. Therefore, in this scenario
task 2 is the CDP, resulting in 0.412 interruption probability. Figure 8 is the corresponding parametric model for the
quantitative analysis. This model shows how elements of different models affect the system effectiveness. For
example, it is indicated in the figure that the RFT, a parameter in the response force model, is an input to CDP
calculation.
Utilizing SysML is beneficial especially when a change occurs in the PPS because all the generated models are
interconnected. Thus, when the value of a parameter in one model changes, the software automatically modifies other
models with that element. For instance, if the value of probability of detection on the fence increases as a result of
adding more fence sensors, the MBSE software applies adjustments to all other models that are involved (such as
parametric models of different pathways that have the task “cross perimeter”) .
5. Conclusion and Future Work
This paper has shown how SysML models can support PPS vulnerability assessment (VA) and thus enable modelbased systems engineering (MBSE) of a PPS. The VA processes of specification, design, and analysis are essentially
a system development process and thus are appropriate activities in which to use SysML models.
This paper contributes to the development of VA by demonstrating modeling techniques that can enable the
development and integration of other VA tools and reduce the time and cost of conducting VA, which will lead to
safer facilities.
This paper also contributes to the development of MBSE by demonstrating that its modeling approaches can be
applied to other types of design and evaluation processes. The VA process is part of the larger life cycle of a facility.
Although end-to-end, life-cycle use of MBSE is ideal, this paper demonstrates that, when this is not feasible, the
MBSE modeling approach can be applied to a portion of the system life cycle. The implementation of separate
approaches could lead eventually to ever-larger integration of developments processes using the principles of MBSE.
This paper applies MBSE principles to a particular example. We developed a series of models to facilitate the VA
process. Future studies will be focused on defining a structured procedure for modeling independent of a particular
case.
In the domain of VA, additional work is needed to implement robust specification, design, and analysis tools based
on SysML models. The development of standards (similar to those used for building information models 6) will further
simplify VA tool development and use.
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Figure 8. A parametric model for the example attack scenario

