Announcements

Project 3 assigned on 10/2/24. Due on 10/30/24 @11:59pm (2
weeks after midterm exam)

Written homework 1 (on the crypto unit) assigned on 10/2/24.
Due on Saturday, 10/12 @ 11:59pm.

Practice Midterm and some additional practice problems
posted on Canvas/ELMS. Solutions by the end of the week.

Midterm review session on 10/14. Midterm on 10/16.



Key Agreement

The key-exchange experiment KE®%Y , _(n):

1. Two parties holding 1™ execute protocol II. This results in a transcript
trans containing all the messages sent by the parties, and a key k
output by each of the parties.

2. Auniform bit b € {0,1} is chosen. If b = 0 set k := k, and if b = 1 then
choose k € {0,1}" umformly at random.

3. Aisgiven trans and k, and outputs a bit b'.

4. The output of the experiment is definedtobe 1if b’ = b and 0
otherwise.

Definition: A key-exchange protocol Il is secure in the presence of an
eavesdropper if for all ppt adversaries A there is a negligible function neg
such that

Pr [KEe“”AH(n) = 1] —+ neg(n).






Diffie-Hellman Key Exchange

Alice Bob

FIGURE 10.2: The Diffie-Hellman key-exchange protocol.



Elliptic Curves over Finite Fields

* Zpis afinite field for prime p.
* Letp =5 beaprime
* Consider equation E in variables x, y of the form:
y? :=x3+ Ax + Bmod p
Where A, B are constants such that 443 + 27B?% # 0.
(this ensures that x3 + Ax + B mod p has no repeated roots).

Let E(Zp) denote the set of pairs (x,y) € Zp X Z) satisfying the
above equation as well as a special value 0.

E(Zp) = {(x, V)|x,y € Z, and y* = x> + Ax + B mod p} U {0}

The elements E(Zp) are called the points on the Elliptic Curve E
and O is called the point at infinity.



Elliptic Curves over Finite Fields
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FIGURE 8.2: An elliptic curve over the reals.

Point at infinity: O sits at the top of the y-axis and lies on every vertical
line.

Every line intersecting E(Zp) in 2 points, intersects it in exactly 3 points:

1. A point P is counted 2 times if line is tangent to the curve at P.
2. The point at infinity is also counted when the line is vertical.



Addition over Elliptic Curves

Binary operation “addition” denoted by 4+ on points of

E(Z,).

 The point O is defined to be an additive identity for all
P EE(Zp)wedefineP+0 =0+ P =P.

* For 2 points Py, P, # O on E, we evaluate their sum
P; + P, by drawing the line through P, P, (If P, = P,,
draw the line tangent to the curve at P;) and finding
the 3™ point of intersection P; of this line with E(Z),).

* The 3" point may be P; = O if the line is vertical.

e If P; = (x,y) # O then we define P, + P, = (x, —y).

* If P; = O then we define P; + P, = 0.



DDH over Elliptic Curves

DDH: Distinguish (aP, bP,abP) from
(aP,bP,cP).



Size of Elliptic Curve Groups?

How large are EC groups mod p?

Heuristic: y% = f(x) has 2 solutions whenever f(x) is a
quadratic residue and 1 solution when f(x) = 0.

Since half the elements of Z{; are quadratic residues,

expect 2(p—1) + 1 = p points on curve. Including O, this

gives p + 1 points.

Theorem (Hasse bound): Let p be prime, and let E be an
elliptic curve over Z,,. Then

p+1-2yp<|E(Z,)|<p+1+2yp



CPA Security for PKE

Attacker

Challenger
pk (pk, sk) < Gen()

mgp, My
challenge \ b < {0,1}
¢ c* « Enc(k,my)

Attacker “wins” if b" = b.
CPA Security: Any efficient attacker wins with probability at most% + negligible



The LWE Problem (Search)

Secret n-dimension vector s

with entries chosen at random Operations are mod p.
| + = u
Public m X n matrix A, with m-dimension error
entries chosen at random vector e, with entries
over Z, sampled from ¥.

Problem: Given, A, u = As+e, find s.



The LWE Problem (Decision)

Secret n-dimension vector s

with entries chosen at random Operations are mod p.
| + = u i
Public m X n matrix A, with m-dimension error
entries chosen at random vector e, with entries
over Zy, sampled from .

Problem: Distinguish (A, u) from (A, v)



Relation to Lattices

* Worst-Case to Average-Case Reduction:
Breaking the cryptosystem on average is as
hard as breaking the hardest instance of the
underlying lattice problem.

e |[WE:

— Worst-Case to Average-Case Quantum Reduction
from SIVP.

— Worst-Case to Average-Case Classical Reductions
from GapSVP.



Lattice-Based Encryption



Regev’s Cryptosystem [Regev '04]

Public
Key: JAN — UuU=As+e




Regev’s Cryptosystem—Encryption of
m € {0,1}




Regev’s Cryptosystem—Decryption
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Regev’s Cryptosystem—Decryption
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Regev’s Cryptosystem—Decryption
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Regev’s Cryptosystem—Decryption
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Properties of LWE

* Equivalance of Search/Decision LWE

* Equivalence of LWE with random secret/secret
drawn from error distribution



Efficiency

Efficiency is a main concern in lattice-based
cryptosystems.

In both SIS and LWE-based cryptosystems, the

public key consists of a random matrix of size

m X n (m = nlogp), requiring space

0(n%log? p) .

— RSA and discrete-log based cryptosystems: public
key size is linear in the security parameter.

To reduce the public key size, consider lattices

with structure.

This is the Ring-LWE setting.



Ring-LWE Setting

* Highly efficient key exchange protocols are
possible in the Ring-LWE setting.

— Similar to Diffie-Hellman Key Exchange

* |tis likely that at least one such scheme will be
standardized by NIST.

* Details in the slides, but will skip in the
lecture.





