ENEE457-Computer Systems Security
Alternative Project 1 Rubric

The alternative project:

Buffer Overflow Attack Lab (ARM64 Server Version) -tasks1to7

GRADING Rubric

Task # Description Points
Assigned
Task 1 Invoke the shellcode and provide description of observations. 5
Then, change the command of shellcode (any simple linux
command) and shows me the result of other command.
Task 2 Prepare a payload, save it inside badfile and provide explanation 20
of the construction (i.e. how the values are decided) (on the server
1, 10.9.0.5)
Gain a root shell after correctly implementing the exploit 5
(using reverse shell)
Task 3 Construct one payload that works for any buffer size within the 15
range. (on the server 2, 10.9.0.6)
Provide description of method used and other evidence 5
Task 4 Successfully launch attack on the server 3 (10.9.0.7) 5
Provide description of method used and other evidence 15
Task 5 Successfully launch attack on the server 4 (10.9.0.7) 5
Provide description of method used and other evidence 15
Task 6 Provide a detailed description of your observations, including the 10
results from Task 6. For example, explain how it prevents memory
corruption attacks.
Task 7 Provide a detailed description of your observations, including the +5
results from Task 7. For example, then how can we defeat this
types of protection (in detail) (BONUS)
TOTAL POINTS (excluding BONUS) 100




