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Flush and Reload
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Flush a Line From Cache

Last Level Cache (LLC) is inclusive _
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Reload a Line From Cache

Access by Victim No Access by Victim °




Flush and Reload
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Slow means no access by victim

Fast means that victim accessed
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Range = 3
Observed Volumes ? Known Ranges
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Range = 3

Known Ranges

Observed Volumes

Where is the Clique???




Range = 3

Known Ranges

Observed Volumes

Where is the Clique???
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Observed Volumes Known Ranges

Claim: Nodes of the form [1-1] form a Clique!
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Observed Volumes Known Ranges

[1-17] = 10
[1-2]] =22
|[1-31] =30
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Observed Volumes Known Ranges

I[1-1]] = 10
I[1-2]] =22 — [[2-2]] =12
|[1-3]| =30 — [[3-3]| =8
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Cache Attack Model
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The Lines That Correspond to Volume

SQLITE_PRIVATE void sqlite3VdbeMemShallowCopy(Mem *pTo, Mem *pFrom, int srcType){
( (pFrom->flags & MEM_RowSet)==0 );
( pTo->db==pFrom->db ); case OP_Copy: {
if( (pTo) M (pTo,pFrom, s int n:
(pTo, pFrom, MEMCELLSIZE);
if( (pFrom->flags&tMEM_Static)==0 ){ n = pOp->p3;
pTo->flags &= ~(MEM_Dyn|MEM_Static|MEM_Ephem); pInl = &aMem[pOp->p1];
( srcType==MEM_Ephem || srcType==MEM_Stati« pOut = &aMem[pOp->p2];
pTo->flags |= srcType; ( pOut!'=pInl );
} while( 1 ){
71263 L return; (pOut, pInl, MEM_Ephem);
(pOut);
tifdef SQLITE_DEBUG
pOut->pScopyFrom = 0;

T
gel

(pOp->p2+pOp->p3-n, pOut);
if( (n——)==0 ) break;
pOut++;
pInl

}
80417 L break:
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Cache Attack Model
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Recovered Volumes

e Obtain an (Approximation of) Volume for each query

Approximate Volumes Recovered by Cache Attack vs. Actual Volumes
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Approximate Volume and Graph Construction

Range = 3

U

/0

Observed Volumes
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Approximate Volume and Graph Construction

Range = 3

U

9

/0

Observed Volumes
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Approximate Volume and Graph Construction

Range = 3

m Some Connections in the Graph might be missing
m The Cligue Might not form properly

"N/
m We still can recover the ~ P
(approximation of) database ‘
1. Change the way we connect nodes
2. Extend the Clique Finding Algorithm H
Observed Volumes
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1. Constructing The Graph

m = :is determined by noise parameter

— Obtained in a preprocessing step
which involves mounting the attack
on a database known to the attacker.

Observed Volumes (Noisy)
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1. Constructing The Graph

m =:is determined by noise parameter

. Approxlmato Volumos Recovered by Cache Attack vs. Actual Volumes
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2. Extend the Clique Finding Algorithm

db: (30,100,80,30,60)

\“ Algorithm 1: Match & Extend Algorithm

Result: A database with N values
baseSolution = FindMaximalClique();
allCliques = FindRemainingCliques(K, £);
while length(baseSolution) < N do
‘ candidateSolut ion= FindBestCandidate(allCliques);
baseSolution= Merge(baseSolution, candidateSolution)

end
return baseSolution

6y~

No Noise Noisy Measurements
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2. Extend the Clique Finding Algorithm™

Cliqgue Found

é‘,’l’i“;\\,‘ db: (30,100,80,30,60)

Base Solution:

‘\a
')Vl

4%
Q\

‘\

S \
\\'//‘«\1,'

T

Another Clique Found

* Github repository: https://github.com/ariashahverdi/database_reconstruction

~ /
~_7/
I N
/ 98
/

— (29,99,81,30) -

Y
SOT
ajewixoiddy

108 Candidate Solution:

Wi  (29,180,30,60) -

BXEBHE (29, 99,81, 30,60)

61



2. Extend the Clique Finding Algorithm™

db: (30,100,80,30,60

Base Solution:

(29,180,30,60) -

Candidate Solution:

)

Y

SO

Vgl  (29,99,81,30) -

Clique Found Another Clique Found BXtend (29, 99,81, 30,60)

* Github repository: https://github.com/ariashahverdi/database_reconstruction 62
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Our Algorithmic Contribution

m Noisy Clique : Increase the Noise Budget
m Pros
— More edges are connected in the graph
m Cons

- There might be some edges that connected by mistake
(Especially if the size of the window gets too large)

— The graph is getting bigger, hence the clique finding algorithm
will takes longer time

m Match & Extend: Fix the Noise Budget and combine multiple
solutions

63



Experimental Setting

* Used Nationwide Inpatient Sample (NIS) from Healthcare Cost and
Utilization Project (HCUP)

 Randomly selected 100,000 records
* Performed range queries on the AMONTH (Jan-Dec) attribute

creiners Loy oo e _______

Uniform Real Database
I Uniform Synthetic Database (Gaussian Like)
1] Uniform Real Database Extra load present
\Y Non-Uniform Real Database

V Uniform Real Database Some volumes are missing

65



Experimental Results

Noisy Clique vs. Match & Extend for Real
Database (Experiment I)

« Error Percentage ---Success Rate
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Noisy Clique vs. Match & Extend for Gaussian
Database (Experiment II)

« Error Percentage —~-Success Rate

96% 96% 98% 100%

88%
83%
68 %

.

0-00, 0-009 0-003 0-001 0-005 0-006 Y2y

120%

100%

80%

60%

40%

Success Rate

20%

0%

Real Database - Uniform Query

Synthetic Database - Uniform Query

66



Experimental Results

—
N

Error Percentage

Effect of Extra Load (Experiment III)
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Effect of Missing Volumes (Experiment V)
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