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Flush and Reload

1. Flush memory line
2. Wait a bit
3. Measure time to Reload line
4. Repeat

Arbitrary State

54

Set 1

Set 2

Set 3

Line 1

Line 2

Line 8
Cache

Approximation



Flush and Reload

1. Flush a memory line
2. Wait a bit
3. Measure time to Reload line
4. Repeat
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Approximation



Flush a Line From Cache

CPU

Main Memory

CPU

flush
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Last Level Cache (LLC) is inclusive

Approximation



Flush and Reload

1. Flush a memory line
2. Wait a bit
3. Measure time to Reload line
4. Repeat
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Approximation



Approximation
Reload a Line From Cache

CPU

Main Memory

CPU

reload

No Access by Victim
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CPU

Main Memory

CPU

reload

Access by Victim



Flush and Reload

1. Flush memory line
2. Wait a bit
3. Measure time to Reload line
4. Repeat

Slow means no access by victim
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Fast means that victim accessed

Approximation



Cache Attack Summary
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CPU
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CPU
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Name Grade
Edgar 1

… 1
Jack 1

Casey 2
… 2

Nina 2
Dennis 3

… 3
Paige 3

TABLE

10

12

8
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SELECT * 
FROM TABLE

WHERE GRADE
BETWEEN 1 AND 2

Name Grade
Edgar 1

… 1
Jack 1

Casey 2
… 2

Nina 2
Dennis 3

… 3
Paige 3

TABLE

10

12

8

[1-2]

Range Query
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Name Grade
Edgar 1

… 1
Jack 1

Casey 2
… 2

Nina 2
Dennis 3

… 3
Paige 3

10

12

8

Edgar | 1

Nina | 2

⏐[1-2]⏐ = 22



SELECT * 
FROM TABLE

WHERE GRADE
BETWEEN _ AND _

… Grade
… 1
… 1
… 1
… 2
… 2
… 2
… 3
… 3
… 3

TABLE

??

??

??

Query
Range Query
Column Name
Range of the Column
Content of Range Query



… Grade
… 1
… 1
… 1
… 2
… 2
… 2
… 3
… 3
… 3

TABLE

??

??

??

Number of Entries
Content of Entries

….

….

22 Records from the database is returned 
to the user
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… Grade
… 1
… 1
… 1
… 2
… 2
… 2
… 3
… 3
… 3

TABLE

10

12

8

Grade

1

1

1

2

2

2

3

3

3

10

12

8

Reconstructed Database
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This is a range query on a 
column which has a range 3

… Grade
… 1
… 1
… 1
… 2
… 2
… 2
… 3
… 3
… 3

10

12

8

…

…

X Records from the database is returned 
to the user
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Range = 3
Name Grade
Edgar 1

… 1
Jack 1

Casey 2
… 2

Nina 2
Dennis 3

… 3
Paige 3

10

12

8

8 10 12 20 22 30

[1-1] [2-2] [3-3] [1-2] [2-3] [1-3]
Volume
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Range = 3
Name Grade
Edgar 1

… 1
Jack 1

Casey 2
… 2

Nina 2
Dennis 3

… 3
Paige 3

10

12

8

8 10 12 20 22 30

1. Maximum Value is 30 so it has to be for range [1-3]
2. ⏐[1-3]⏐ = 30 

[1-1] [2-2] [3-3] [1-2] [2-3] [1-3]
Volume
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Range = 3
Name Grade
Edgar 1

… 1
Jack 1

Casey 2
… 2

Nina 2
Dennis 3

… 3
Paige 3

10

12

8

8 10 12 20 22 30

1. Maximum Value is 30 so it has to be for range [1-3]
2. ⏐[1-3]⏐ = 30 

[1-1] [2-2] [3-3] [1-2] [2-3] [1-3]
30Volume
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Range = 3
Name Grade
Edgar 1

… 1
Jack 1

Casey 2
… 2

Nina 2
Dennis 3

… 3
Paige 3

10

12

8

8 10 12 20 22 30

1. Maximum Value is 30 so it has to be for range [1-3]
2. ⏐[1-3]⏐ = 30
3. The next biggest range is [1-2] or [2-3]
4. Let’s say ⏐[1-2]⏐ = 22 

[1-1] [2-2] [3-3] [1-2] [2-3] [1-3]
30Volume
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Range = 3
Name Grade
Edgar 1

… 1
Jack 1

Casey 2
… 2

Nina 2
Dennis 3

… 3
Paige 3

10

12

8

8 10 12 20 22 30

1. Maximum Value is 30 so it has to be for range [1-3]
2. ⏐[1-3]⏐ = 30
3. The next biggest range is [1-2] or [2-3]
4. Let’s say ⏐[1-2]⏐ = 22 

[1-1] [2-2] [3-3] [1-2] [2-3] [1-3]
22 30Volume
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Range = 3
Name Grade
Edgar 1

… 1
Jack 1

Casey 2
… 2

Nina 2
Dennis 3

… 3
Paige 3

10

12

8

8 10 12 20 22 30

1. Maximum Value is 30 so it has to be for range [1-3]
2. ⏐[1-3]⏐ = 30
3. The next biggest range is [1-2] or [2-3]
4. Let’s say ⏐[1-2]⏐ = 22
5. Then Because ⏐[1-3]⏐ = 30 it has to be ⏐[3-3]⏐ = 8 

[1-1] [2-2] [3-3] [1-2] [2-3] [1-3]
8 22 30Volume
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Range = 3
Name Grade
Edgar 1

… 1
Jack 1

Casey 2
… 2

Nina 2
Dennis 3

… 3
Paige 3

10

12

8

8 10 12 20 22 30

1. Maximum Value is 30 so it has to be for range [1-3]
2. ⏐[1-3]⏐ = 30
3. The next biggest range is [1-2] or [2-3].
4. Let’s say ⏐[1-2]⏐ = 22
5. Then Because ⏐[1-3]⏐ = 30 it has to be ⏐[3-3]⏐ = 8
6. The next biggest range is [2-3] and its volume is 20. 

[1-1] [2-2] [3-3] [1-2] [2-3] [1-3]
8 22 30Volume
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Range = 3
Name Grade
Edgar 1

… 1
Jack 1

Casey 2
… 2

Nina 2
Dennis 3

… 3
Paige 3

10

12

8

8 10 12 20 22 30

1. Maximum Value is 30 so it has to be for range [1-3]
2. ⏐[1-3]⏐ = 30
3. The next biggest range is [1-2] or [2-3].
4. Let’s say ⏐[1-2]⏐ = 22
5. Then Because ⏐[1-3]⏐ = 30 it has to be ⏐[3-3]⏐ = 8
6. The next biggest range is [2-3] and its volume is 20. 

[1-1] [2-2] [3-3] [1-2] [2-3] [1-3]
8 22 20 30Volume
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Range = 3
Name Grade
Edgar 1

… 1
Jack 1

Casey 2
… 2

Nina 2
Dennis 3

… 3
Paige 3

10

12

8

8 10 12 20 22 30

1. Maximum Value is 30 so it has to be for range [1-3]
2. ⏐[1-3]⏐ = 30
3. The next biggest range is [1-2] or [2-3].
4. Let’s say ⏐[1-2]⏐ = 22
5. Then Because ⏐[1-3]⏐ = 30 it has to be ⏐[3-3]⏐ = 8
6. The next biggest range is [2-3] and its volume is 20. 
7. We know ⏐[3-3]⏐ = 8 so it has to be ⏐[2-2]⏐ = 12

[1-1] [2-2] [3-3] [1-2] [2-3] [1-3]
12 8 22 20 30Volume



23

Range = 3
Name Grade
Edgar 1

… 1
Jack 1

Casey 2
… 2

Nina 2
Dennis 3

… 3
Paige 3

10

12

8

8 10 12 20 22 30

1. Maximum Value is 30 so it has to be for range [1-3]
2. ⏐[1-3]⏐ = 30
3. The next biggest range is [1-2] or [2-3].
4. Let’s say ⏐[1-2]⏐ = 22
5. Then Because ⏐[1-3]⏐ = 30 it has to be ⏐[3-3]⏐ = 8
6. The next biggest range is [2-3] and its volume is 20. 
7. We know ⏐[3-3]⏐ = 8 so it has to be ⏐[2-2]⏐ = 12
8. There is only one range left so ⏐[1-1]⏐ = 10

[1-1] [2-2] [3-3] [1-2] [2-3] [1-3]
10 12 8 22 20 30Volume



Range = 3 1. Maximum Value is 30 so it has to be for range [1-3]
2. ⏐[1-3]⏐ = 30
3. The next biggest range is [1-2] or [2-3].
4. Let’s say ⏐[1-2]⏐ = 22
5. Then Because ⏐[1-3]⏐ = 30 it has to be ⏐[3-3]⏐ = 8
6. The next biggest range is [2-3] and its volume is 20. 
7. We know ⏐[3-3]⏐ = 8 so it has to be ⏐[2-2]⏐ = 12
8. There is only one range left so ⏐[1-1]⏐ = 10

Grade
1
…
1
2
…
2
3
…
3

10

12

8

Name Grade
Edgar 1

… 1
Jack 1

Casey 2
… 2

Nina 2
Dennis 3

… 3
Paige 3

10

12

8
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Known Ranges

[1-1]

[3-3]

[1-2]

[2-2][2-3]

[1-3]

⏐[1-1]⏐ ⏐[2-2]⏐ ⏐[3-3]⏐ ⏐[1-2]⏐ ⏐[2-3]⏐ ⏐[1-3]⏐
⏐[1-1]⏐ + ⏐[2-2]⏐ ⏐[2-2]⏐ + ⏐[3-3]⏐ ⏐[1-1]⏐ + ⏐[2-3]⏐

⏐[1-2]⏐ + ⏐[3-3]⏐

Range = 3

I am expecting to see such a Graph!!
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Known Ranges

[1-1]

[3-3]

[1-2]

[2-2][2-3]

[1-3]

Range = 3

I can connect [1-1] to [1-2] becase 
there is another node, i.e. [2-2] such 

that ⏐[1-2]⏐ = ⏐[1-1]⏐ + ⏐[2-2]⏐

⏐[1-1]⏐ ⏐[2-2]⏐ ⏐[3-3]⏐ ⏐[1-2]⏐ ⏐[2-3]⏐ ⏐[1-3]⏐
⏐[1-1]⏐ + ⏐[2-2]⏐ ⏐[2-2]⏐ + ⏐[3-3]⏐ ⏐[1-1]⏐ + ⏐[2-3]⏐

⏐[1-2]⏐ + ⏐[3-3]⏐
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Known Ranges

[1-1]

[3-3]

[1-2]

[2-2][2-3]

[1-3]

Range = 3

I can connect [2-2] to [1-2] becase 
there is another node, i.e. [1-1] such 

that ⏐[1-2]⏐ = ⏐[1-1]⏐ + ⏐[2-2]⏐

⏐[1-1]⏐ ⏐[2-2]⏐ ⏐[3-3]⏐ ⏐[1-2]⏐ ⏐[2-3]⏐ ⏐[1-3]⏐
⏐[1-1]⏐ + ⏐[2-2]⏐ ⏐[2-2]⏐ + ⏐[3-3]⏐ ⏐[1-1]⏐ + ⏐[2-3]⏐

⏐[1-2]⏐ + ⏐[3-3]⏐
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Known Ranges

[1-1]

[3-3]

[1-2]

[2-2][2-3]

[1-3]

Range = 3

I can continue forming these 
connections …

⏐[1-1]⏐ ⏐[2-2]⏐ ⏐[3-3]⏐ ⏐[1-2]⏐ ⏐[2-3]⏐ ⏐[1-3]⏐
⏐[1-1]⏐ + ⏐[2-2]⏐ ⏐[2-2]⏐ + ⏐[3-3]⏐ ⏐[1-1]⏐ + ⏐[2-3]⏐

⏐[1-2]⏐ + ⏐[3-3]⏐
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Known Ranges

[1-1]

[3-3]

[1-2]

[2-2][2-3]

[1-3]

Range = 3

Done!

⏐[1-1]⏐ ⏐[2-2]⏐ ⏐[3-3]⏐ ⏐[1-2]⏐ ⏐[2-3]⏐ ⏐[1-3]⏐
⏐[1-1]⏐ + ⏐[2-2]⏐ ⏐[2-2]⏐ + ⏐[3-3]⏐ ⏐[1-1]⏐ + ⏐[2-3]⏐

⏐[1-2]⏐ + ⏐[3-3]⏐
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Known Ranges

[1-1]

[3-3]

[1-2]

[2-2][2-3]

[1-3]

Range = 3

Claim: Nodes of the form [1-i] form a Clique!

⏐[1-1]⏐ ⏐[2-2]⏐ ⏐[3-3]⏐ ⏐[1-2]⏐ ⏐[2-3]⏐ ⏐[1-3]⏐
⏐[1-1]⏐ + ⏐[2-2]⏐ ⏐[2-2]⏐ + ⏐[3-3]⏐ ⏐[1-1]⏐ + ⏐[2-3]⏐

⏐[1-2]⏐ + ⏐[3-3]⏐
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Known Ranges

[1-1]

[3-3]

[1-2]

[2-2][2-3]

[1-3]

Range = 3

Claim: Nodes of the form [1-i] form a Clique!

Proof Sketch.

• Take two distinct nodes [1-i] and [1-j] (assume i < j)
• Argument : ⏐[1-j]⏐ = ⏐[1-i]⏐ + ⏐[(i + 1)- j]⏐

• Any database value between [1-j] is in [1-i] or [(i+1)-j]
• By our definition of the graph construction there is an edge 

between [1-i] and [1-j]

⏐[1-1]⏐ ⏐[2-2]⏐ ⏐[3-3]⏐ ⏐[1-2]⏐ ⏐[2-3]⏐ ⏐[1-3]⏐
⏐[1-1]⏐ + ⏐[2-2]⏐ ⏐[2-2]⏐ + ⏐[3-3]⏐ ⏐[1-1]⏐ + ⏐[2-3]⏐

⏐[1-2]⏐ + ⏐[3-3]⏐
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Known Ranges

[1-1]

[3-3]

[1-2]

[2-2][2-3]

[1-3]

Range = 3

8 10 12 20 22 30
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Known Ranges

[1-1]

[3-3]

[1-2]

[2-2][2-3]

[1-3]

Range = 3

8 10 12 20 22 30

30

10

20

8

22

12

Observed Volumes
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Known Ranges

[1-1]

[3-3]

[1-2]

[2-2][2-3]

[1-3]

Range = 3

30

10

20

8

22

12

Observed Volumes

Let’s identify the connection between 
nodes …
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Known Ranges

[1-1]

[3-3]

[1-2]

[2-2][2-3]

[1-3]

Range = 3

30

10

20

8

22

12

Observed Volumes

Done!
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Known Ranges

[1-1]

[3-3]

[1-2]

[2-2][2-3]

[1-3]

Range = 3

30

10

20

8

22

12

Observed Volumes

Where is the Clique???
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Known Ranges

[1-1]

[3-3]

[1-2]

[2-2][2-3]

[1-3]

Range = 3

30

10

20

8

22

12

Observed Volumes

Where is the Clique???
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Known Ranges

[1-1]

[3-3]

[1-2]

[2-2][2-3]

[1-3]

Range = 3

30

10

20

8

22

12

Observed Volumes

Claim: Nodes of the form [1-i] form a Clique!
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Known Ranges

[1-1]

[3-3]

[1-2]

[2-2][2-3]

[1-3]

Range = 3

30

10

20

8

22

12

Observed Volumes

⏐[1-1]⏐ =  10
⏐[1-2]⏐ = 22
⏐[1-3]⏐ = 30
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Known Ranges

[1-1]

[3-3]

[1-2]

[2-2][2-3]

[1-3]

Range = 3

30

10

20

8

22

12

Observed Volumes

⏐[1-1]⏐ = 10
⏐[1-2]⏐ = 22 → ⏐[2-2]⏐ = 12
⏐[1-3]⏐ = 30 → ⏐[3-3]⏐ = 8
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SELECT * FROM TABLE
WHERE GRADE

BETWEEN 1 AND 2

This is a range query on a 
column which has a range N

Name Grade
Edgar 1

… 1
Jack 1

Casey 2
… 2

Nina 2
Dennis 3

… 3
Paige 3

10

12

8
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SELECT * FROM TABLE
WHERE GRADE

BETWEEN 1 AND 2

This is a range query on a 
column which has a range N

Name Grade
Edgar 1

… 1
Jack 1

Casey 2
… 2

Nina 2
Dennis 3

… 3
Paige 3

10

12

8
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[1-2]

This is a range query on a 
column which has a range N

Name Grade
Edgar 1

… 1
Jack 1

Casey 2
… 2

Nina 2
Dennis 3

… 3
Paige 3

10

12

8
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This is a range query on a 
column which has a range N

Name Grade
Edgar 1

… 1
Jack 1

Casey 2
… 2

Nina 2
Dennis 3

… 3
Paige 3

10

12

8

Edgar | 1

Nina | 2
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This is a range query on a 
column which has a range N

Approximately 22 records 
are returned to the user.

Name Grade
Edgar 1

… 1
Jack 1

Casey 2
… 2

Nina 2
Dennis 3

… 3
Paige 3

10

12

8

Edgar | 1

Nina | 2



Cache Attack Model

50

CPU

Main Memory

CPU

Attacker Victim

Edgar | 1

Approximation

[1-2]

Name Grade
Edgar 1

… 1
Jack 1

Casey 2
… 2

Nina 2
Dennis 3

… 3
Paige 3

10

12

8

Nina | 2



The Lines That Correspond to Volume

51

Approximation



Cache Attack Model
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CPU

Main Memory

CPU

Attacker Victim

Edgar | 1

Approximation

[1-2]

Name Grade
Edgar 1

… 1
Jack 1

Casey 2
… 2

Nina 2
Dennis 3

… 3
Paige 3

10

12

8

Nina | 2

Flush Reload

≈ 22



Recovered Volumes

• Obtain an (Approximation of) Volume for each query
• Repeat the attack and aggregate the 

obtained volumes
• The red dotted lines are the exact volumes
• The blue line is the volumes obtained

from cache attack
• They are quite close but not exactly

53

Peaks represent the Volumes

Approximation
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This is a range query on a 
column which has a range N

Approximately 22 records 
are returned to the user.

Name Grade
Edgar 1

… 1
Jack 1

Casey 2
… 2

Nina 2
Dennis 3

… 3
Paige 3

10

12

8

Edgar | 1

Nina | 2



Approximate Volume and Graph Construction
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Range = 3

Observed Volumes

≈
30

10

20

8

22

12



Approximate Volume and Graph Construction

56

Range = 3

Observed Volumes

≈
28

9

20

8

21

11



Approximate Volume and Graph Construction

■ Some Connections in the Graph might be missing
■ The Clique Might not form properly
■ We still can recover the 

(approximation of) database
1. Change the way we connect nodes
2. Extend the Clique Finding Algorithm

57

Range = 3

Observed Volumes

≈
28

9

20

8

21

11



a ≅ b + c

1. Constructing The Graph

■ ≅ : is determined by noise parameter 
– Obtained in a preprocessing step 

which involves mounting the attack 
on a database  known to the attacker.

58

b

Observed Volumes (Noisy)

a

c

≈



1. Constructing The Graph

■ ≅ : is determined by noise parameter 

59

noise parameter

a ≅ b + c

b

Observed Volumes (Noisy)

a

c

Recovered Volume : c

True Volume
w(c)

Offline Phase of the Attack

≈
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<latexit sha1_base64="kugftEPFALdccp0xSBfVoFer05k=">AAAB6XicbVBNS8NAEJ3Ur1q/qh69LBbBU0nEYo9FLx6rWFtoQ9lsJ+3SzSbsboQS+g+8eFDEq//Im//GbZuDtj4YeLw3w8y8IBFcG9f9dgpr6xubW8Xt0s7u3v5B+fDoUcepYthisYhVJ6AaBZfYMtwI7CQKaRQIbAfjm5nffkKleSwfzCRBP6JDyUPOqLHSfa3eL1fcqjsHWSVeTiqQo9kvf/UGMUsjlIYJqnXXcxPjZ1QZzgROS71UY0LZmA6xa6mkEWo/m186JWdWGZAwVrakIXP190RGI60nUWA7I2pGetmbif953dSEdT/jMkkNSrZYFKaCmJjM3iYDrpAZMbGEMsXtrYSNqKLM2HBKNgRv+eVV8nhR9WpV9+6y0rjO4yjCCZzCOXhwBQ24hSa0gEEIz/AKb87YeXHenY9Fa8HJZ47hD5zPH/v4jP8=</latexit>

58
<latexit sha1_base64="Xp34OYj+RYY3r1KFxpMzDVjhqG4=">AAAB6XicbVBNS8NAEJ3Ur1q/qh69LBbBU0lEqd6KXjxWsR/QhrLZTtqlm03Y3Qgl9B948aCIV/+RN/+N2zYHrT4YeLw3w8y8IBFcG9f9cgorq2vrG8XN0tb2zu5eef+gpeNUMWyyWMSqE1CNgktsGm4EdhKFNAoEtoPxzcxvP6LSPJYPZpKgH9Gh5CFn1FjpvnbVL1fcqjsH+Uu8nFQgR6Nf/uwNYpZGKA0TVOuu5ybGz6gynAmclnqpxoSyMR1i11JJI9R+Nr90Sk6sMiBhrGxJQ+bqz4mMRlpPosB2RtSM9LI3E//zuqkJL/2MyyQ1KNliUZgKYmIye5sMuEJmxMQSyhS3txI2oooyY8Mp2RC85Zf/ktZZ1buounfnlfp1HkcRjuAYTsGDGtThFhrQBAYhPMELvDpj59l5c94XrQUnnzmEX3A+vgEAlY0C</latexit>

79

<latexit sha1_base64="NzLm87TPhlEwICDmQeCAkrCBpQE=">AAAB6XicbVBNS8NAEJ3Ur1q/qh69LBbBU0lEsd6KXjxWsR/QhrLZTtqlm03Y3Qgl9B948aCIV/+RN/+N2zYHrT4YeLw3w8y8IBFcG9f9cgorq2vrG8XN0tb2zu5eef+gpeNUMWyyWMSqE1CNgktsGm4EdhKFNAoEtoPxzcxvP6LSPJYPZpKgH9Gh5CFn1FjpvnbVL1fcqjsH+Uu8nFQgR6Nf/uwNYpZGKA0TVOuu5ybGz6gynAmclnqpxoSyMR1i11JJI9R+Nr90Sk6sMiBhrGxJQ+bqz4mMRlpPosB2RtSM9LI3E//zuqkJa37GZZIalGyxKEwFMTGZvU0GXCEzYmIJZYrbWwkbUUWZseGUbAje8st/Seus6l1U3bvzSv06j6MIR3AMp+DBJdThFhrQBAYhPMELvDpj59l5c94XrQUnnzmEX3A+vgECGo0D</latexit>

89

<latexit sha1_base64="rKCBuIiPoPIZTbO4SKLW5ZXYW4I=">AAAB6XicbVBNS8NAEJ3Ur1q/qh69LBbBU0lEsd6KXjxWsR/QhrLZTtqlm03Y3Qgl9B948aCIV/+RN/+N2zYHrT4YeLw3w8y8IBFcG9f9cgorq2vrG8XN0tb2zu5eef+gpeNUMWyyWMSqE1CNgktsGm4EdhKFNAoEtoPxzcxvP6LSPJYPZpKgH9Gh5CFn1Fjp/qrWL1fcqjsH+Uu8nFQgR6Nf/uwNYpZGKA0TVOuu5ybGz6gynAmclnqpxoSyMR1i11JJI9R+Nr90Sk6sMiBhrGxJQ+bqz4mMRlpPosB2RtSM9LI3E//zuqkJa37GZZIalGyxKEwFMTGZvU0GXCEzYmIJZYrbWwkbUUWZseGUbAje8st/Seus6l1U3bvzSv06j6MIR3AMp+DBJdThFhrQBAYhPMELvDpj59l5c94XrQUnnzmEX3A+vgECG40D</latexit>

98

<latexit sha1_base64="aVAmORsREIVYJ2vMLmyZuNhglVI=">AAAB6nicbVBNS8NAEJ3Ur1q/qh69LBbBU0lEsceiF48V7Qe0oWy2k3bpZhN2N0IJ/QlePCji1V/kzX/jts1BWx8MPN6bYWZekAiujet+O4W19Y3NreJ2aWd3b/+gfHjU0nGqGDZZLGLVCahGwSU2DTcCO4lCGgUC28H4dua3n1BpHstHM0nQj+hQ8pAzaqz04Lm1frniVt05yCrxclKBHI1++as3iFkaoTRMUK27npsYP6PKcCZwWuqlGhPKxnSIXUsljVD72fzUKTmzyoCEsbIlDZmrvycyGmk9iQLbGVEz0sveTPzP66YmrPkZl0lqULLFojAVxMRk9jcZcIXMiIkllClubyVsRBVlxqZTsiF4yy+vktZF1buquveXlfpNHkcRTuAUzsGDa6jDHTSgCQyG8Ayv8OYI58V5dz4WrQUnnzmGP3A+fwBj+o01</latexit>

108

<latexit sha1_base64="Tp19MdX/PMiMhSS+UjdZjtkrFRk=">AAAB6nicbVBNS8NAEJ34WetX1aOXxSJ4KklR7LHoxWNF+wFtKJvtpF262YTdjVBCf4IXD4p49Rd589+4bXPQ1gcDj/dmmJkXJIJr47rfztr6xubWdmGnuLu3f3BYOjpu6ThVDJssFrHqBFSj4BKbhhuBnUQhjQKB7WB8O/PbT6g0j+WjmSToR3QoecgZNVZ68Kq1fqnsVtw5yCrxclKGHI1+6as3iFkaoTRMUK27npsYP6PKcCZwWuylGhPKxnSIXUsljVD72fzUKTm3yoCEsbIlDZmrvycyGmk9iQLbGVEz0sveTPzP66YmrPkZl0lqULLFojAVxMRk9jcZcIXMiIkllClubyVsRBVlxqZTtCF4yy+vkla14l1V3PvLcv0mj6MAp3AGF+DBNdThDhrQBAZDeIZXeHOE8+K8Ox+L1jUnnzmBP3A+fwBnBI03</latexit>

128<latexit sha1_base64="DNTXLd449qeueZ/wnbnthORu29c=">AAAB6nicbVDLSgNBEOyNrxhfUY9eBoPgKeyKr2PQi8eI5gHJEmYnvcmQ2dllZlYISz7BiwdFvPpF3vwbJ8keNLGgoajqprsrSATXxnW/ncLK6tr6RnGztLW9s7tX3j9o6jhVDBssFrFqB1Sj4BIbhhuB7UQhjQKBrWB0O/VbT6g0j+WjGSfoR3QgecgZNVZ68C7dXrniVt0ZyDLxclKBHPVe+avbj1kaoTRMUK07npsYP6PKcCZwUuqmGhPKRnSAHUsljVD72ezUCTmxSp+EsbIlDZmpvycyGmk9jgLbGVEz1IveVPzP66QmvPYzLpPUoGTzRWEqiInJ9G/S5wqZEWNLKFPc3krYkCrKjE2nZEPwFl9eJs2zqndRde/PK7WbPI4iHMExnIIHV1CDO6hDAxgM4Ble4c0Rzovz7nzMWwtOPnMIf+B8/gBg+I0z</latexit>

160

<latexit sha1_base64="JC8vKhDYyb6o6HlzJCatkxqbuCY=">AAAB6nicbVBNS8NAEJ3Ur1q/qh69LBbBU0lEaY9FLx4rWltoQ9lsN+3SzSbsToQS+hO8eFDEq7/Im//GbZuDtj4YeLw3w8y8IJHCoOt+O4W19Y3NreJ2aWd3b/+gfHj0aOJUM95isYx1J6CGS6F4CwVK3kk0p1EgeTsY38z89hPXRsTqAScJ9yM6VCIUjKKV7r1avV+uuFV3DrJKvJxUIEezX/7qDWKWRlwhk9SYrucm6GdUo2CST0u91PCEsjEd8q6likbc+Nn81Ck5s8qAhLG2pZDM1d8TGY2MmUSB7YwojsyyNxP/87ophnU/EypJkSu2WBSmkmBMZn+TgdCcoZxYQpkW9lbCRlRThjadkg3BW355lTxeVL2rqnt3WWlc53EU4QRO4Rw8qEEDbqEJLWAwhGd4hTdHOi/Ou/OxaC04+cwx/IHz+QNunY08</latexit>

178

<latexit sha1_base64="nR/Nellmt/XkL5PbooDtwzurpdY=">AAAB6nicbVBNS8NAEJ34WetX1aOXxSJ4KklR1FvRi8eK9gPaUDbbTbt0swm7E6GE/gQvHhTx6i/y5r9x2+agrQ8GHu/NMDMvSKQw6Lrfzsrq2vrGZmGruL2zu7dfOjhsmjjVjDdYLGPdDqjhUijeQIGStxPNaRRI3gpGt1O/9cS1EbF6xHHC/YgOlAgFo2ilh6p73SuV3Yo7A1kmXk7KkKPeK311+zFLI66QSWpMx3MT9DOqUTDJJ8VuanhC2YgOeMdSRSNu/Gx26oScWqVPwljbUkhm6u+JjEbGjKPAdkYUh2bRm4r/eZ0Uwys/EypJkSs2XxSmkmBMpn+TvtCcoRxbQpkW9lbChlRThjadog3BW3x5mTSrFe+i4t6fl2s3eRwFOIYTOAMPLqEGd1CHBjAYwDO8wpsjnRfn3fmYt644+cwR/IHz+QNnBI03</latexit>

209

<latexit sha1_base64="j8O9Z8qjxeujdR0MQr6hwl5LyQE=">AAAB6nicbVDLSgNBEOyNrxhfUY9eBoPgKexGRb0FvXiMaB6QLGF2MkmGzM4uM71CWPIJXjwo4tUv8ubfOEn2oIkFDUVVN91dQSyFQdf9dnIrq2vrG/nNwtb2zu5ecf+gYaJEM15nkYx0K6CGS6F4HQVK3oo1p2EgeTMY3U795hPXRkTqEccx90M6UKIvGEUrPVTOrrvFklt2ZyDLxMtICTLUusWvTi9iScgVMkmNaXtujH5KNQom+aTQSQyPKRvRAW9bqmjIjZ/OTp2QE6v0SD/SthSSmfp7IqWhMeMwsJ0hxaFZ9Kbif147wf6VnwoVJ8gVmy/qJ5JgRKZ/k57QnKEcW0KZFvZWwoZUU4Y2nYINwVt8eZk0KmXvouzen5eqN1kceTiCYzgFDy6hCndQgzowGMAzvMKbI50X5935mLfmnGzmEP7A+fwBa5ONOg==</latexit>

239

<latexit sha1_base64="PhoxjLDQyMca2os/fKpOfAFb2yw=">AAAB6nicbVDLTgJBEOzFF+IL9ehlIjHxRHaJD45ELx4xyiOBDZkdemHC7OxmZtaEED7BiweN8eoXefNvHGAPClbSSaWqO91dQSK4Nq777eTW1jc2t/LbhZ3dvf2D4uFRU8epYthgsYhVO6AaBZfYMNwIbCcKaRQIbAWj25nfekKleSwfzThBP6IDyUPOqLHSQ+Wq2iuW3LI7B1klXkZKkKHeK351+zFLI5SGCap1x3MT40+oMpwJnBa6qcaEshEdYMdSSSPU/mR+6pScWaVPwljZkobM1d8TExppPY4C2xlRM9TL3kz8z+ukJqz6Ey6T1KBki0VhKoiJyexv0ucKmRFjSyhT3N5K2JAqyoxNp2BD8JZfXiXNStm7LLv3F6XaTRZHHk7gFM7Bg2uowR3UoQEMBvAMr/DmCOfFeXc+Fq05J5s5hj9wPn8Abp6NPA==</latexit>

268

<latexit sha1_base64="AvLk+bp8dC9oTVsL0nnXskYkkHY=">AAAB6nicbVDLSgNBEOyNrxhfUY9eBoPgKewGRXMLevEY0TwgWcLspDcZMju7zMwKIeQTvHhQxKtf5M2/cZLsQRMLGoqqbrq7gkRwbVz328mtrW9sbuW3Czu7e/sHxcOjpo5TxbDBYhGrdkA1Ci6xYbgR2E4U0igQ2ApGtzO/9YRK81g+mnGCfkQHkoecUWOlh0q12iuW3LI7B1klXkZKkKHeK351+zFLI5SGCap1x3MT40+oMpwJnBa6qcaEshEdYMdSSSPU/mR+6pScWaVPwljZkobM1d8TExppPY4C2xlRM9TL3kz8z+ukJrz2J1wmqUHJFovCVBATk9nfpM8VMiPGllCmuL2VsCFVlBmbTsGG4C2/vEqalbJ3WXbvL0q1myyOPJzAKZyDB1dQgzuoQwMYDOAZXuHNEc6L8+58LFpzTjZzDH/gfP4AdLGNQA==</latexit>

299

2. Extend the Clique Finding Algorithm

60

No Noise Noisy Measurements

db: ⟨30,100,80,30,60⟩

<latexit sha1_base64="NSXIj28r5t4zTdiroJmsl7L61gA=">AAAB6XicbVDLSgNBEOyNrxhfUY9eBoPgKeyKr2NADx6jmAckS5id9CZDZmeXmVkhLPkDLx4U8eofefNvnCR70MSChqKqm+6uIBFcG9f9dgorq2vrG8XN0tb2zu5eef+gqeNUMWywWMSqHVCNgktsGG4EthOFNAoEtoLRzdRvPaHSPJaPZpygH9GB5CFn1Fjp4dLtlStu1Z2BLBMvJxXIUe+Vv7r9mKURSsME1brjuYnxM6oMZwInpW6qMaFsRAfYsVTSCLWfzS6dkBOr9EkYK1vSkJn6eyKjkdbjKLCdETVDvehNxf+8TmrCaz/jMkkNSjZfFKaCmJhM3yZ9rpAZMbaEMsXtrYQNqaLM2HBKNgRv8eVl0jyrehdV9/68UrvN4yjCERzDKXhwBTW4gzo0gEEIz/AKb87IeXHenY95a8HJZw7hD5zPH/H3jPo=</latexit>

60

<latexit sha1_base64="1VSnC3f39rJ7Gs+3QR/fv8FpWiM=">AAAB6nicbVDLSgMxFL1TX7W+qi7dBIvgqmR8oMuiG5cV7QPaoWTSTBuaSYYkI5Shn+DGhSJu/SJ3/o1pOwttPXDhcM693HtPmAhuLMbfXmFldW19o7hZ2tre2d0r7x80jUo1ZQ2qhNLtkBgmuGQNy61g7UQzEoeCtcLR7dRvPTFtuJKPdpywICYDySNOiXXSwznGvXIFV/EMaJn4OalAjnqv/NXtK5rGTFoqiDEdHyc2yIi2nAo2KXVTwxJCR2TAOo5KEjMTZLNTJ+jEKX0UKe1KWjRTf09kJDZmHIeuMyZ2aBa9qfif10ltdB1kXCapZZLOF0WpQFah6d+ozzWjVowdIVRzdyuiQ6IJtS6dkgvBX3x5mTTPqv5lFd9fVGo3eRxFOIJjOAUfrqAGd1CHBlAYwDO8wpsnvBfv3fuYtxa8fOYQ/sD7/AFa5o0v</latexit>

300

<latexit sha1_base64="R8EFha69Yj0KMi7mcQDQYngYRkk=">AAAB6nicbVBNS8NAEJ34WetX1aOXxSJ4KklR6rHoxWNF+wFtKJvtpl262YTdiVBCf4IXD4p49Rd589+4bXPQ1gcDj/dmmJkXJFIYdN1vZ219Y3Nru7BT3N3bPzgsHR23TJxqxpsslrHuBNRwKRRvokDJO4nmNAokbwfj25nffuLaiFg94iThfkSHSoSCUbTSQ7Xm9ktlt+LOQVaJl5My5Gj0S1+9QczSiCtkkhrT9dwE/YxqFEzyabGXGp5QNqZD3rVU0YgbP5ufOiXnVhmQMNa2FJK5+nsio5ExkyiwnRHFkVn2ZuJ/XjfF8NrPhEpS5IotFoWpJBiT2d9kIDRnKCeWUKaFvZWwEdWUoU2naEPwll9eJa1qxbuquPeX5fpNHkcBTuEMLsCDGtThDhrQBAZDeIZXeHOk8+K8Ox+L1jUnnzmBP3A+fwBkA401</latexit>

270

<latexit sha1_base64="VjvALPWhU1mi7bTYu1vJPcunQe0=">AAAB6nicbVBNS8NAEJ3Ur1q/qh69LBbBU0lKRY9FLx4r2lpoQ9lsJ+3SzSbsboQS+hO8eFDEq7/Im//GbZuDtj4YeLw3w8y8IBFcG9f9dgpr6xubW8Xt0s7u3v5B+fCoreNUMWyxWMSqE1CNgktsGW4EdhKFNAoEPgbjm5n/+IRK81g+mEmCfkSHkoecUWOl+1rd7ZcrbtWdg6wSLycVyNHsl796g5ilEUrDBNW667mJ8TOqDGcCp6VeqjGhbEyH2LVU0gi1n81PnZIzqwxIGCtb0pC5+nsio5HWkyiwnRE1I73szcT/vG5qwis/4zJJDUq2WBSmgpiYzP4mA66QGTGxhDLF7a2EjaiizNh0SjYEb/nlVdKuVb2LqntXrzSu8ziKcAKncA4eXEIDbqEJLWAwhGd4hTdHOC/Ou/OxaC04+cwx/IHz+QNfdI0y</latexit>

240

<latexit sha1_base64="s2Io/vZLGlGguopXy2OMLxo20fc=">AAAB6nicbVBNS8NAEJ3Ur1q/qh69LBbBU0mKoseiF48V7Qe0oWy2k3bpZhN2N0IJ/QlePCji1V/kzX/jts1BWx8MPN6bYWZekAiujet+O4W19Y3NreJ2aWd3b/+gfHjU0nGqGDZZLGLVCahGwSU2DTcCO4lCGgUC28H4dua3n1BpHstHM0nQj+hQ8pAzaqz0UPPcfrniVt05yCrxclKBHI1++as3iFkaoTRMUK27npsYP6PKcCZwWuqlGhPKxnSIXUsljVD72fzUKTmzyoCEsbIlDZmrvycyGmk9iQLbGVEz0sveTPzP66YmvPYzLpPUoGSLRWEqiInJ7G8y4AqZERNLKFPc3krYiCrKjE2nZEPwll9eJa1a1busuvcXlfpNHkcRTuAUzsGDK6jDHTSgCQyG8Ayv8OYI58V5dz4WrQUnnzmGP3A+fwBa5Y0v</latexit>

210

<latexit sha1_base64="YVl/Wxyn3+ziODkRbBhVKdpWK5Y=">AAAB6nicbVBNS8NAEJ3Ur1q/qh69LBbBU0lEsceiF48V7Qe0oWy2k3bpZhN2N0IJ/QlePCji1V/kzX/jts1BWx8MPN6bYWZekAiujet+O4W19Y3NreJ2aWd3b/+gfHjU0nGqGDZZLGLVCahGwSU2DTcCO4lCGgUC28H4dua3n1BpHstHM0nQj+hQ8pAzaqz04NXcfrniVt05yCrxclKBHI1++as3iFkaoTRMUK27npsYP6PKcCZwWuqlGhPKxnSIXUsljVD72fzUKTmzyoCEsbIlDZmrvycyGmk9iQLbGVEz0sveTPzP66YmrPkZl0lqULLFojAVxMRk9jcZcIXMiIkllClubyVsRBVlxqZTsiF4yy+vktZF1buquveXlfpNHkcRTuAUzsGDa6jDHTSgCQyG8Ayv8OYI58V5dz4WrQUnnzmGP3A+fwBkAo01</latexit>

180
<latexit sha1_base64="yRVO6/lbFwYU4J5mWqj2pyFKDPE=">AAAB6nicbVBNS8NAEJ3Ur1q/qh69LBbBU0lEqceiF48V7Qe0oWy2k3bpZhN2N0IJ/QlePCji1V/kzX/jts1BWx8MPN6bYWZekAiujet+O4W19Y3NreJ2aWd3b/+gfHjU0nGqGDZZLGLVCahGwSU2DTcCO4lCGgUC28H4dua3n1BpHstHM0nQj+hQ8pAzaqz04NXcfrniVt05yCrxclKBHI1++as3iFkaoTRMUK27npsYP6PKcCZwWuqlGhPKxnSIXUsljVD72fzUKTmzyoCEsbIlDZmrvycyGmk9iQLbGVEz0sveTPzP66YmvPYzLpPUoGSLRWEqiInJ7G8y4AqZERNLKFPc3krYiCrKjE2nZEPwll9eJa2LqndVde8vK/WbPI4inMApnIMHNajDHTSgCQyG8Ayv8OYI58V5dz4WrQUnnzmGP3A+fwBifY00</latexit>

170

<latexit sha1_base64="xv/eovzOoe9eAd8tTc5czhOQskk=">AAAB6nicbVDLSgNBEOyNrxhfUY9eBoPgKez6QI9BLx4jmgckS5id9CZDZmeXmVkhLPkELx4U8eoXefNvnCR70MSChqKqm+6uIBFcG9f9dgorq2vrG8XN0tb2zu5eef+gqeNUMWywWMSqHVCNgktsGG4EthOFNAoEtoLR7dRvPaHSPJaPZpygH9GB5CFn1FjpwTt3e+WKW3VnIMvEy0kFctR75a9uP2ZphNIwQbXueG5i/Iwqw5nASambakwoG9EBdiyVNELtZ7NTJ+TEKn0SxsqWNGSm/p7IaKT1OApsZ0TNUC96U/E/r5Oa8NrPuExSg5LNF4WpICYm079JnytkRowtoUxxeythQ6ooMzadkg3BW3x5mTTPqt5l1b2/qNRu8jiKcATHcAoeXEEN7qAODWAwgGd4hTdHOC/Ou/Mxby04+cwh/IHz+QNcaY0w</latexit>

130

<latexit sha1_base64="1vZXzQ7mdqa1+K89tGwLondm85I=">AAAB6nicbVBNS8NAEJ3Ur1q/qh69LBbBU0nEoseiF48V7Qe0oWy2m3bpZhN2J0IJ/QlePCji1V/kzX/jts1BWx8MPN6bYWZekEhh0HW/ncLa+sbmVnG7tLO7t39QPjxqmTjVjDdZLGPdCajhUijeRIGSdxLNaRRI3g7GtzO//cS1EbF6xEnC/YgOlQgFo2ilB89z++WKW3XnIKvEy0kFcjT65a/eIGZpxBUySY3pem6CfkY1Cib5tNRLDU8oG9Mh71qqaMSNn81PnZIzqwxIGGtbCslc/T2R0ciYSRTYzojiyCx7M/E/r5tieO1nQiUpcsUWi8JUEozJ7G8yEJozlBNLKNPC3krYiGrK0KZTsiF4yy+vktZF1atV3fvLSv0mj6MIJ3AK5+DBFdThDhrQBAZDeIZXeHOk8+K8Ox+L1oKTzxzDHzifP1lfjS4=</latexit>

110

<latexit sha1_base64="pudkPm1l18WLXog0DE9u5jliYSM=">AAAB6nicbVA9SwNBEJ2LXzF+RS1tFoNgFfZE0TJoYxnRmEByhL3NXLJkb+/Y3RNCyE+wsVDE1l9k579xk1yhiQ8GHu/NMDMvTKUwltJvr7Cyura+UdwsbW3v7O6V9w8eTZJpjg2eyES3QmZQCoUNK6zEVqqRxaHEZji8mfrNJ9RGJOrBjlIMYtZXIhKcWSfd+5R2yxVapTOQZeLnpAI56t3yV6eX8CxGZblkxrR9mtpgzLQVXOKk1MkMpowPWR/bjioWownGs1Mn5MQpPRIl2pWyZKb+nhiz2JhRHLrOmNmBWfSm4n9eO7PRVTAWKs0sKj5fFGWS2IRM/yY9oZFbOXKEcS3crYQPmGbcunRKLgR/8eVl8nhW9S+q9O68UrvO4yjCERzDKfhwCTW4hTo0gEMfnuEV3jzpvXjv3se8teDlM4fwB97nD1fajS0=</latexit>

100

<latexit sha1_base64="Ga8e2DqX7A0eiaRtUmOj46WQyoQ=">AAAB6XicbVBNS8NAEJ3Ur1q/qh69LBbBU0lEUW9FLx6r2A9oQ9lsJ+3SzSbsboQS+g+8eFDEq//Im//GbZuDtj4YeLw3w8y8IBFcG9f9dgorq2vrG8XN0tb2zu5eef+gqeNUMWywWMSqHVCNgktsGG4EthOFNAoEtoLR7dRvPaHSPJaPZpygH9GB5CFn1Fjp4drtlStu1Z2BLBMvJxXIUe+Vv7r9mKURSsME1brjuYnxM6oMZwInpW6qMaFsRAfYsVTSCLWfzS6dkBOr9EkYK1vSkJn6eyKjkdbjKLCdETVDvehNxf+8TmrCKz/jMkkNSjZfFKaCmJhM3yZ9rpAZMbaEMsXtrYQNqaLM2HBKNgRv8eVl0jyrehdV9/68UrvJ4yjCERzDKXhwCTW4gzo0gEEIz/AKb87IeXHenY95a8HJZw7hD5zPH/XsjPs=</latexit>

90

<latexit sha1_base64="MLL62A9y+TRmHxdouC99aPFMFPY=">AAAB6XicbVBNS8NAEJ3Ur1q/qh69LBbBU0lEsceiF49V7Ae0oWy2m3bpZhN2J0IJ/QdePCji1X/kzX/jts1BWx8MPN6bYWZekEhh0HW/ncLa+sbmVnG7tLO7t39QPjxqmTjVjDdZLGPdCajhUijeRIGSdxLNaRRI3g7GtzO//cS1EbF6xEnC/YgOlQgFo2ilh5rbL1fcqjsHWSVeTiqQo9Evf/UGMUsjrpBJakzXcxP0M6pRMMmnpV5qeELZmA5511JFI278bH7plJxZZUDCWNtSSObq74mMRsZMosB2RhRHZtmbif953RTDmp8JlaTIFVssClNJMCazt8lAaM5QTiyhTAt7K2EjqilDG07JhuAtv7xKWhdV76rq3l9W6jd5HEU4gVM4Bw+uoQ530IAmMAjhGV7hzRk7L86787FoLTj5zDH8gfP5A/RnjPo=</latexit>

80

<latexit sha1_base64="Klhx58dqDUo4EX3v1sklIEjrskw=">AAAB6XicbVDLSgNBEOyNrxhfUY9eBoPgKez6QI9BLx6jmAckS5id9CZDZmeXmVkhLPkDLx4U8eofefNvnCR70MSChqKqm+6uIBFcG9f9dgorq2vrG8XN0tb2zu5eef+gqeNUMWywWMSqHVCNgktsGG4EthOFNAoEtoLR7dRvPaHSPJaPZpygH9GB5CFn1Fjp4dztlStu1Z2BLBMvJxXIUe+Vv7r9mKURSsME1brjuYnxM6oMZwInpW6qMaFsRAfYsVTSCLWfzS6dkBOr9EkYK1vSkJn6eyKjkdbjKLCdETVDvehNxf+8TmrCaz/jMkkNSjZfFKaCmJhM3yZ9rpAZMbaEMsXtrYQNqaLM2HBKNgRv8eVl0jyrepdV9/6iUrvJ4yjCERzDKXhwBTW4gzo0gEEIz/AKb87IeXHenY95a8HJZw7hD5zPH+zOjPU=</latexit>

30



2. Extend the Clique Finding Algorithm*

* Github repository: https://github.com/ariashahverdi/database_reconstruction 61
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<latexit sha1_base64="nQoYBCdcUkGKBwk0ClfTnib0cHQ=">AAAB6XicbVBNS8NAEJ34WetX1aOXxSJ4KklR1FvRi8cq9gPaUDbbTbt0swm7E6GE/gMvHhTx6j/y5r9x2+agrQ8GHu/NMDMvSKQw6Lrfzsrq2vrGZmGruL2zu7dfOjhsmjjVjDdYLGPdDqjhUijeQIGStxPNaRRI3gpGt1O/9cS1EbF6xHHC/YgOlAgFo2ilh+p1r1R2K+4MZJl4OSlDjnqv9NXtxyyNuEImqTEdz03Qz6hGwSSfFLup4QllIzrgHUsVjbjxs9mlE3JqlT4JY21LIZmpvycyGhkzjgLbGVEcmkVvKv7ndVIMr/xMqCRFrth8UZhKgjGZvk36QnOGcmwJZVrYWwkbUk0Z2nCKNgRv8eVl0qxWvIuKe39ert3kcRTgGE7gDDy4hBrcQR0awCCEZ3iFN2fkvDjvzse8dcXJZ47gD5zPH/jtjP0=</latexit>

29
<latexit sha1_base64="kugftEPFALdccp0xSBfVoFer05k=">AAAB6XicbVBNS8NAEJ3Ur1q/qh69LBbBU0nEYo9FLx6rWFtoQ9lsJ+3SzSbsboQS+g+8eFDEq//Im//GbZuDtj4YeLw3w8y8IBFcG9f9dgpr6xubW8Xt0s7u3v5B+fDoUcepYthisYhVJ6AaBZfYMtwI7CQKaRQIbAfjm5nffkKleSwfzCRBP6JDyUPOqLHSfa3eL1fcqjsHWSVeTiqQo9kvf/UGMUsjlIYJqnXXcxPjZ1QZzgROS71UY0LZmA6xa6mkEWo/m186JWdWGZAwVrakIXP190RGI60nUWA7I2pGetmbif953dSEdT/jMkkNSrZYFKaCmJjM3iYDrpAZMbGEMsXtrYSNqKLM2HBKNgRv+eVV8nhR9WpV9+6y0rjO4yjCCZzCOXhwBQ24hSa0gEEIz/AKb87YeXHenY9Fa8HJZ47hD5zPH/v4jP8=</latexit>

58
<latexit sha1_base64="Xp34OYj+RYY3r1KFxpMzDVjhqG4=">AAAB6XicbVBNS8NAEJ3Ur1q/qh69LBbBU0lEqd6KXjxWsR/QhrLZTtqlm03Y3Qgl9B948aCIV/+RN/+N2zYHrT4YeLw3w8y8IBFcG9f9cgorq2vrG8XN0tb2zu5eef+gpeNUMWyyWMSqE1CNgktsGm4EdhKFNAoEtoPxzcxvP6LSPJYPZpKgH9Gh5CFn1FjpvnbVL1fcqjsH+Uu8nFQgR6Nf/uwNYpZGKA0TVOuu5ybGz6gynAmclnqpxoSyMR1i11JJI9R+Nr90Sk6sMiBhrGxJQ+bqz4mMRlpPosB2RtSM9LI3E//zuqkJL/2MyyQ1KNliUZgKYmIye5sMuEJmxMQSyhS3txI2oooyY8Mp2RC85Zf/ktZZ1buounfnlfp1HkcRjuAYTsGDGtThFhrQBAYhPMELvDpj59l5c94XrQUnnzmEX3A+vgEAlY0C</latexit>

79

<latexit sha1_base64="NzLm87TPhlEwICDmQeCAkrCBpQE=">AAAB6XicbVBNS8NAEJ3Ur1q/qh69LBbBU0lEsd6KXjxWsR/QhrLZTtqlm03Y3Qgl9B948aCIV/+RN/+N2zYHrT4YeLw3w8y8IBFcG9f9cgorq2vrG8XN0tb2zu5eef+gpeNUMWyyWMSqE1CNgktsGm4EdhKFNAoEtoPxzcxvP6LSPJYPZpKgH9Gh5CFn1FjpvnbVL1fcqjsH+Uu8nFQgR6Nf/uwNYpZGKA0TVOuu5ybGz6gynAmclnqpxoSyMR1i11JJI9R+Nr90Sk6sMiBhrGxJQ+bqz4mMRlpPosB2RtSM9LI3E//zuqkJa37GZZIalGyxKEwFMTGZvU0GXCEzYmIJZYrbWwkbUUWZseGUbAje8st/Seus6l1U3bvzSv06j6MIR3AMp+DBJdThFhrQBAYhPMELvDpj59l5c94XrQUnnzmEX3A+vgECGo0D</latexit>

89

<latexit sha1_base64="rKCBuIiPoPIZTbO4SKLW5ZXYW4I=">AAAB6XicbVBNS8NAEJ3Ur1q/qh69LBbBU0lEsd6KXjxWsR/QhrLZTtqlm03Y3Qgl9B948aCIV/+RN/+N2zYHrT4YeLw3w8y8IBFcG9f9cgorq2vrG8XN0tb2zu5eef+gpeNUMWyyWMSqE1CNgktsGm4EdhKFNAoEtoPxzcxvP6LSPJYPZpKgH9Gh5CFn1Fjp/qrWL1fcqjsH+Uu8nFQgR6Nf/uwNYpZGKA0TVOuu5ybGz6gynAmclnqpxoSyMR1i11JJI9R+Nr90Sk6sMiBhrGxJQ+bqz4mMRlpPosB2RtSM9LI3E//zuqkJa37GZZIalGyxKEwFMTGZvU0GXCEzYmIJZYrbWwkbUUWZseGUbAje8st/Seus6l1U3bvzSv06j6MIR3AMp+DBJdThFhrQBAYhPMELvDpj59l5c94XrQUnnzmEX3A+vgECG40D</latexit>

98

<latexit sha1_base64="aVAmORsREIVYJ2vMLmyZuNhglVI=">AAAB6nicbVBNS8NAEJ3Ur1q/qh69LBbBU0lEsceiF48V7Qe0oWy2k3bpZhN2N0IJ/QlePCji1V/kzX/jts1BWx8MPN6bYWZekAiujet+O4W19Y3NreJ2aWd3b/+gfHjU0nGqGDZZLGLVCahGwSU2DTcCO4lCGgUC28H4dua3n1BpHstHM0nQj+hQ8pAzaqz04Lm1frniVt05yCrxclKBHI1++as3iFkaoTRMUK27npsYP6PKcCZwWuqlGhPKxnSIXUsljVD72fzUKTmzyoCEsbIlDZmrvycyGmk9iQLbGVEz0sveTPzP66YmrPkZl0lqULLFojAVxMRk9jcZcIXMiIkllClubyVsRBVlxqZTsiF4yy+vktZF1buquveXlfpNHkcRTuAUzsGDa6jDHTSgCQyG8Ayv8OYI58V5dz4WrQUnnzmGP3A+fwBj+o01</latexit>

108

<latexit sha1_base64="Tp19MdX/PMiMhSS+UjdZjtkrFRk=">AAAB6nicbVBNS8NAEJ34WetX1aOXxSJ4KklR7LHoxWNF+wFtKJvtpF262YTdjVBCf4IXD4p49Rd589+4bXPQ1gcDj/dmmJkXJIJr47rfztr6xubWdmGnuLu3f3BYOjpu6ThVDJssFrHqBFSj4BKbhhuBnUQhjQKB7WB8O/PbT6g0j+WjmSToR3QoecgZNVZ68Kq1fqnsVtw5yCrxclKGHI1+6as3iFkaoTRMUK27npsYP6PKcCZwWuylGhPKxnSIXUsljVD72fzUKTm3yoCEsbIlDZmrvycyGmk9iQLbGVEz0sveTPzP66YmrPkZl0lqULLFojAVxMRk9jcZcIXMiIkllClubyVsRBVlxqZTtCF4yy+vkla14l1V3PvLcv0mj6MAp3AGF+DBNdThDhrQBAZDeIZXeHOE8+K8Ox+L1jUnnzmBP3A+fwBnBI03</latexit>

128<latexit sha1_base64="DNTXLd449qeueZ/wnbnthORu29c=">AAAB6nicbVDLSgNBEOyNrxhfUY9eBoPgKeyKr2PQi8eI5gHJEmYnvcmQ2dllZlYISz7BiwdFvPpF3vwbJ8keNLGgoajqprsrSATXxnW/ncLK6tr6RnGztLW9s7tX3j9o6jhVDBssFrFqB1Sj4BIbhhuB7UQhjQKBrWB0O/VbT6g0j+WjGSfoR3QgecgZNVZ68C7dXrniVt0ZyDLxclKBHPVe+avbj1kaoTRMUK07npsYP6PKcCZwUuqmGhPKRnSAHUsljVD72ezUCTmxSp+EsbIlDZmpvycyGmk9jgLbGVEz1IveVPzP66QmvPYzLpPUoGTzRWEqiInJ9G/S5wqZEWNLKFPc3krYkCrKjE2nZEPwFl9eJs2zqndRde/PK7WbPI4iHMExnIIHV1CDO6hDAxgM4Ble4c0Rzovz7nzMWwtOPnMIf+B8/gBg+I0z</latexit>

160

<latexit sha1_base64="JC8vKhDYyb6o6HlzJCatkxqbuCY=">AAAB6nicbVBNS8NAEJ3Ur1q/qh69LBbBU0lEaY9FLx4rWltoQ9lsN+3SzSbsToQS+hO8eFDEq7/Im//GbZuDtj4YeLw3w8y8IJHCoOt+O4W19Y3NreJ2aWd3b/+gfHj0aOJUM95isYx1J6CGS6F4CwVK3kk0p1EgeTsY38z89hPXRsTqAScJ9yM6VCIUjKKV7r1avV+uuFV3DrJKvJxUIEezX/7qDWKWRlwhk9SYrucm6GdUo2CST0u91PCEsjEd8q6likbc+Nn81Ck5s8qAhLG2pZDM1d8TGY2MmUSB7YwojsyyNxP/87ophnU/EypJkSu2WBSmkmBMZn+TgdCcoZxYQpkW9lbCRlRThjadkg3BW355lTxeVL2rqnt3WWlc53EU4QRO4Rw8qEEDbqEJLWAwhGd4hTdHOi/Ou/OxaC04+cwx/IHz+QNunY08</latexit>

178

<latexit sha1_base64="nR/Nellmt/XkL5PbooDtwzurpdY=">AAAB6nicbVBNS8NAEJ34WetX1aOXxSJ4KklR1FvRi8eK9gPaUDbbTbt0swm7E6GE/gQvHhTx6i/y5r9x2+agrQ8GHu/NMDMvSKQw6Lrfzsrq2vrGZmGruL2zu7dfOjhsmjjVjDdYLGPdDqjhUijeQIGStxPNaRRI3gpGt1O/9cS1EbF6xHHC/YgOlAgFo2ilh6p73SuV3Yo7A1kmXk7KkKPeK311+zFLI66QSWpMx3MT9DOqUTDJJ8VuanhC2YgOeMdSRSNu/Gx26oScWqVPwljbUkhm6u+JjEbGjKPAdkYUh2bRm4r/eZ0Uwys/EypJkSs2XxSmkmBMpn+TvtCcoRxbQpkW9lbChlRThjadog3BW3x5mTSrFe+i4t6fl2s3eRwFOIYTOAMPLqEGd1CHBjAYwDO8wpsjnRfn3fmYt644+cwR/IHz+QNnBI03</latexit>

209

<latexit sha1_base64="j8O9Z8qjxeujdR0MQr6hwl5LyQE=">AAAB6nicbVDLSgNBEOyNrxhfUY9eBoPgKexGRb0FvXiMaB6QLGF2MkmGzM4uM71CWPIJXjwo4tUv8ubfOEn2oIkFDUVVN91dQSyFQdf9dnIrq2vrG/nNwtb2zu5ecf+gYaJEM15nkYx0K6CGS6F4HQVK3oo1p2EgeTMY3U795hPXRkTqEccx90M6UKIvGEUrPVTOrrvFklt2ZyDLxMtICTLUusWvTi9iScgVMkmNaXtujH5KNQom+aTQSQyPKRvRAW9bqmjIjZ/OTp2QE6v0SD/SthSSmfp7IqWhMeMwsJ0hxaFZ9Kbif147wf6VnwoVJ8gVmy/qJ5JgRKZ/k57QnKEcW0KZFvZWwoZUU4Y2nYINwVt8eZk0KmXvouzen5eqN1kceTiCYzgFDy6hCndQgzowGMAzvMKbI50X5935mLfmnGzmEP7A+fwBa5ONOg==</latexit>

239

<latexit sha1_base64="PhoxjLDQyMca2os/fKpOfAFb2yw=">AAAB6nicbVDLTgJBEOzFF+IL9ehlIjHxRHaJD45ELx4xyiOBDZkdemHC7OxmZtaEED7BiweN8eoXefNvHGAPClbSSaWqO91dQSK4Nq777eTW1jc2t/LbhZ3dvf2D4uFRU8epYthgsYhVO6AaBZfYMNwIbCcKaRQIbAWj25nfekKleSwfzThBP6IDyUPOqLHSQ+Wq2iuW3LI7B1klXkZKkKHeK351+zFLI5SGCap1x3MT40+oMpwJnBa6qcaEshEdYMdSSSPU/mR+6pScWaVPwljZkobM1d8TExppPY4C2xlRM9TL3kz8z+ukJqz6Ey6T1KBki0VhKoiJyexv0ucKmRFjSyhT3N5K2JAqyoxNp2BD8JZfXiXNStm7LLv3F6XaTRZHHk7gFM7Bg2uowR3UoQEMBvAMr/DmCOfFeXc+Fq05J5s5hj9wPn8Abp6NPA==</latexit>

268

<latexit sha1_base64="AvLk+bp8dC9oTVsL0nnXskYkkHY=">AAAB6nicbVDLSgNBEOyNrxhfUY9eBoPgKewGRXMLevEY0TwgWcLspDcZMju7zMwKIeQTvHhQxKtf5M2/cZLsQRMLGoqqbrq7gkRwbVz328mtrW9sbuW3Czu7e/sHxcOjpo5TxbDBYhGrdkA1Ci6xYbgR2E4U0igQ2ApGtzO/9YRK81g+mnGCfkQHkoecUWOlh0q12iuW3LI7B1klXkZKkKHeK351+zFLI5SGCap1x3MT40+oMpwJnBa6qcaEshEdYMdSSSPU/mR+6pScWaVPwljZkobM1d8TExppPY4C2xlRM9TL3kz8z+ukJrz2J1wmqUHJFovCVBATk9nfpM8VMiPGllCmuL2VsCFVlBmbTsGG4C2/vEqalbJ3WXbvL0q1myyOPJzAKZyDB1dQgzuoQwMYDOAZXuHNEc6L8+58LFpzTjZzDH/gfP4AdLGNQA==</latexit>

299
<latexit sha1_base64="nQoYBCdcUkGKBwk0ClfTnib0cHQ=">AAAB6XicbVBNS8NAEJ34WetX1aOXxSJ4KklR1FvRi8cq9gPaUDbbTbt0swm7E6GE/gMvHhTx6j/y5r9x2+agrQ8GHu/NMDMvSKQw6Lrfzsrq2vrGZmGruL2zu7dfOjhsmjjVjDdYLGPdDqjhUijeQIGStxPNaRRI3gpGt1O/9cS1EbF6xHHC/YgOlAgFo2ilh+p1r1R2K+4MZJl4OSlDjnqv9NXtxyyNuEImqTEdz03Qz6hGwSSfFLup4QllIzrgHUsVjbjxs9mlE3JqlT4JY21LIZmpvycyGhkzjgLbGVEcmkVvKv7ndVIMr/xMqCRFrth8UZhKgjGZvk36QnOGcmwJZVrYWwkbUk0Z2nCKNgRv8eVl0qxWvIuKe39ert3kcRTgGE7gDDy4hBrcQR0awCCEZ3iFN2fkvDjvzse8dcXJZ47gD5zPH/jtjP0=</latexit>

29
<latexit sha1_base64="kugftEPFALdccp0xSBfVoFer05k=">AAAB6XicbVBNS8NAEJ3Ur1q/qh69LBbBU0nEYo9FLx6rWFtoQ9lsJ+3SzSbsboQS+g+8eFDEq//Im//GbZuDtj4YeLw3w8y8IBFcG9f9dgpr6xubW8Xt0s7u3v5B+fDoUcepYthisYhVJ6AaBZfYMtwI7CQKaRQIbAfjm5nffkKleSwfzCRBP6JDyUPOqLHSfa3eL1fcqjsHWSVeTiqQo9kvf/UGMUsjlIYJqnXXcxPjZ1QZzgROS71UY0LZmA6xa6mkEWo/m186JWdWGZAwVrakIXP190RGI60nUWA7I2pGetmbif953dSEdT/jMkkNSrZYFKaCmJjM3iYDrpAZMbGEMsXtrYSNqKLM2HBKNgRv+eVV8nhR9WpV9+6y0rjO4yjCCZzCOXhwBQ24hSa0gEEIz/AKb87YeXHenY9Fa8HJZ47hD5zPH/v4jP8=</latexit>

58
<latexit sha1_base64="Xp34OYj+RYY3r1KFxpMzDVjhqG4=">AAAB6XicbVBNS8NAEJ3Ur1q/qh69LBbBU0lEqd6KXjxWsR/QhrLZTtqlm03Y3Qgl9B948aCIV/+RN/+N2zYHrT4YeLw3w8y8IBFcG9f9cgorq2vrG8XN0tb2zu5eef+gpeNUMWyyWMSqE1CNgktsGm4EdhKFNAoEtoPxzcxvP6LSPJYPZpKgH9Gh5CFn1FjpvnbVL1fcqjsH+Uu8nFQgR6Nf/uwNYpZGKA0TVOuu5ybGz6gynAmclnqpxoSyMR1i11JJI9R+Nr90Sk6sMiBhrGxJQ+bqz4mMRlpPosB2RtSM9LI3E//zuqkJL/2MyyQ1KNliUZgKYmIye5sMuEJmxMQSyhS3txI2oooyY8Mp2RC85Zf/ktZZ1buounfnlfp1HkcRjuAYTsGDGtThFhrQBAYhPMELvDpj59l5c94XrQUnnzmEX3A+vgEAlY0C</latexit>

79

<latexit sha1_base64="NzLm87TPhlEwICDmQeCAkrCBpQE=">AAAB6XicbVBNS8NAEJ3Ur1q/qh69LBbBU0lEsd6KXjxWsR/QhrLZTtqlm03Y3Qgl9B948aCIV/+RN/+N2zYHrT4YeLw3w8y8IBFcG9f9cgorq2vrG8XN0tb2zu5eef+gpeNUMWyyWMSqE1CNgktsGm4EdhKFNAoEtoPxzcxvP6LSPJYPZpKgH9Gh5CFn1FjpvnbVL1fcqjsH+Uu8nFQgR6Nf/uwNYpZGKA0TVOuu5ybGz6gynAmclnqpxoSyMR1i11JJI9R+Nr90Sk6sMiBhrGxJQ+bqz4mMRlpPosB2RtSM9LI3E//zuqkJa37GZZIalGyxKEwFMTGZvU0GXCEzYmIJZYrbWwkbUUWZseGUbAje8st/Seus6l1U3bvzSv06j6MIR3AMp+DBJdThFhrQBAYhPMELvDpj59l5c94XrQUnnzmEX3A+vgECGo0D</latexit>

89

<latexit sha1_base64="rKCBuIiPoPIZTbO4SKLW5ZXYW4I=">AAAB6XicbVBNS8NAEJ3Ur1q/qh69LBbBU0lEsd6KXjxWsR/QhrLZTtqlm03Y3Qgl9B948aCIV/+RN/+N2zYHrT4YeLw3w8y8IBFcG9f9cgorq2vrG8XN0tb2zu5eef+gpeNUMWyyWMSqE1CNgktsGm4EdhKFNAoEtoPxzcxvP6LSPJYPZpKgH9Gh5CFn1Fjp/qrWL1fcqjsH+Uu8nFQgR6Nf/uwNYpZGKA0TVOuu5ybGz6gynAmclnqpxoSyMR1i11JJI9R+Nr90Sk6sMiBhrGxJQ+bqz4mMRlpPosB2RtSM9LI3E//zuqkJa37GZZIalGyxKEwFMTGZvU0GXCEzYmIJZYrbWwkbUUWZseGUbAje8st/Seus6l1U3bvzSv06j6MIR3AMp+DBJdThFhrQBAYhPMELvDpj59l5c94XrQUnnzmEX3A+vgECG40D</latexit>

98

<latexit sha1_base64="aVAmORsREIVYJ2vMLmyZuNhglVI=">AAAB6nicbVBNS8NAEJ3Ur1q/qh69LBbBU0lEsceiF48V7Qe0oWy2k3bpZhN2N0IJ/QlePCji1V/kzX/jts1BWx8MPN6bYWZekAiujet+O4W19Y3NreJ2aWd3b/+gfHjU0nGqGDZZLGLVCahGwSU2DTcCO4lCGgUC28H4dua3n1BpHstHM0nQj+hQ8pAzaqz04Lm1frniVt05yCrxclKBHI1++as3iFkaoTRMUK27npsYP6PKcCZwWuqlGhPKxnSIXUsljVD72fzUKTmzyoCEsbIlDZmrvycyGmk9iQLbGVEz0sveTPzP66YmrPkZl0lqULLFojAVxMRk9jcZcIXMiIkllClubyVsRBVlxqZTsiF4yy+vktZF1buquveXlfpNHkcRTuAUzsGDa6jDHTSgCQyG8Ayv8OYI58V5dz4WrQUnnzmGP3A+fwBj+o01</latexit>

108

<latexit sha1_base64="Tp19MdX/PMiMhSS+UjdZjtkrFRk=">AAAB6nicbVBNS8NAEJ34WetX1aOXxSJ4KklR7LHoxWNF+wFtKJvtpF262YTdjVBCf4IXD4p49Rd589+4bXPQ1gcDj/dmmJkXJIJr47rfztr6xubWdmGnuLu3f3BYOjpu6ThVDJssFrHqBFSj4BKbhhuBnUQhjQKB7WB8O/PbT6g0j+WjmSToR3QoecgZNVZ68Kq1fqnsVtw5yCrxclKGHI1+6as3iFkaoTRMUK27npsYP6PKcCZwWuylGhPKxnSIXUsljVD72fzUKTm3yoCEsbIlDZmrvycyGmk9iQLbGVEz0sveTPzP66YmrPkZl0lqULLFojAVxMRk9jcZcIXMiIkllClubyVsRBVlxqZTtCF4yy+vkla14l1V3PvLcv0mj6MAp3AGF+DBNdThDhrQBAZDeIZXeHOE8+K8Ox+L1jUnnzmBP3A+fwBnBI03</latexit>

128<latexit sha1_base64="DNTXLd449qeueZ/wnbnthORu29c=">AAAB6nicbVDLSgNBEOyNrxhfUY9eBoPgKeyKr2PQi8eI5gHJEmYnvcmQ2dllZlYISz7BiwdFvPpF3vwbJ8keNLGgoajqprsrSATXxnW/ncLK6tr6RnGztLW9s7tX3j9o6jhVDBssFrFqB1Sj4BIbhhuB7UQhjQKBrWB0O/VbT6g0j+WjGSfoR3QgecgZNVZ68C7dXrniVt0ZyDLxclKBHPVe+avbj1kaoTRMUK07npsYP6PKcCZwUuqmGhPKRnSAHUsljVD72ezUCTmxSp+EsbIlDZmpvycyGmk9jgLbGVEz1IveVPzP66QmvPYzLpPUoGTzRWEqiInJ9G/S5wqZEWNLKFPc3krYkCrKjE2nZEPwFl9eJs2zqndRde/PK7WbPI4iHMExnIIHV1CDO6hDAxgM4Ble4c0Rzovz7nzMWwtOPnMIf+B8/gBg+I0z</latexit>

160

<latexit sha1_base64="JC8vKhDYyb6o6HlzJCatkxqbuCY=">AAAB6nicbVBNS8NAEJ3Ur1q/qh69LBbBU0lEaY9FLx4rWltoQ9lsN+3SzSbsToQS+hO8eFDEq7/Im//GbZuDtj4YeLw3w8y8IJHCoOt+O4W19Y3NreJ2aWd3b/+gfHj0aOJUM95isYx1J6CGS6F4CwVK3kk0p1EgeTsY38z89hPXRsTqAScJ9yM6VCIUjKKV7r1avV+uuFV3DrJKvJxUIEezX/7qDWKWRlwhk9SYrucm6GdUo2CST0u91PCEsjEd8q6likbc+Nn81Ck5s8qAhLG2pZDM1d8TGY2MmUSB7YwojsyyNxP/87ophnU/EypJkSu2WBSmkmBMZn+TgdCcoZxYQpkW9lbCRlRThjadkg3BW355lTxeVL2rqnt3WWlc53EU4QRO4Rw8qEEDbqEJLWAwhGd4hTdHOi/Ou/OxaC04+cwx/IHz+QNunY08</latexit>

178

<latexit sha1_base64="nR/Nellmt/XkL5PbooDtwzurpdY=">AAAB6nicbVBNS8NAEJ34WetX1aOXxSJ4KklR1FvRi8eK9gPaUDbbTbt0swm7E6GE/gQvHhTx6i/y5r9x2+agrQ8GHu/NMDMvSKQw6Lrfzsrq2vrGZmGruL2zu7dfOjhsmjjVjDdYLGPdDqjhUijeQIGStxPNaRRI3gpGt1O/9cS1EbF6xHHC/YgOlAgFo2ilh6p73SuV3Yo7A1kmXk7KkKPeK311+zFLI66QSWpMx3MT9DOqUTDJJ8VuanhC2YgOeMdSRSNu/Gx26oScWqVPwljbUkhm6u+JjEbGjKPAdkYUh2bRm4r/eZ0Uwys/EypJkSs2XxSmkmBMpn+TvtCcoRxbQpkW9lbChlRThjadog3BW3x5mTSrFe+i4t6fl2s3eRwFOIYTOAMPLqEGd1CHBjAYwDO8wpsjnRfn3fmYt644+cwR/IHz+QNnBI03</latexit>

209

<latexit sha1_base64="j8O9Z8qjxeujdR0MQr6hwl5LyQE=">AAAB6nicbVDLSgNBEOyNrxhfUY9eBoPgKexGRb0FvXiMaB6QLGF2MkmGzM4uM71CWPIJXjwo4tUv8ubfOEn2oIkFDUVVN91dQSyFQdf9dnIrq2vrG/nNwtb2zu5ecf+gYaJEM15nkYx0K6CGS6F4HQVK3oo1p2EgeTMY3U795hPXRkTqEccx90M6UKIvGEUrPVTOrrvFklt2ZyDLxMtICTLUusWvTi9iScgVMkmNaXtujH5KNQom+aTQSQyPKRvRAW9bqmjIjZ/OTp2QE6v0SD/SthSSmfp7IqWhMeMwsJ0hxaFZ9Kbif147wf6VnwoVJ8gVmy/qJ5JgRKZ/k57QnKEcW0KZFvZWwoZUU4Y2nYINwVt8eZk0KmXvouzen5eqN1kceTiCYzgFDy6hCndQgzowGMAzvMKbI50X5935mLfmnGzmEP7A+fwBa5ONOg==</latexit>

239

<latexit sha1_base64="PhoxjLDQyMca2os/fKpOfAFb2yw=">AAAB6nicbVDLTgJBEOzFF+IL9ehlIjHxRHaJD45ELx4xyiOBDZkdemHC7OxmZtaEED7BiweN8eoXefNvHGAPClbSSaWqO91dQSK4Nq777eTW1jc2t/LbhZ3dvf2D4uFRU8epYthgsYhVO6AaBZfYMNwIbCcKaRQIbAWj25nfekKleSwfzThBP6IDyUPOqLHSQ+Wq2iuW3LI7B1klXkZKkKHeK351+zFLI5SGCap1x3MT40+oMpwJnBa6qcaEshEdYMdSSSPU/mR+6pScWaVPwljZkobM1d8TExppPY4C2xlRM9TL3kz8z+ukJqz6Ey6T1KBki0VhKoiJyexv0ucKmRFjSyhT3N5K2JAqyoxNp2BD8JZfXiXNStm7LLv3F6XaTRZHHk7gFM7Bg2uowR3UoQEMBvAMr/DmCOfFeXc+Fq05J5s5hj9wPn8Abp6NPA==</latexit>

268

<latexit sha1_base64="AvLk+bp8dC9oTVsL0nnXskYkkHY=">AAAB6nicbVDLSgNBEOyNrxhfUY9eBoPgKewGRXMLevEY0TwgWcLspDcZMju7zMwKIeQTvHhQxKtf5M2/cZLsQRMLGoqqbrq7gkRwbVz328mtrW9sbuW3Czu7e/sHxcOjpo5TxbDBYhGrdkA1Ci6xYbgR2E4U0igQ2ApGtzO/9YRK81g+mnGCfkQHkoecUWOlh0q12iuW3LI7B1klXkZKkKHeK351+zFLI5SGCap1x3MT40+oMpwJnBa6qcaEshEdYMdSSSPU/mR+6pScWaVPwljZkobM1d8TExppPY4C2xlRM9TL3kz8z+ukJrz2J1wmqUHJFovCVBATk9nfpM8VMiPGllCmuL2VsCFVlBmbTsGG4C2/vEqalbJ3WXbvL0q1myyOPJzAKZyDB1dQgzuoQwMYDOAZXuHNEc6L8+58LFpzTjZzDH/gfP4AdLGNQA==</latexit>

299



2. Extend the Clique Finding Algorithm*

* Github repository: https://github.com/ariashahverdi/database_reconstruction 62
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<latexit sha1_base64="nQoYBCdcUkGKBwk0ClfTnib0cHQ=">AAAB6XicbVBNS8NAEJ34WetX1aOXxSJ4KklR1FvRi8cq9gPaUDbbTbt0swm7E6GE/gMvHhTx6j/y5r9x2+agrQ8GHu/NMDMvSKQw6Lrfzsrq2vrGZmGruL2zu7dfOjhsmjjVjDdYLGPdDqjhUijeQIGStxPNaRRI3gpGt1O/9cS1EbF6xHHC/YgOlAgFo2ilh+p1r1R2K+4MZJl4OSlDjnqv9NXtxyyNuEImqTEdz03Qz6hGwSSfFLup4QllIzrgHUsVjbjxs9mlE3JqlT4JY21LIZmpvycyGhkzjgLbGVEcmkVvKv7ndVIMr/xMqCRFrth8UZhKgjGZvk36QnOGcmwJZVrYWwkbUk0Z2nCKNgRv8eVl0qxWvIuKe39ert3kcRTgGE7gDDy4hBrcQR0awCCEZ3iFN2fkvDjvzse8dcXJZ47gD5zPH/jtjP0=</latexit>

29
<latexit sha1_base64="kugftEPFALdccp0xSBfVoFer05k=">AAAB6XicbVBNS8NAEJ3Ur1q/qh69LBbBU0nEYo9FLx6rWFtoQ9lsJ+3SzSbsboQS+g+8eFDEq//Im//GbZuDtj4YeLw3w8y8IBFcG9f9dgpr6xubW8Xt0s7u3v5B+fDoUcepYthisYhVJ6AaBZfYMtwI7CQKaRQIbAfjm5nffkKleSwfzCRBP6JDyUPOqLHSfa3eL1fcqjsHWSVeTiqQo9kvf/UGMUsjlIYJqnXXcxPjZ1QZzgROS71UY0LZmA6xa6mkEWo/m186JWdWGZAwVrakIXP190RGI60nUWA7I2pGetmbif953dSEdT/jMkkNSrZYFKaCmJjM3iYDrpAZMbGEMsXtrYSNqKLM2HBKNgRv+eVV8nhR9WpV9+6y0rjO4yjCCZzCOXhwBQ24hSa0gEEIz/AKb87YeXHenY9Fa8HJZ47hD5zPH/v4jP8=</latexit>

58
<latexit sha1_base64="Xp34OYj+RYY3r1KFxpMzDVjhqG4=">AAAB6XicbVBNS8NAEJ3Ur1q/qh69LBbBU0lEqd6KXjxWsR/QhrLZTtqlm03Y3Qgl9B948aCIV/+RN/+N2zYHrT4YeLw3w8y8IBFcG9f9cgorq2vrG8XN0tb2zu5eef+gpeNUMWyyWMSqE1CNgktsGm4EdhKFNAoEtoPxzcxvP6LSPJYPZpKgH9Gh5CFn1FjpvnbVL1fcqjsH+Uu8nFQgR6Nf/uwNYpZGKA0TVOuu5ybGz6gynAmclnqpxoSyMR1i11JJI9R+Nr90Sk6sMiBhrGxJQ+bqz4mMRlpPosB2RtSM9LI3E//zuqkJL/2MyyQ1KNliUZgKYmIye5sMuEJmxMQSyhS3txI2oooyY8Mp2RC85Zf/ktZZ1buounfnlfp1HkcRjuAYTsGDGtThFhrQBAYhPMELvDpj59l5c94XrQUnnzmEX3A+vgEAlY0C</latexit>

79

<latexit sha1_base64="NzLm87TPhlEwICDmQeCAkrCBpQE=">AAAB6XicbVBNS8NAEJ3Ur1q/qh69LBbBU0lEsd6KXjxWsR/QhrLZTtqlm03Y3Qgl9B948aCIV/+RN/+N2zYHrT4YeLw3w8y8IBFcG9f9cgorq2vrG8XN0tb2zu5eef+gpeNUMWyyWMSqE1CNgktsGm4EdhKFNAoEtoPxzcxvP6LSPJYPZpKgH9Gh5CFn1FjpvnbVL1fcqjsH+Uu8nFQgR6Nf/uwNYpZGKA0TVOuu5ybGz6gynAmclnqpxoSyMR1i11JJI9R+Nr90Sk6sMiBhrGxJQ+bqz4mMRlpPosB2RtSM9LI3E//zuqkJa37GZZIalGyxKEwFMTGZvU0GXCEzYmIJZYrbWwkbUUWZseGUbAje8st/Seus6l1U3bvzSv06j6MIR3AMp+DBJdThFhrQBAYhPMELvDpj59l5c94XrQUnnzmEX3A+vgECGo0D</latexit>

89

<latexit sha1_base64="rKCBuIiPoPIZTbO4SKLW5ZXYW4I=">AAAB6XicbVBNS8NAEJ3Ur1q/qh69LBbBU0lEsd6KXjxWsR/QhrLZTtqlm03Y3Qgl9B948aCIV/+RN/+N2zYHrT4YeLw3w8y8IBFcG9f9cgorq2vrG8XN0tb2zu5eef+gpeNUMWyyWMSqE1CNgktsGm4EdhKFNAoEtoPxzcxvP6LSPJYPZpKgH9Gh5CFn1Fjp/qrWL1fcqjsH+Uu8nFQgR6Nf/uwNYpZGKA0TVOuu5ybGz6gynAmclnqpxoSyMR1i11JJI9R+Nr90Sk6sMiBhrGxJQ+bqz4mMRlpPosB2RtSM9LI3E//zuqkJa37GZZIalGyxKEwFMTGZvU0GXCEzYmIJZYrbWwkbUUWZseGUbAje8st/Seus6l1U3bvzSv06j6MIR3AMp+DBJdThFhrQBAYhPMELvDpj59l5c94XrQUnnzmEX3A+vgECG40D</latexit>

98

<latexit sha1_base64="aVAmORsREIVYJ2vMLmyZuNhglVI=">AAAB6nicbVBNS8NAEJ3Ur1q/qh69LBbBU0lEsceiF48V7Qe0oWy2k3bpZhN2N0IJ/QlePCji1V/kzX/jts1BWx8MPN6bYWZekAiujet+O4W19Y3NreJ2aWd3b/+gfHjU0nGqGDZZLGLVCahGwSU2DTcCO4lCGgUC28H4dua3n1BpHstHM0nQj+hQ8pAzaqz04Lm1frniVt05yCrxclKBHI1++as3iFkaoTRMUK27npsYP6PKcCZwWuqlGhPKxnSIXUsljVD72fzUKTmzyoCEsbIlDZmrvycyGmk9iQLbGVEz0sveTPzP66YmrPkZl0lqULLFojAVxMRk9jcZcIXMiIkllClubyVsRBVlxqZTsiF4yy+vktZF1buquveXlfpNHkcRTuAUzsGDa6jDHTSgCQyG8Ayv8OYI58V5dz4WrQUnnzmGP3A+fwBj+o01</latexit>

108

<latexit sha1_base64="Tp19MdX/PMiMhSS+UjdZjtkrFRk=">AAAB6nicbVBNS8NAEJ34WetX1aOXxSJ4KklR7LHoxWNF+wFtKJvtpF262YTdjVBCf4IXD4p49Rd589+4bXPQ1gcDj/dmmJkXJIJr47rfztr6xubWdmGnuLu3f3BYOjpu6ThVDJssFrHqBFSj4BKbhhuBnUQhjQKB7WB8O/PbT6g0j+WjmSToR3QoecgZNVZ68Kq1fqnsVtw5yCrxclKGHI1+6as3iFkaoTRMUK27npsYP6PKcCZwWuylGhPKxnSIXUsljVD72fzUKTm3yoCEsbIlDZmrvycyGmk9iQLbGVEz0sveTPzP66YmrPkZl0lqULLFojAVxMRk9jcZcIXMiIkllClubyVsRBVlxqZTtCF4yy+vkla14l1V3PvLcv0mj6MAp3AGF+DBNdThDhrQBAZDeIZXeHOE8+K8Ox+L1jUnnzmBP3A+fwBnBI03</latexit>

128<latexit sha1_base64="DNTXLd449qeueZ/wnbnthORu29c=">AAAB6nicbVDLSgNBEOyNrxhfUY9eBoPgKeyKr2PQi8eI5gHJEmYnvcmQ2dllZlYISz7BiwdFvPpF3vwbJ8keNLGgoajqprsrSATXxnW/ncLK6tr6RnGztLW9s7tX3j9o6jhVDBssFrFqB1Sj4BIbhhuB7UQhjQKBrWB0O/VbT6g0j+WjGSfoR3QgecgZNVZ68C7dXrniVt0ZyDLxclKBHPVe+avbj1kaoTRMUK07npsYP6PKcCZwUuqmGhPKRnSAHUsljVD72ezUCTmxSp+EsbIlDZmpvycyGmk9jgLbGVEz1IveVPzP66QmvPYzLpPUoGTzRWEqiInJ9G/S5wqZEWNLKFPc3krYkCrKjE2nZEPwFl9eJs2zqndRde/PK7WbPI4iHMExnIIHV1CDO6hDAxgM4Ble4c0Rzovz7nzMWwtOPnMIf+B8/gBg+I0z</latexit>

160

<latexit sha1_base64="JC8vKhDYyb6o6HlzJCatkxqbuCY=">AAAB6nicbVBNS8NAEJ3Ur1q/qh69LBbBU0lEaY9FLx4rWltoQ9lsN+3SzSbsToQS+hO8eFDEq7/Im//GbZuDtj4YeLw3w8y8IJHCoOt+O4W19Y3NreJ2aWd3b/+gfHj0aOJUM95isYx1J6CGS6F4CwVK3kk0p1EgeTsY38z89hPXRsTqAScJ9yM6VCIUjKKV7r1avV+uuFV3DrJKvJxUIEezX/7qDWKWRlwhk9SYrucm6GdUo2CST0u91PCEsjEd8q6likbc+Nn81Ck5s8qAhLG2pZDM1d8TGY2MmUSB7YwojsyyNxP/87ophnU/EypJkSu2WBSmkmBMZn+TgdCcoZxYQpkW9lbCRlRThjadkg3BW355lTxeVL2rqnt3WWlc53EU4QRO4Rw8qEEDbqEJLWAwhGd4hTdHOi/Ou/OxaC04+cwx/IHz+QNunY08</latexit>

178

<latexit sha1_base64="nR/Nellmt/XkL5PbooDtwzurpdY=">AAAB6nicbVBNS8NAEJ34WetX1aOXxSJ4KklR1FvRi8eK9gPaUDbbTbt0swm7E6GE/gQvHhTx6i/y5r9x2+agrQ8GHu/NMDMvSKQw6Lrfzsrq2vrGZmGruL2zu7dfOjhsmjjVjDdYLGPdDqjhUijeQIGStxPNaRRI3gpGt1O/9cS1EbF6xHHC/YgOlAgFo2ilh6p73SuV3Yo7A1kmXk7KkKPeK311+zFLI66QSWpMx3MT9DOqUTDJJ8VuanhC2YgOeMdSRSNu/Gx26oScWqVPwljbUkhm6u+JjEbGjKPAdkYUh2bRm4r/eZ0Uwys/EypJkSs2XxSmkmBMpn+TvtCcoRxbQpkW9lbChlRThjadog3BW3x5mTSrFe+i4t6fl2s3eRwFOIYTOAMPLqEGd1CHBjAYwDO8wpsjnRfn3fmYt644+cwR/IHz+QNnBI03</latexit>

209

<latexit sha1_base64="j8O9Z8qjxeujdR0MQr6hwl5LyQE=">AAAB6nicbVDLSgNBEOyNrxhfUY9eBoPgKexGRb0FvXiMaB6QLGF2MkmGzM4uM71CWPIJXjwo4tUv8ubfOEn2oIkFDUVVN91dQSyFQdf9dnIrq2vrG/nNwtb2zu5ecf+gYaJEM15nkYx0K6CGS6F4HQVK3oo1p2EgeTMY3U795hPXRkTqEccx90M6UKIvGEUrPVTOrrvFklt2ZyDLxMtICTLUusWvTi9iScgVMkmNaXtujH5KNQom+aTQSQyPKRvRAW9bqmjIjZ/OTp2QE6v0SD/SthSSmfp7IqWhMeMwsJ0hxaFZ9Kbif147wf6VnwoVJ8gVmy/qJ5JgRKZ/k57QnKEcW0KZFvZWwoZUU4Y2nYINwVt8eZk0KmXvouzen5eqN1kceTiCYzgFDy6hCndQgzowGMAzvMKbI50X5935mLfmnGzmEP7A+fwBa5ONOg==</latexit>

239

<latexit sha1_base64="PhoxjLDQyMca2os/fKpOfAFb2yw=">AAAB6nicbVDLTgJBEOzFF+IL9ehlIjHxRHaJD45ELx4xyiOBDZkdemHC7OxmZtaEED7BiweN8eoXefNvHGAPClbSSaWqO91dQSK4Nq777eTW1jc2t/LbhZ3dvf2D4uFRU8epYthgsYhVO6AaBZfYMNwIbCcKaRQIbAWj25nfekKleSwfzThBP6IDyUPOqLHSQ+Wq2iuW3LI7B1klXkZKkKHeK351+zFLI5SGCap1x3MT40+oMpwJnBa6qcaEshEdYMdSSSPU/mR+6pScWaVPwljZkobM1d8TExppPY4C2xlRM9TL3kz8z+ukJqz6Ey6T1KBki0VhKoiJyexv0ucKmRFjSyhT3N5K2JAqyoxNp2BD8JZfXiXNStm7LLv3F6XaTRZHHk7gFM7Bg2uowR3UoQEMBvAMr/DmCOfFeXc+Fq05J5s5hj9wPn8Abp6NPA==</latexit>

268

<latexit sha1_base64="AvLk+bp8dC9oTVsL0nnXskYkkHY=">AAAB6nicbVDLSgNBEOyNrxhfUY9eBoPgKewGRXMLevEY0TwgWcLspDcZMju7zMwKIeQTvHhQxKtf5M2/cZLsQRMLGoqqbrq7gkRwbVz328mtrW9sbuW3Czu7e/sHxcOjpo5TxbDBYhGrdkA1Ci6xYbgR2E4U0igQ2ApGtzO/9YRK81g+mnGCfkQHkoecUWOlh0q12iuW3LI7B1klXkZKkKHeK351+zFLI5SGCap1x3MT40+oMpwJnBa6qcaEshEdYMdSSSPU/mR+6pScWaVPwljZkobM1d8TExppPY4C2xlRM9TL3kz8z+ukJrz2J1wmqUHJFovCVBATk9nfpM8VMiPGllCmuL2VsCFVlBmbTsGG4C2/vEqalbJ3WXbvL0q1myyOPJzAKZyDB1dQgzuoQwMYDOAZXuHNEc6L8+58LFpzTjZzDH/gfP4AdLGNQA==</latexit>

299
<latexit sha1_base64="nQoYBCdcUkGKBwk0ClfTnib0cHQ=">AAAB6XicbVBNS8NAEJ34WetX1aOXxSJ4KklR1FvRi8cq9gPaUDbbTbt0swm7E6GE/gMvHhTx6j/y5r9x2+agrQ8GHu/NMDMvSKQw6Lrfzsrq2vrGZmGruL2zu7dfOjhsmjjVjDdYLGPdDqjhUijeQIGStxPNaRRI3gpGt1O/9cS1EbF6xHHC/YgOlAgFo2ilh+p1r1R2K+4MZJl4OSlDjnqv9NXtxyyNuEImqTEdz03Qz6hGwSSfFLup4QllIzrgHUsVjbjxs9mlE3JqlT4JY21LIZmpvycyGhkzjgLbGVEcmkVvKv7ndVIMr/xMqCRFrth8UZhKgjGZvk36QnOGcmwJZVrYWwkbUk0Z2nCKNgRv8eVl0qxWvIuKe39ert3kcRTgGE7gDDy4hBrcQR0awCCEZ3iFN2fkvDjvzse8dcXJZ47gD5zPH/jtjP0=</latexit>

29
<latexit sha1_base64="kugftEPFALdccp0xSBfVoFer05k=">AAAB6XicbVBNS8NAEJ3Ur1q/qh69LBbBU0nEYo9FLx6rWFtoQ9lsJ+3SzSbsboQS+g+8eFDEq//Im//GbZuDtj4YeLw3w8y8IBFcG9f9dgpr6xubW8Xt0s7u3v5B+fDoUcepYthisYhVJ6AaBZfYMtwI7CQKaRQIbAfjm5nffkKleSwfzCRBP6JDyUPOqLHSfa3eL1fcqjsHWSVeTiqQo9kvf/UGMUsjlIYJqnXXcxPjZ1QZzgROS71UY0LZmA6xa6mkEWo/m186JWdWGZAwVrakIXP190RGI60nUWA7I2pGetmbif953dSEdT/jMkkNSrZYFKaCmJjM3iYDrpAZMbGEMsXtrYSNqKLM2HBKNgRv+eVV8nhR9WpV9+6y0rjO4yjCCZzCOXhwBQ24hSa0gEEIz/AKb87YeXHenY9Fa8HJZ47hD5zPH/v4jP8=</latexit>

58
<latexit sha1_base64="Xp34OYj+RYY3r1KFxpMzDVjhqG4=">AAAB6XicbVBNS8NAEJ3Ur1q/qh69LBbBU0lEqd6KXjxWsR/QhrLZTtqlm03Y3Qgl9B948aCIV/+RN/+N2zYHrT4YeLw3w8y8IBFcG9f9cgorq2vrG8XN0tb2zu5eef+gpeNUMWyyWMSqE1CNgktsGm4EdhKFNAoEtoPxzcxvP6LSPJYPZpKgH9Gh5CFn1FjpvnbVL1fcqjsH+Uu8nFQgR6Nf/uwNYpZGKA0TVOuu5ybGz6gynAmclnqpxoSyMR1i11JJI9R+Nr90Sk6sMiBhrGxJQ+bqz4mMRlpPosB2RtSM9LI3E//zuqkJL/2MyyQ1KNliUZgKYmIye5sMuEJmxMQSyhS3txI2oooyY8Mp2RC85Zf/ktZZ1buounfnlfp1HkcRjuAYTsGDGtThFhrQBAYhPMELvDpj59l5c94XrQUnnzmEX3A+vgEAlY0C</latexit>

79

<latexit sha1_base64="NzLm87TPhlEwICDmQeCAkrCBpQE=">AAAB6XicbVBNS8NAEJ3Ur1q/qh69LBbBU0lEsd6KXjxWsR/QhrLZTtqlm03Y3Qgl9B948aCIV/+RN/+N2zYHrT4YeLw3w8y8IBFcG9f9cgorq2vrG8XN0tb2zu5eef+gpeNUMWyyWMSqE1CNgktsGm4EdhKFNAoEtoPxzcxvP6LSPJYPZpKgH9Gh5CFn1FjpvnbVL1fcqjsH+Uu8nFQgR6Nf/uwNYpZGKA0TVOuu5ybGz6gynAmclnqpxoSyMR1i11JJI9R+Nr90Sk6sMiBhrGxJQ+bqz4mMRlpPosB2RtSM9LI3E//zuqkJa37GZZIalGyxKEwFMTGZvU0GXCEzYmIJZYrbWwkbUUWZseGUbAje8st/Seus6l1U3bvzSv06j6MIR3AMp+DBJdThFhrQBAYhPMELvDpj59l5c94XrQUnnzmEX3A+vgECGo0D</latexit>

89

<latexit sha1_base64="rKCBuIiPoPIZTbO4SKLW5ZXYW4I=">AAAB6XicbVBNS8NAEJ3Ur1q/qh69LBbBU0lEsd6KXjxWsR/QhrLZTtqlm03Y3Qgl9B948aCIV/+RN/+N2zYHrT4YeLw3w8y8IBFcG9f9cgorq2vrG8XN0tb2zu5eef+gpeNUMWyyWMSqE1CNgktsGm4EdhKFNAoEtoPxzcxvP6LSPJYPZpKgH9Gh5CFn1Fjp/qrWL1fcqjsH+Uu8nFQgR6Nf/uwNYpZGKA0TVOuu5ybGz6gynAmclnqpxoSyMR1i11JJI9R+Nr90Sk6sMiBhrGxJQ+bqz4mMRlpPosB2RtSM9LI3E//zuqkJa37GZZIalGyxKEwFMTGZvU0GXCEzYmIJZYrbWwkbUUWZseGUbAje8st/Seus6l1U3bvzSv06j6MIR3AMp+DBJdThFhrQBAYhPMELvDpj59l5c94XrQUnnzmEX3A+vgECG40D</latexit>

98

<latexit sha1_base64="aVAmORsREIVYJ2vMLmyZuNhglVI=">AAAB6nicbVBNS8NAEJ3Ur1q/qh69LBbBU0lEsceiF48V7Qe0oWy2k3bpZhN2N0IJ/QlePCji1V/kzX/jts1BWx8MPN6bYWZekAiujet+O4W19Y3NreJ2aWd3b/+gfHjU0nGqGDZZLGLVCahGwSU2DTcCO4lCGgUC28H4dua3n1BpHstHM0nQj+hQ8pAzaqz04Lm1frniVt05yCrxclKBHI1++as3iFkaoTRMUK27npsYP6PKcCZwWuqlGhPKxnSIXUsljVD72fzUKTmzyoCEsbIlDZmrvycyGmk9iQLbGVEz0sveTPzP66YmrPkZl0lqULLFojAVxMRk9jcZcIXMiIkllClubyVsRBVlxqZTsiF4yy+vktZF1buquveXlfpNHkcRTuAUzsGDa6jDHTSgCQyG8Ayv8OYI58V5dz4WrQUnnzmGP3A+fwBj+o01</latexit>

108

<latexit sha1_base64="Tp19MdX/PMiMhSS+UjdZjtkrFRk=">AAAB6nicbVBNS8NAEJ34WetX1aOXxSJ4KklR7LHoxWNF+wFtKJvtpF262YTdjVBCf4IXD4p49Rd589+4bXPQ1gcDj/dmmJkXJIJr47rfztr6xubWdmGnuLu3f3BYOjpu6ThVDJssFrHqBFSj4BKbhhuBnUQhjQKB7WB8O/PbT6g0j+WjmSToR3QoecgZNVZ68Kq1fqnsVtw5yCrxclKGHI1+6as3iFkaoTRMUK27npsYP6PKcCZwWuylGhPKxnSIXUsljVD72fzUKTm3yoCEsbIlDZmrvycyGmk9iQLbGVEz0sveTPzP66YmrPkZl0lqULLFojAVxMRk9jcZcIXMiIkllClubyVsRBVlxqZTtCF4yy+vkla14l1V3PvLcv0mj6MAp3AGF+DBNdThDhrQBAZDeIZXeHOE8+K8Ox+L1jUnnzmBP3A+fwBnBI03</latexit>

128<latexit sha1_base64="DNTXLd449qeueZ/wnbnthORu29c=">AAAB6nicbVDLSgNBEOyNrxhfUY9eBoPgKeyKr2PQi8eI5gHJEmYnvcmQ2dllZlYISz7BiwdFvPpF3vwbJ8keNLGgoajqprsrSATXxnW/ncLK6tr6RnGztLW9s7tX3j9o6jhVDBssFrFqB1Sj4BIbhhuB7UQhjQKBrWB0O/VbT6g0j+WjGSfoR3QgecgZNVZ68C7dXrniVt0ZyDLxclKBHPVe+avbj1kaoTRMUK07npsYP6PKcCZwUuqmGhPKRnSAHUsljVD72ezUCTmxSp+EsbIlDZmpvycyGmk9jgLbGVEz1IveVPzP66QmvPYzLpPUoGTzRWEqiInJ9G/S5wqZEWNLKFPc3krYkCrKjE2nZEPwFl9eJs2zqndRde/PK7WbPI4iHMExnIIHV1CDO6hDAxgM4Ble4c0Rzovz7nzMWwtOPnMIf+B8/gBg+I0z</latexit>

160

<latexit sha1_base64="JC8vKhDYyb6o6HlzJCatkxqbuCY=">AAAB6nicbVBNS8NAEJ3Ur1q/qh69LBbBU0lEaY9FLx4rWltoQ9lsN+3SzSbsToQS+hO8eFDEq7/Im//GbZuDtj4YeLw3w8y8IJHCoOt+O4W19Y3NreJ2aWd3b/+gfHj0aOJUM95isYx1J6CGS6F4CwVK3kk0p1EgeTsY38z89hPXRsTqAScJ9yM6VCIUjKKV7r1avV+uuFV3DrJKvJxUIEezX/7qDWKWRlwhk9SYrucm6GdUo2CST0u91PCEsjEd8q6likbc+Nn81Ck5s8qAhLG2pZDM1d8TGY2MmUSB7YwojsyyNxP/87ophnU/EypJkSu2WBSmkmBMZn+TgdCcoZxYQpkW9lbCRlRThjadkg3BW355lTxeVL2rqnt3WWlc53EU4QRO4Rw8qEEDbqEJLWAwhGd4hTdHOi/Ou/OxaC04+cwx/IHz+QNunY08</latexit>

178

<latexit sha1_base64="nR/Nellmt/XkL5PbooDtwzurpdY=">AAAB6nicbVBNS8NAEJ34WetX1aOXxSJ4KklR1FvRi8eK9gPaUDbbTbt0swm7E6GE/gQvHhTx6i/y5r9x2+agrQ8GHu/NMDMvSKQw6Lrfzsrq2vrGZmGruL2zu7dfOjhsmjjVjDdYLGPdDqjhUijeQIGStxPNaRRI3gpGt1O/9cS1EbF6xHHC/YgOlAgFo2ilh6p73SuV3Yo7A1kmXk7KkKPeK311+zFLI66QSWpMx3MT9DOqUTDJJ8VuanhC2YgOeMdSRSNu/Gx26oScWqVPwljbUkhm6u+JjEbGjKPAdkYUh2bRm4r/eZ0Uwys/EypJkSs2XxSmkmBMpn+TvtCcoRxbQpkW9lbChlRThjadog3BW3x5mTSrFe+i4t6fl2s3eRwFOIYTOAMPLqEGd1CHBjAYwDO8wpsjnRfn3fmYt644+cwR/IHz+QNnBI03</latexit>

209

<latexit sha1_base64="j8O9Z8qjxeujdR0MQr6hwl5LyQE=">AAAB6nicbVDLSgNBEOyNrxhfUY9eBoPgKexGRb0FvXiMaB6QLGF2MkmGzM4uM71CWPIJXjwo4tUv8ubfOEn2oIkFDUVVN91dQSyFQdf9dnIrq2vrG/nNwtb2zu5ecf+gYaJEM15nkYx0K6CGS6F4HQVK3oo1p2EgeTMY3U795hPXRkTqEccx90M6UKIvGEUrPVTOrrvFklt2ZyDLxMtICTLUusWvTi9iScgVMkmNaXtujH5KNQom+aTQSQyPKRvRAW9bqmjIjZ/OTp2QE6v0SD/SthSSmfp7IqWhMeMwsJ0hxaFZ9Kbif147wf6VnwoVJ8gVmy/qJ5JgRKZ/k57QnKEcW0KZFvZWwoZUU4Y2nYINwVt8eZk0KmXvouzen5eqN1kceTiCYzgFDy6hCndQgzowGMAzvMKbI50X5935mLfmnGzmEP7A+fwBa5ONOg==</latexit>

239

<latexit sha1_base64="PhoxjLDQyMca2os/fKpOfAFb2yw=">AAAB6nicbVDLTgJBEOzFF+IL9ehlIjHxRHaJD45ELx4xyiOBDZkdemHC7OxmZtaEED7BiweN8eoXefNvHGAPClbSSaWqO91dQSK4Nq777eTW1jc2t/LbhZ3dvf2D4uFRU8epYthgsYhVO6AaBZfYMNwIbCcKaRQIbAWj25nfekKleSwfzThBP6IDyUPOqLHSQ+Wq2iuW3LI7B1klXkZKkKHeK351+zFLI5SGCap1x3MT40+oMpwJnBa6qcaEshEdYMdSSSPU/mR+6pScWaVPwljZkobM1d8TExppPY4C2xlRM9TL3kz8z+ukJqz6Ey6T1KBki0VhKoiJyexv0ucKmRFjSyhT3N5K2JAqyoxNp2BD8JZfXiXNStm7LLv3F6XaTRZHHk7gFM7Bg2uowR3UoQEMBvAMr/DmCOfFeXc+Fq05J5s5hj9wPn8Abp6NPA==</latexit>

268

<latexit sha1_base64="AvLk+bp8dC9oTVsL0nnXskYkkHY=">AAAB6nicbVDLSgNBEOyNrxhfUY9eBoPgKewGRXMLevEY0TwgWcLspDcZMju7zMwKIeQTvHhQxKtf5M2/cZLsQRMLGoqqbrq7gkRwbVz328mtrW9sbuW3Czu7e/sHxcOjpo5TxbDBYhGrdkA1Ci6xYbgR2E4U0igQ2ApGtzO/9YRK81g+mnGCfkQHkoecUWOlh0q12iuW3LI7B1klXkZKkKHeK351+zFLI5SGCap1x3MT40+oMpwJnBa6qcaEshEdYMdSSSPU/mR+6pScWaVPwljZkobM1d8TExppPY4C2xlRM9TL3kz8z+ukJrz2J1wmqUHJFovCVBATk9nfpM8VMiPGllCmuL2VsCFVlBmbTsGG4C2/vEqalbJ3WXbvL0q1myyOPJzAKZyDB1dQgzuoQwMYDOAZXuHNEc6L8+58LFpzTjZzDH/gfP4AdLGNQA==</latexit>

299



Our Algorithmic Contribution

■ Noisy Clique : Increase the Noise Budget
■ Pros
– More edges are connected in the graph

■ Cons
– There might be some edges that connected by mistake 

(Especially if the size of the window gets too large)
– The graph is getting bigger, hence the clique finding algorithm 

will takes longer time

■ Match & Extend: Fix the Noise Budget and combine multiple 
solutions 

63



Experimental Setting

• Used Nationwide Inpatient Sample (NIS) from Healthcare Cost and 
Utilization Project (HCUP)
• Randomly selected 100,000 records

• Performed range queries on the AMONTH (Jan-Dec) attribute 

65

Experiments Query Database Notes

I Uniform Real Database

II Uniform Synthetic Database (Gaussian Like)

III Uniform Real Database Extra load present

IV Non-Uniform Real Database

V Uniform Real Database Some volumes are missing



Experimental Results

66

Real Database - Uniform Query Synthetic Database - Uniform Query



Experimental Results

68

Real Database – Extra Load on The System Real Database – Missing Volumes
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• Database Reconstruction from Noisy Volumes: A Cache Side-Channel Attack 
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• How to Own the NAS in Your Spare Time.
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channel attacks.
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Unique Architectures Are Costly To Obtain
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• Neural architecture search (NAS) takes thousands of GPU hours
– NASNet1 search used 500 GPUs for 4 days (CIFAR-10)
– Prior work2 used 800 GPUs for 28 days (CIFAR-10)

1Zoph et al., Learning Transferable Architectures for Scalable Image Recognition, CVPR’17
2Zoph et al., Neural Architecture Search with Reinforcement Learning, ICLR’17
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• Neural architecture search (NAS) takes thousands of GPU hours
– NASNet1 search used 500 GPUs for 4 days (CIFAR-10)
– Prior work2 used 800 GPUs for 28 days (CIFAR-10)

• Hand-crafting unique architectures require ML experts’ effort
– MalConv discussed many failed architectures in their paper
– 10-15 ML experts were required to design a new architecture for ImageNet

1Zoph et al., Learning Transferable Architectures for Scalable Image Recognition, CVPR’17
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How to 0wn NAS in Your Spare Time (For more details: hardwarefail.ml)

Unique Architectures Are Costly To Obtain

7

• Neural architecture search (NAS) takes thousands of GPU hours
– NASNet1 search used 500 GPUs for 4 days (CIFAR-10)
– Prior work2 used 800 GPUs for 28 days (CIFAR-10)

• Hand-crafting unique architectures require ML experts’ effort
– MalConv discussed many failed architectures in their paper
– 10-15 ML experts were required to design a new architecture for ImageNet

1Zoph et al., Learning Transferable Architectures for Scalable Image Recognition, CVPR’17
2Zoph et al., Neural Architecture Search with Reinforcement Learning, ICLR’17

They Become Intellectual Property or Trade Secrets
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What If Your Unique DL Architectures Is Stolen?
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• Using the stolen architecture:
– The attacker can train a functional model that has the same accuracy

1So et al., Evolved Transformer, ICML19
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What Benefit Can An Adversary Have?

11

• Using the stolen architecture:
– The attacker can train a functional model that has the same accuracy
– The attacker can train a high-performing model even on a different dataset1

– The adversary can perform further attacks2 exploiting data augmentation

1So et al., Evolved Transformer, ICML19
2Xiao et al., Seeing Is Not Believing: Camouflage Attacks on Image Scaling Algorithm, USENIX’19
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Researchers and practitioner

Novel DL System



• Machine-Learning-as-a-Service (MLaaS)

How to 0wn NAS in Your Spare Time (For more details: hardwarefail.ml)

What Is Our Threat Model?

13

Researchers and practitioner

Novel DL System

Deployed in the Cloud Using MLaaS



• In MLaaS: Physical access1 to the hardware is impractical

How to 0wn NAS in Your Spare Time (For more details: hardwarefail.ml)

What Is Our Threat Model?

14

Researchers and practitioners

Deployed in the Cloud Using MLaaS

1Batina et al., CSI NN: Reverse Engineering of Neural Network Architectures through Electromagnetic Side Channel, USENIX’19



• In MLaaS: remote hardware side-channel attacks make this practical

How to 0wn NAS in Your Spare Time (For more details: hardwarefail.ml)

What Is Our Threat Model?

15

Researchers and practitioners

Deployed in the Cloud Using MLaaS

Remote Side-Channel Attacker



• In MLaaS: remote hardware side-channel attacks make this practical

How to 0wn NAS in Your Spare Time (For more details: hardwarefail.ml)

What Is Our Threat Model?

16

Researchers and practitioners

Deployed in the Cloud Using MLaaS

Remote Side-Channel Attacker
w/o Direct Queries 

in Contrast to Prior Work2

2Tramer et al., Stealing Machine Learning Models via Prediction APIs, USENIX’16



• Our attack steals the unique architectures

How to 0wn NAS in Your Spare Time (For more details: hardwarefail.ml)

What Is Our Threat Model?

17

Researchers and practitioners

Deployed in the Cloud Using MLaaS

w/o Direct Queries 
Remote Side-Channel Attacker

Unique Architectures
(MalConv or ProxylessNAS)
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Our Reconstruction Attack
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1. Identify the DL computations to monitor
2. Monitor the DL computations via Flush+Reload
3. De-noise the Flush+Reload trace
4. Profile the computation times
5. Perform the reconstruction process
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1. Identify the DL computations to monitor
2. Monitor the DL computations via Flush+Reload
3. De-noise the Flush+Reload trace
4. Profile the computation times
5. Perform the reconstruction process
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How Does the Flush+Reload Trace Look Like?

20

[1] Conv2d, 𝑡𝑡1, 1, 𝑛𝑛1
[2] BatchNorm2d, 𝑡𝑡2, 1, 𝑛𝑛2
[3] ReLU, 𝑡𝑡3, 1, 𝑛𝑛3
[4] Conv2d, 𝑡𝑡4, 1, 𝑛𝑛4
[5] BatchNorm2d, 𝑡𝑡5, 1, 𝑛𝑛5
[6] add, 𝑡𝑡6, 1, 𝑛𝑛6
[7] ReLU, 𝑡𝑡7, 1, 𝑛𝑛7

A Residual Block for ResNets

Conv2d

BatchNorm2d

ReLU

Conv2d

BatchNorm2d

ReLU

+

Flush+Reload Trace
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Reconstruction Attacks in Prior Work

21

[1] Conv2d, 𝑡𝑡1, 1, 𝑛𝑛1
[2] BatchNorm2d, 𝑡𝑡2, 1, 𝑛𝑛2
[3] ReLU, 𝑡𝑡3, 1, 𝑛𝑛3
[4] Conv2d, 𝑡𝑡4, 1, 𝑛𝑛4
[5] BatchNorm2d, 𝑡𝑡5, 1, 𝑛𝑛5
[6] add, 𝑡𝑡6, 1, 𝑛𝑛6
[7] ReLU, 𝑡𝑡7, 1, 𝑛𝑛7

A Residual Block for ResNets

Conv2d

BatchNorm2d

ReLU

Conv2d

BatchNorm2d

ReLU

+

Flush+Reload Trace

Prior work1 assumes the attacker knows it’s ResNet - Easy

1Hong et al., Security Analysis of Deep Neural Networks Operating in the Presence of Cache Side-Channel Attacks, arXiv’18
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What If The Attacker Doesn’t Know It’s ResNet?

22

[1] Conv2d, 𝑡𝑡1, 1, 𝑛𝑛1
[2] BatchNorm2d, 𝑡𝑡2, 1, 𝑛𝑛2
[3] ReLU, 𝑡𝑡3, 1, 𝑛𝑛3
[4] Conv2d, 𝑡𝑡4, 1, 𝑛𝑛4
[5] BatchNorm2d, 𝑡𝑡5, 1, 𝑛𝑛5
[6] add, 𝒕𝒕𝟔𝟔, 1, 𝒏𝒏𝟔𝟔
[7] ReLU, 𝑡𝑡7, 1, 𝑛𝑛7

??? Flush+Reload Trace

Problem: There are multiple interpretations of the trace
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Our Reconstruction Attack – Generation

23

[1] Conv2d, 𝑡𝑡1, 1, 𝑛𝑛1
[2] BatchNorm2d, 𝑡𝑡2, 1, 𝑛𝑛2
[3] ReLU, 𝑡𝑡3, 1, 𝑛𝑛3
[4] Conv2d, 𝑡𝑡4, 1, 𝑛𝑛4
[5] BatchNorm2d, 𝑡𝑡5, 1, 𝑛𝑛5
[6] add, 𝑡𝑡6, 1, 𝑛𝑛6
[7] ReLU, 𝑡𝑡7, 1, 𝑛𝑛7

??? Flush+Reload Trace

Generation Step: we create all the possible candidate architectures
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[1] Conv2d, 𝑡𝑡1, 1, 𝑛𝑛1
[2] BatchNorm2d, 𝑡𝑡2, 1, 𝑛𝑛2
[3] ReLU, 𝑡𝑡3, 1, 𝑛𝑛3
[4] Conv2d, 𝑡𝑡4, 1, 𝑛𝑛4
[5] BatchNorm2d, 𝑡𝑡5, 1, 𝑛𝑛5
[6] add, 𝑡𝑡6, 1, 𝑛𝑛6
[7] ReLU, 𝑡𝑡7, 1, 𝑛𝑛7

??? Flush+Reload Trace

Elimination Step:
we prune the incompatible candidates by estimating computation
parameters for each layer based on the timing information
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[1] Conv2d, 𝑡𝑡1, 1, 𝑛𝑛1
[2] BatchNorm2d, 𝑡𝑡2, 1, 𝑛𝑛2
[3] ReLU, 𝑡𝑡3, 1, 𝑛𝑛3
[4] Conv2d, 𝑡𝑡4, 1, 𝑛𝑛4
[5] BatchNorm2d, 𝑡𝑡5, 1, 𝑛𝑛5
[6] add, 𝑡𝑡6, 1, 𝑛𝑛6
[7] ReLU, 𝑡𝑡7, 1, 𝑛𝑛7

??? Flush+Reload Trace

Elimination Step:
we prune the incompatible candidates by estimating computation
parameters for each layer based on the timing information

Computation time (𝑡𝑡𝑖𝑖 − 𝑡𝑡𝑖𝑖−1 )
∝ the size of matrix multiplications



Reconstruction error

Evaluation Result
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MalConv ProxylessNAS-CPU

20 180,244

1 1

< 10 CPU minutes < 12 CPU hours

0 % 0 %

# candidates

# compatible architectures

Time taken

Our attack accurately reconstructs unique architectures



Conclusion and Future Work

• Conclusion: Our attack can reconstruct unique architectures precisely
Unique architectures can be stolen by our reconstruction attack

• Future Work: Countermeasures against the reconstruction attacks
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