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Firewall Concepts

• Ingress: for incoming traffic
• Egress: for outgoing traffic

• Type of firewall
• Packet Filter Firewall
• Stateful Firewall
• Application/Proxy Firewall 



Netfilter Hooks



Iptables Firewall in Linux

● Iptables is a built-in firewall based 
on netfilter.

● User-space program: iptables
● Rules are arranged in hierarchical 

structure as shown in the table.



● Each table contains several chains, each of which corresponds to a 
netfilter hook.

● Each chain indicates where its rules are enforced.
o Example : Rules on FORWARD chain are enforced at NF_IP_FORWARD hook and rules on 

INPUT  chain are enforced at NF_IP_LOCAL_IN hook.
● Each chain contains a set of firewall rules that will be enforced.
● User can add rules to the chains.

o Example : To block all incoming telnet traffic, add a rule to the INPUT chain of the filter 
table

Iptables Firewall - Structure



iptables



SSH Tunneling to Evade Firewalls

● Establish a ssh tunnel between 
“home” and “apollo”.

● On the “home” end, the tunnel 
receives TCP packets from the telnet 
client.

● It forwards the TCP data to “apollo” 
end, from where the data is out in 
another TCP packet which is sent to 
machine “work”.

● The firewall can only see the traffic 
between “home” and “apollo” and 
not from “apollo” to “work”. Also 
ssh traffic is encrypted.
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