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• Normally, we care about correctness

• Does software achieve desired behavior?

• Security is a kind of correctness

• Does software prevent undesired behavior?

The key difference is the adversary!
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What are undesired behaviors?

• Reveals info that users want to hide

• Corporate secrets, private data, PII

• Privacy/Confidentiality

• Modifies info or functionality

• Destroy records, change data mid-processing, 
install unwanted software

• Integrity

• Deny access to data or service

• Crash website, DoS, 

• Fairness

Dachman-Soled, Fall 2019 3



Why are attacks so common?

• Systems are complex, people are limited

• Many attacks exploit a vulnerability

• A software defect that can be manipulated to yield 

an undesired behavior

• Software defects come from:

• Flaws in design

• Bugs in implementation
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Why are attacks so common?

• Normal users avoid bugs

• Adversaries look for them to exploit
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Why are attacks so common?

• Because it’s profitable

• (Or attackers think it is)

• Because complex systems are only as strong 

as their weakest link
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Steps toward more security….

• Eliminate bugs or 

design flaws, or make 

them harder to exploit

– Think like an attacker!

• Deeply understand 

systems we build

• Be mindful of user-

controlled inputs
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Today’s agenda

• What is security

• C Refresher (Pointers, Memory Allocation)

• Case Study: Heartbleed Attack

• Course Survey

Dachman-Soled, Fall 2019 8



What’s in this course?

• Software and Web security

• Crypto

• Network security

• Special Topics (Bitcoin, Side-Channels, and 

more)
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Software security
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Memory safety

Malware

Web security

Static analysis

Design principles



What’s in this course?

• Software and Web security

• Crypto

• Network security

• Special Topics (Bitcoin, Side-Channels, and 

more)
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Applied crypto

• What it is (medium-high level)

• How to use it responsibly
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Black-box approach

Designing protocols 

that use cryptoAuthentication

Public Key/Symmetric Key



What’s in this course?

• Software and Web Security

• Crypto

• Network security

• Special Topics (Bitcoin, Side-Channels, and 

more)
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Network security

• How to build secure networked systems

Dachman-Soled, Fall 2017 23

Attacks on TCP, DNS, Packet Sniffing

Anonymity



What’s in this course?

• Software and Web security

• Crypto

• Network security

• Special Topics (will include some or all of):

• Bitcoin/Blockchain

• Adversarial Machine Learning

• Password Hashing

• Side-Channel Attacks

• Differential Privacy
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First Topic: Buffer Overflows
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Review: 

Pointers and Memory Allocation in C
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Review: 

Pointers and Memory Allocation in C
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Review: 

Pointers and Memory Allocation in C
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Review: 

Pointers and Memory Allocation in C
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What is the output? Assume little-endian processor.
The least significant byte (the "little end") of the data is placed at the byte with the lowest 
address. The rest of the data is placed in order in the next three bytes in memory.



Review: 

Pointers and Memory Allocation in C
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Review: 

Pointers and Memory Allocation in C
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Review: 

Pointers and Memory Allocation in C



Case study: Heartbleed

• SSL is the main protocol for secure 

(encrypted) online communication

• Heartbleed was a vulnerability in the most 

popular SSL server

Dachman-Soled, Fall 2019 37



Dachman-Soled, Fall 2019 38

https://xkcd.com/1354/
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Heartbleed:

A Closer Look at Buffer Read Overflow
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Case study: Heartbleed

• SSL is the main protocol for secure 

(encrypted) online communication

• Malformed packet allows you to see server 

memory

• Passwords, keys, emails, visitor logs …..

• Fix: Don’t let the user tell you how much data 

to send back!

• This is a design flaw
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Heartbleed:

A Closer Look at Buffer Read Overflow

• Read Overflow: A bug that permits reading past the end of a 

buffer.
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Heartbleed:

A Closer Look at Buffer Read Overflow

• Sample Output:
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