Part Task Expectations/Details Points

1 1 CSRF Attack using GET Request 10
2 CSRF Attack using POST Request 10
Answers to 2 questions 10
3 Implementation a countermeasure for Elgg Write-up describing countermeasures 10
40
2 1 Posting a Malicious Message to Display an Alert Window nothing
2 Posting a Malicious Message to Display Cookies nothing
3 Stealing Cookies from the Victim's Machine Evidence of running TCP server (screenshots, and description) 20
4 Session Hijacking using the Stolen Cookies Correctness of .java file 30
Description and screenshots of what was done 5
5 Countermeasures Description of what happened after enabling countermeasures 5

60
100 Total




