
Cryptography

Lecture 2



Announcements

• HW1 posted (not graded)
• Discrete Math Readings/Quizzes due Monday, 

2/2 @ 11:59pm
• Lecture 2 quiz posted. Due on Friday, 1/30 @ 

2pm.



Agenda

• Last time:
– Historical ciphers and their cryptanalysis (K/L 1.3)

• This time:
– Formal definition of symmetric key encryption (K/L 2.1)
– Definition of information-theoretic security (K/L 2.2)
– Variations on the definition and proofs of equivalence (K/L 2.2)
– One-Time-Pad (OTP) (K/L 2.2)













 





























 





 





Review Question:
Interestingly, all our definitions of perfect secrecy did not explicitly involve 
the random variable 𝐾, corresponding to random choice of key. Consider 
the following attempted definition of perfect secrecy.

An encryption scheme (𝐺𝑒𝑛, 𝐸𝑛𝑐, 𝐷𝑒𝑐) over message space 𝑴 is perfectly 
secret if for every probability distribution over 𝑴, every message 𝑚 ∈ 𝑴, 
and every ciphertext 𝑐 ∈ 𝑪 for which Pr[𝐶 = 𝑐] > 0,

Pr[𝐾 = 𝑘 | 𝐶 = 𝑐] = Pr[𝐾 = 𝑘].

1. Explain the attempted definition in plain English using 1-2 sentences.

2. Why is this a bad definition? Can you describe an encryption scheme that
leaks all the information about the message but still satisfies the
definition?




