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Prover(sk) Verifier(pk)
(I,st) « Pi(sk) I .
r + ()
— I.
s = Po(sk,st,r)
5 . Vipk,r,s) .y

FIGURE 12.1: A 3-round identification scheme.
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The identification experiment ldenty 1(n):

1. Gen(1™) is run to obtain keys (pk, sk).

2. Adversary A is given pk and access to an oracle Transg(-)
that it can query as often as it likes.

3. At any point during the experiment, A outputs a message I.
A uniform challenge r € Q. is chosen and given to A, who
responds with s. (We allow A to continue querying Transgx(-)
even after receiving c.)

4. The experiment evaluates to 1 if and only if V(pk,r, s) 1.
DEFINITION 12.8 Identification scheme I1 = (Gen, Py, Ps.V) is secure

against a passive attack, or just secure, if for all probabilistic polynomial-time
adversaries A, there is a negligible function negl such that:

Pr(ldent 4 11(n) = 1] < negl(n).
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Prover(x) Verifier((z. q, g, y)
k + Z,
I:=g" d .
r — Z,
.
s := [rz + k mod ¢|
S

.~ check whether ¢g* -y~ " =1

FIGURE 12.2: An execution of the Schnorr identification scheme.
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CONSTRUCTION 12.9

Let (Gen, Py, P2, V) be an identification scheme, and construct a signa-
ture scheme as follows:

e Gen: on input 17, simply run Gen(1") to obtain keys pk, sk.

The public key pk specifies a set of challenges ,x. As part of key
generation, a function H : {0,1}* — €1,; is specified, but we leave
this implieit.

e Sign: on input a private key sk and a message m € {0,1}", do:
1. Compute (I,st) « Py (sk).
2. Compute r := H(I,m).
3. Compute s := Pa(sk,st, ¢)
Output the signature (r, s).

e Vrfy: on input a public key pk, a message m, and a signature (r, s),
compute I := V(pk.r,s) and output 1 if and only if H(I, m) =

The Fiat-Shamir transform.
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CONSTRUCTION 12.12
Let G be as described in the text.
e Gen: run G(1™) to obtain (G5, q,g). Choose uniform = € Z; and
set y := ¢g*. The private key is = and the public key is (G, q.9.y).
As part of key generation, a function H : {0,1}* — Z, is specified,
but we leave this implicit.
e Sign: on input a private key x and a message m € {0,1}", choose

uniform k € Z, and set I = g*. Then compute r := H(I,m),

followed by s := [rz + K mod g|. Output the signature (r,s).
e Vrfy: on input a public key (G, q. g.y), & message m, and a signa-
ture (r,s), compute I := g" -y " and output 1 if H(I,m) =

The Schnorr signature scheme.
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