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CONSTRUCTION 11.16
Let G be as in the text. Define a public-key encryption scheme as follows:

e Gen: on input 1™ run G(1") to obtain (G, g, ¢). Then choose a uni-
form z + Z, and compute h := g*. The public key is (G, q, g, h)
and the private key is (G, q, g.z). The message space is C.

e Enc: on input a public key pk = (G, q, g, h) and a message m € G,
choose a uniform y + Z, and output the ciphertext

(g”, hY - m).

e Dec: on input a private key sk = (G,q.g,z) and a ciphertext
{c1.c2), output
-~ xr
m:=c2/cy.

The El Gamal encryption scheme.
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