
Cryptography

Lecture 16



Announcements

• Exam 3 postponed to Wednesday, April 15str
• No class on Wednesday, April 8. An asynchronous 

activity will be posted instead of the regular 
quiz.uctor OH on Friday, 5



Getting Back to 

Group operation:  
multiplication modulo .
Order of a finite group is the number of 
elements in the group.
Order of is 



Fermat’s Little Theorem

Theorem:  For prime , integer :
.

Corollary:  For prime and such that :



Generalized Theorem

Theorem:  Let be a finite group with , 
the order of the group.  Then for any element 

.

Corollary of Fermat’s Little Theorem is a special 
case of the above when is the multiplicative 
group and is prime.



Multiplicative Groups Mod N

• What about multiplicative groups modulo , where
is composite?

• Which numbers have multiplicative 
inverses ?
– such that has multiplicative inverse by 

Extended Euclidean Algorithm.
– such that does not, since is the 

smallest positive integer that can be written in the form 
for integer 

• Define . 
• is an abelian, multiplicative group.

– Why does closure hold?



Order of Multiplicative Groups Mod N

• What is the order of ?
• This has a name.  The order of is the

quantity , where is known as the Euler 
totient function or Euler phi function.

• Assume , where are distinct 
primes.
–

– Why?



Order of Multiplicative Groups Mod N

General Formula:

Theorem:  Let where the are 
distinct primes and .  Then



Another Special Case of Generalized 
Theorem

Corollary of generalized theorem:
For such that :



Another Useful Theorem

Theorem:  Let be a finite group with 
Then for any and any integer , we have

Proof:  We write , where is an 
integer and 
•
• By “generalized theorem” we have that 



An Example:

Compute by hand.



Cyclic Groups

For a finite group of order and , 
consider:

always forms a cyclic subgroup of .
However, it is possible that there are repeats in the 
above list.
Thus may be a subgroup of order smaller than 

.
If , then we say that is a cyclic group and 
that is a generator of 



Examples
Consider :

2଴ 1

2ଵ 2

2ଶ 4

2ଷ 8

2ସ 16 → 3

2ହ 6

2଺ 12

2଻ 24 → 11

2଼ 22 → 9

2ଽ 18 → 5

2ଵ଴ 10

2ଵଵ 20 → 7

2ଵଶ 14 → 1

is a generator of ∗
ଵଷ

is not a generator of ∗
ଵଷ

3଴ 1

3ଵ 3

3ଶ 9

3ଷ 27 → 1

3ସ 3

3ହ 9

3଺ 27 → 1

3଻ 3

3଼ 9

3ଽ 27 → 1

3ଵ଴ 3

3ଵଵ 9

3ଵଶ 27 → 1



Definitions and Theorems

Definition:  Let be a finite group and .  The order 
of is the smallest positive integer such that .

Ex: Consider .  The order of is .  The order 
of is .

Proposition 1: Let be a finite group and an 
element of order .  Then for any integer , we have 

.

Proposition 2: Let be a finite group and an 
element of order . Then iff





More Theorems
Proposition 3:  Let be a finite group of order and an element of 
order .  Then .

Proof: 
• We know by the generalized theorem of last class that ௠ ଴.
• By Proposition 2, we have that
• By definition of modulus, this means that .

Corollary:  if is a group of prime order , then is cyclic and all elements of 
except the identity are generators of 

Why does this follow from Proposition 3?

Theorem:  If is prime then ∗
௣

is a cyclic group of order . 



Prime-Order Cyclic Groups

Consider , where is a strong prime.

• Strong prime: , where is also 
prime.

• Recall that is a cyclic group of order 

The subgroup of quadratic residues in is a 
cyclic group of prime order .



Example of Prime-Order Cyclic Group
Consider 
Note that is a strong prime, since 

is a generator of :
2଴ 1

2ଵ 2

2ଶ 4

2ଷ 8

2ସ 16 → 5

2ହ 10

2଺ 20 → 9

2଻ 18 → 7

2଼ 14 → 3

2ଽ 6

The even powers of are the “quadratic residues” (i.e. the perfect 
squares).  Exactly half the elements of ∗

௣
are quadratic residues.

Note that the even powers of form a cyclic subgroup of order ௣ିଵ

ଶ

.

Verify: 
• closure (Multiplication translates into addition in the exponent.

Addition of two even numbers mod gives an even number 
mod , since for prime , is even.)

• Cyclic –any element is a generator.  E.g. it is easy to see that all
even powers of can be generated by ଶ.




