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Google Dabbles in Post-Quantum

Cryptography




'194S)-"%)8#1448'-*6

T L#1.%# =#-11)84%+"1#K-1.(#"#=+"(+"5#
16'8&%#< *%' &1 #+"#:-%%+*. 1@

0.:+.<.(HY%'HK #6-&(H="8H#\W)-"0)8#*84)%.&1(
[<+(."* #=#6-&(". 11#ZL' & 1%#*-1 #Y'#-<.&-5.#
%1 #&.()*%+"|@

" &1-Yo+: FH2-"#.11."Yo+-1: 3H*" 1%&) *Vott- #
*&349%'131%.81#")%#'=#%6.1.#-11)84%+"1@



>3#].1.-&*6

| T.L#.==+*+."00#*&34%'131%. 8 1#=&'8#4'1%/\W)-"%) 8#-"(HEA]
-11)84%+"#MBREE €

| 2"*& % #5-&(". 11#=H4'1%/W)-"%)8#*&34%'13 1%L 3 DA% #
L+9%6")8h+( #"'='&8-%+"HINRHHIRERMQRH#MEIRR#MdRH

| 2"*&.% #6-&(". 1 1#'=HEA{#+ %S +%6")Yo# 1 +(.H#+"='&8-%+"Y#

MPR'1%-"04")" (#G&)4#f.3 /[\*6-"5.#=&'8#%6.#|+"BB[# 111)84%+" @' HHT@#7-*689".(HHA@H#G " SH@BR&349NOPe @

MNB[#L+%6#9+(.#$"='&8-%+"F#1%%-*U1#-"(#2"*&.%.499)E3-%3# @#7 @#T-1B8{H#, @¥-1 HHA@#G"S5H#>@#1'11+H#2li_Dj#NO

MbR 9.*)&+%B#AHK. )'(.&# _-&%+-#.3#[\4'1)&.T@HH7-*68-19":.(HHA@H#G""SH#> @#f): U-Q6-BHIGHDH#l. 1 .-&*6#+"#>-%6.8-%+*1#-"(

DK+ +*3H#NONO

MCR$"Y9.%)&+%3# HB{H5'((8# _-&%+-#f.J'1)& @HHT-*68-19":.(HHA@H#G"SH#> @#f): U- Q6B #]') & "=H#>-%6.8-%0+*-:

2&34%":'53H#NONO@

MQR D'L-&(##"S#1"-:'5) # =#%6.#,.=%'<.&#A-188-@#7@#7-*68-19"..(HHA@#G"5H#>@#f): U-86-BI@B#g ) &"H

>-%6.8-%+*-2&34%':'53HANONO @

MQRB#>. . %1#E")&+.&F#T.L#:5'&+%681#="&#, THL+%6#94-&1.# -&+%+/DQUT@ETHGESHAAR HHH GBHE<.& (@ H#D22#NONP

MaR 2'84&.11.(K:+<+")1#["*(+"5#="848'8'&46+*-::3 ['*&34%.(9.-&*6 Q@HCG @#26'+H#7 Q#I @87 @H#G &("H#, @B+ ) H#

.&)U6+8'<+*6@#229#NONP

MAB6."#E&'(‘HE +41F#[I00I["(#f.3#]. <. &3#"# E&'(f[><+-#/'L6-88.& @HETHOEYRQHWMNMAMHHDS HH#D@#7-"SHBY@BET7@

7-%68-" [9".(H#7@# U+ H# @#T.: 1" HAEDBHA@PU6+8'<+*GH#1@% @#2RIBNNH#IBEAND

MeR<+1+%+"5#9.%)&+%3#[1%+8-%+"#='&# B[#L +%6#A+"% 1#=8 8EM T BU@#TH*68-19':. (HHA@#G"SHHD@H#A-" HHHA@#

2li_Dj#NONDb

MPQR+1+%+"5#%6.4#9.%)8+%3# =#|44&\+8-% #EA[HEL Y8 BHAY'%.&8.-1)&. 1 @#BH#0.85-8- 16+ 2 B#6 . H#7 @#7-*689".(H

A@H44." H@8)==HI@ " 5@ tNONR

€iie Z A]l*]S]VV]DP gE E}&UGE%Z] Vv EC%3S]}VvW IVA EP v 'pn E vd U ](( & v§]
OP}E]S8Zu+*X zX «Z}uU DX >] VPU /X EuP}EJWDWXtPEAFA] Bu X rWm CUZIE yy]e E] %o S X



>-000# &.:+38



~9%0%+*.1
" J(+8."1+"-# -060%0H HLH-"H-((+%oEI#&. % #1)KE& ) AHEDH!
K-1+1 D 4% 8 (=+" 1#-#:-% % i + #9006 . #="'L+"S#|F8

(nN! +eb42 QP el n ='&#1'8.# b <%,
Z+"%.5.8#:+" -&#*'8K+"-%+" 1#'=#%6 . #K- 1 +1#<.*%'&1]

o) 1o
- {)-
)% 1*++#11-4#%,-.-, Behxtt N$SF#D6 . #
18-::. 196#&-(+) M) “64%6-%64%66 . 8. B-& 7 — 0
QB (A" (U A &S I | A IEAN .
FRY. " Ry = "50%6H#-%6#8 Wbt / | \
06'€%. 1%#<. *0h' &F#XPHNY / | \ |
N/ \‘ | }
1 / N /
0 0) -
96'&%. 1%#K JJ_EEF%L \\ . 5 /]
51 V]
% 'y N\ o~ o




~9%0%+*.1
" J(+8."1+"-# -060%0H HLH-"H-((+%oEI#&. % #1)KE& ) AHEDH!
K-1+1 D 4% 8 (=+" 1#-#:-% % i + #9006 . #="'L+"S#|F8

(nN! +eb42 QP el n ='&#1'8.# b <%,
Z+"%.5.8#:+" -&#*'8K+"-%+" 1#'=#%6 . #K- 1 +1#<.*%'&1]
012332456743879 o o

E'8H9%6 #:-Yo%+* #Y%'H9%66 #8+56%H
Lo’ -

FDA) &_. —
o o= &BH-HK-1+1 P G N o

(o] // O \\ O
;& _,
o o= EBHHK-141 /, | \
( < o o
U S 19— 8#-#K-1+1 \ }
’ N[ 7
<. HL K- 1 SHE 66, 3H( =+ #0664\ /|
1-8.#-%%+H#$ 1! $ HHLE.&F+1#- \\ | // )

)'+8'0):-&  8-%&+HX(.%.88+" S BHD Ll s


Mobile User


A-&(#,-%%+* # &'K:.81

| 1&.#-:#-&-8.%.&+N.(#K3#Z-448&"\+8-%+"#=-*UG8 §
| 96'8%.1%# *%'&# &'KSBIDFH#G+<."HA+ 1 #3H=+1t
"IN &H<*%'8aeD #Nn$L6'1.# ;. "5%6#+1#-%# & Yo#
agt . #ndh,
| 96'8%.1%HS (A4.("%H %' &# &'K: BRKHF#HG+<-H#
K-1+ D=+ -&:3#+"(4."("%o#H1. MR " R- 1)*6#
%6-Y#t<. *%0' &1 #6-<.#:."5%6#-%#3 184H # N$$@

| G-4#96'&%.18680' & 'K :.8H#RBIS567 FHG+<-HK-1+1#

OH#-"(#8#(+) L&IIO# _
| .%)&§o#+=3( .($) Q N O..+."<.(;?t6-&(#
| .%)&"#j#+:§5( ( $)) 2 0. N <"H="QH-H

W)-"06)8#
*84)%.&



Mobile User


2&34%'58-46+*#A-&(# &'K:.81


Mobile User


D6.#9%9# &'K:.8

7+8."1+"4 |
[
<l ! TIKa
DK+*8* | 8-96&+H\HIHHL+%064 8 "1+ ]
Y&+ 1H6'L. H-YoH & (BH

"< &<y
J' |

_&'K:.BF#G+<.I'H#=HIB{ "8} 2
X'&#1)==+*+."%:3#Z18'&%]#


Mobile User


|.:-%+"#%'#,-%%+*.1

| B'&LUR-1.#Y0'HI<.&-5/2-1.#1.()*%+"F#
08&.-U+"5#%6.#*&34%'131%.8#"#-<.&-5. #+1#
6-&(#-1#K&.-U+"5#%6 . #6-8(. 1%#+"1%-"* #'=1
)"(.&:3+"5#:-%%+* #4&'K:.8@
| 9$9F
" B'&IUD-1 #% ' HI<.&-52-1 #.()*%+"#=&'8#9$" @


Mobile User


2| AE#=&'8#,-%0%+*.1


Mobile User


2| AE#=&'8#,-%0%+*.1

[T a
K+ $"4)%F ver '
>-0%68+\F h

K3 | 8-%&+\HIHAL+%6#
[%&+. 1#*6'1."#-%H&-"('8#

'<.&#<§ I

Di#.<-:)-%.#%6.#
6-16#"#V
)%4)%F

QD <4



2|AE#=&'8#,-%%+*.1 H
iK%+
?I\:é&lf\'g?F -*X FIV Y T

GH+<M"#-#* 1 +1+"
\6' s B "8} AF




D6.#B[# &'K:.8#X9.-&*6Y

0.*&.%#(+8."1+"#<.*%'&# 1#
L+%6#."%&+.1#*6'1."#-%#&-"('8 j4.&- % +"1#-& #8'(#4@

.*@ ! )

DK+ * J8-%&+\HHHL+%06# | /(+8."1+"#.&& &t
"%&+. 1#%6' L. "#-Yott&-"('8# <.*%'&#.H#L+%6#."%&+.1#

'<. &<y 1-84:.(#=&'8#\@

&K SFHGH<."H#H AN, HE=11@


Mobile User


D6.#B[#_ &'K:.8#X7.*+1+™MY

9.*&.%#(+8."1+"#<.*%'&# 1#
L+%6#."%&+.1#*6'L."#-%#&-"('8 j4.&-%+"1#-& #8'(#4@

. I ! ) N

DK # * I8-9%&+H\HIH#L+%6# | /(+8."1+"#.&& &
"0&+. 1H*6'L. " H-UH&-"('8# <00 &#. H#L+06#."%0&+.1#

< &<y 1-84:.(#=&'8#\@

| &'K:.SFHT+1%+"5)HIBAEE SH#XHAY


Mobile User


|.:-%+"#%'#,-%%+*.1

| B'&IUR-1.#%'#I<.&-5[2-1.#I.()*%+"F#
0&.-U+"5#%6.#*&34%'131%.8#"#-<.&-5.#+1#
6-&(#-1#K&.-U+"5#%6.#6-&(.1%#+"1%-"* #'=1
)"(.&:3+"5#:-%%+* #48'K:.8@

| B[F
" B'&AUR-1 HNHI<.&-5/2-1.4S)-"%)8 |.()*%+"#
=&'8#9%'@

" B'&AUR-1 HY'HI<.&-5/2-1 H2:-11+*-1.()*%o+"1#
=8'8#5-49" @


Mobile User


-96%+H8-1.(#["*&34%+"



1.5.<V12&34%'131%.8%M VOCR

K+ #
f.3F ) — )H#EM# 1#n#.

0.%& Yoit
f.3F 1



Mobile User


.5.<V128&34%'13196.§ *&34%+"#'=#
| D+ &

XPY  *
&M '&} 2 *6'1."#-Yott
&"('8@
L
XN |« @ I%J



Mobile User


.5.<V12834%'131%.8 .*&34%+"

L
| : @ |5
) — J#M#1#n#.
F
I I* . |



Mobile User


.5.<V12&34%'131%.& .*&34%+"'#

* @ | L

| ) 15
N = #miang

I I* . |




.5.<V12&34%'131%.& .*&34%+"'#

] L
[ | * I @ | ,,IO—/OJ __
N = ummiens.
F ) | ) * @I [O—/LOJ

| 1+ L L#m#l




.5.<V12&34%'131%.& .*&34%+"'#

] L
[ | * I @ | ,,IO—/OJ __
N = ummiens.
F ) | ) * @I [O—/LOJ

| M - L ]
1 I _
N @ 3l






Mobile User


_&'4.&%+_1#':#,B[

| [W)+<-1-"%, '=#9.-&*607 . *+1+" B[
| [W)+<-0."* #'=# B[#L+%6#&"('8#1.*&.%01.*&.¢
(&-L"#=&'B#.8&'&H(+1%&+K)%+"



Mobile User


——+*4+ '"*3
| [F=++ "3 #-HB-+"H" & - (#
*&34%'131% @1
I $"K'%6859%# B[ /K-1.(#&34%'131%.81H#%
AK:+*#U. 3" 1+ 1% 1 # =#-#&-" ('8#8-YdH-# =4
A * "#X R IBSASH##E& W)+&+"S5#14-* ##

1#JB5C 1$@
" 1O -"(#(+1*&.98: 5HK- 1. (#&34%'131%. SR *#
U.3&+h.#+1#.+%-8%H06 .#1.%) & 4983% %. & ##
| D'#&.()*.#%6.#4)K: +*#ULBH. HE#"" 1+ (. &B%+*. 14
L+%6#1%&)*%)&. @
| D6+1#+1#%6/{Bi#5.%%+"5@#


Mobile User


1+"5/,B[#9.%%+"5

| A+56:3#.==+*+."%#U.3#.\*6-"5.#4&'%"™*" . 1 #-&.7
4'11+K: . #+"#%6 . #BFH1.%0%+"5@#
" O+8+:-&HVSHHA.:8-"#1.3#[\*6-"5.
| $%#H+1#.+U..3%#%6-%#-%# . .- 1%#" . #1)*6#1*6.
1%-"(-&(+h.(#K3#T&D
|7 .%-+:1#+"#%6 .#1.+(. 1H#K) Y%# L+ . #1U+44+"
. *00)&.@


Mobile User


0)88-&3

L -%%HK-1.(#*&34%'5&-463#+1#-#4&'8+1+"54
-44&'-F6#="&#.==+*+." Y H¥WM) 1% ) 8#
*&34%'5&-463@

L 1#%6 . #K-1+*#4) K +*#U. 3#4&+8+%+< . 1#*-"#
*1%&)*%.(#=&'8#%6.1.#-11)84%+""1F
" O)KAHHU.3#."*&34%+ " HAT. 3#[\*6-"5.H# 7 +5+%- . #

9+5"-%)&.1

| E'&#8'&.#+"='&8-%+"#"#&.1.-&F0#4&'p.*%1H
4:.-1.#""%-*%#8.#-%F#-*67)3(@.()



mailto:danadach@umd.edu

D6-"U#3)|



D6.#1+"5#9.%%+"5

| S)'%-+."V&# " BHETFGO 5 # TH6.&.#0 5, +P46.#8%6

*3%:'04'8+* 4": 3" 8+-#'=#(.5&.# 1#1 $

" @QEH s TP@&'J! M & @#

" T R IK@T°@8&$

"I @& TP @ {T@ %W \ &%’ @%T° @ {T@
&%\ TF%@ { T@&%\ (&' '&'),

-%0%+* #+1#(.=+". (#-1#-"#+ G HETFGO 5 # BO#H#

| 14"5/ B[# -"(# &+"BSUB'K:.81#-&.#(.=+".(#K3#
1)K1%+%)%+"5#%06.48-9688%8"'8+-.1#=&'8#%6.#

W)'%+."%#&+"5#-"(#1)K1%+%)%+"5#4":3"8+-:#

8).%+4:+*-%+"#E Bk 4K . *%' &#8) . % +4 . +*-(@#H

| D6.#A)K:+*#U.3#+1#"L#-#4":3"8+- BHETFG0 5 # HH#
SHLHE-HK AL &KL (#)1+"5 BSOS K+% 1@



TDD#D&-"1='&8

2" 1+(.&HO 5y HHL6.& B +1#-#4'L.&#'=#HN@#D6."#(.5&. #+1#.W
%'HH#A'L.&H'=#MNH# t J, 054! TP @&
| 2"1+(.&H#4&+B HMLA@MAE | K @ J@
| D6."#L.#6-<.#J t J%B&+8+%+<.#&"%1#8'(M#
" BB3JH<I+1# 3%+ #L + %64 MIE &@H H MF &),
" YHOK H-#5." . &-%' 8 <HAEH LHMIF &)/ % @& +8+%+< #&"% @

CO8al P SH#1+"1 8 HE MF 8$@CP+ 1 #4 %Bl&+8+%+< #&"% @
11 ## CBYHALG . & B 1#8&.:-%+<.:3#A&+B X' H#

" T'%.#%6-0689 341 F& | K @GO#>'():'#TE@&8.-"1# T¢! F&@
" %) "QK.#%G#')SK.&#':#tq/%&&+8+%+<.#&"%1

| E'&#-#4"3"8+-#( T b <y TGTnP

| E'&#.<.&38 () | K @L+1#.W)-:#%"#%-U+TE3():'#
TR @&-"#3'0):'#  M"(#%6."#.<-1)-%+"5#%6.#&.()*.(#
4':3"8+-:#-Y%H KD



TDD#D&-"1="&8#

| E'&#-#4"3"8+-#(T) < TGTnP

| [<-)-%.#L( T) "#-:# J")8K.&#'=#t J%6
A&+8+%+< #&"%1@HKYo-+"#-H#< *U'&#
(. 1#Us@

| 2-"#"LH(H#K ' Y%6H#-((+%+"#-"(#8):%+4:+*-%+""4
¥ (+"-%. IL+1.@



f.3#[\*6-"5.#=&'S#I+"5 / B[



0+84: #f.3#[\*6-"5.

#2 Q! =,Q@ Ap

#=Q ! =,Q@ Ab

Q,QAN=,Q,Q I[2)T2$,5'DS$|T Q,QN=,Q,Q



