Cryptography

Lecture 15



Announcements

* HW4 due Monday 4/7 @11:59pm



Agenda

* Last time
— Practical Constructions of Block-Ciphers: SPN (K/L 6.2)

* This time
— Details of AES/DES (K/L 6.2)
— Start Number Theory unit!



Details on DES

The Data Encryption Standard was developed in the 1970s
by IBM (with help from the National Security Agency), and
adopted in 1977 as a Federal Information Processing
Standard for the US.

DES is no longer considered secure due to its short key
length of 56 bits which makes it vulnerable to brute-force
attacks.

It remains in wide use today in the strengthened form of
triple-DES, described in Section 6.2.4.

DES is of great historical significance. It has undergone
intensive scrutiny within the cryptographic community,
arguably more than any other cryptographic algorithm in
history. The common consensus is that, relative to its key
length, DES is an extremely well designed cipher.

— To date, the best known attack on DES in practice is an
exhaustive search over all 2°° possible keys.



Details on DES

 The DES block cipher is a 16-round Feistel
network with a block length of 64 bits and a
key length of 56 bits. The same round function

f is used in each of the 16 rounds.

* Round function takes a 48-bit sub-key and, as
in a (balanced) Feistel network, a 32-bit input

* The key schedule of DES is used to derive a
sequence of 48-bit sub-keys k4, ..., k{5 from
the 56-bit master key.



Details on AES

In January 1997, the United States National Institute of Standards
and Technology (NIST) announced a competition to select a new
block cipher—to be called the Advanced Encryption Standard, or
AES

15 submissions from all over the world. Each team’s candidate
cipher was intensively analyzed by members of NIST, the public, and
(especially) the other teams. Two workshops were held (98, '99) to
analyze the various submissions. Following the second workshop,
NIST narrowed the field down to 5 “finalists” and the second round
of the competition began. A third AES workshop was held in April
2000, inviting additional scrutiny on the five finalists.

In October 2000, NIST announced that the winning algorithm was
Rijndael (a block cipher designed by Belgian cryptographers Vincent
Rijmen and Joan Daemen)



Details on AES

A 4-by-4 array of bytes called the state is modified in a series of rounds. The state is
initialized to the input to the cipher (128 bits = 16 bytes). The following operations are then
applied in each round:

1. Stage 1 - AddRoundKey: A 128-bit sub-key is derived from the master key, and is
interpreted as a 4-by-4 array of bytes. state updated by XORing it with this sub-key.

2.  Stage 2 — SubBytes: Each byte of state is replaced by another byte according to a single
fixed lookup table S. This substitution table (or S-box) is a bijection over {0, 1}8.

3.  Stage 3 —ShiftRows: The bytes in each row of state are cyclically shifted to the left as
follows: the first row of the array is untouched, the second row is shifted one place to
the left, the third row is shifted two places to the left, and the fourth row is shifted
three places to the left. All shifts are cyclic so that, e.g., in the second row the first byte
becomes the fourth byte.

4. Stage 4 — MixColumns: An invertible transformation is applied to the four bytes in each
column. (linear transformation—i.e., matrix multiplication—over an appropriate field.)

If two inputs differ in b > 0 bytes, then transformation yields two outputs differing
in at least 5 — b bytes.

In the final round, MixColumns is replaced with AddRoundKey. Why?
* To date, no practical cryptanalytic attacks significantly better than a exhaustive search.



Number Theory



Modular Arithmetic

Definition of modulo:

We say that two integers a, b are congruent
modulo p denoted by
a=bmodp

If
p|(a—>b)
(i.e. p divides (a — b)).



Modular Arithmetic

Examples: All of the following are true
2 =15mod 13
28 = 15 mod 13
41 = 15 mod 13

—11 = 15 mod 13



Modular Arithmetic

Operation: addition mod p
Regular addition, take modulo p.

Example: 8 + 10 mod 13 = 18 mod 13 =
5 mod 13.






Properties of Addition mod p

Consider the set Z,, of integers {0,1, ..., p — 1} and the operation
addition mod p.

* Closure: Adding two numbers in Z,, and taking mod p yields a
number in Z,.

 |dentitiy: Foreverya € Z,, |0 + a]lmod p = a mod p.

* Inverse: Foreverya € Z,, there exists a b € Z,, suchthata + b =
0 mod p.
— b is simply the negation of a (b = —a).

— Note that using the property of inverse, we can do subtraction. We
define ¢ — d mod p to be equivalent to ¢ + (—d)mod p.

* Associativity: Foreverya,b,c €Z,:(a+b)+c=a+ (b +
c)mod p.

Z, is a group with respect to addition!



Definition of a Group

A group is a set G along with a binary operation o for which
the following conditions hold:

Closure: Forallg,h € G,g°h € G.

ldentity: There exists an identity e € G such that forall g €
G,eog:g:goe.

Inverse: Forall g € G there exists an element h € G such
thatgoh =e = ho g. Such an his called an inverse of g.

Associativity: Forall g4,9,,93 € G,(g1°92) °© gz = g1 °
(92 ° g3).

When G has a finite number of elements, we say G is finite
and let |G| denote the order of the group.



Abelian Group

A group G with operation o is abelian if the
following holds:

 Commutativity: Forallg,h € G,goh =hog.

We will always deal with finite, abelian groups.



Other groups over the integers

 We will be interested mainly in multiplicative
groups over the integers, since there are
computational problems believed to be hard
over such groups.

— Such hard problems are the basis of number-
theoretic cryptography.

* Group operation is multiplication mod p,
instead of addition mod p.



Multiplication mod p

Example:
3:-8mod 13 = 24 mod 13 = 11 mod 13.



Multiplicative Groups

Is Z,, a group with respect to multiplication mod
p?

* Closure—YES

* |dentity—YES (1 instead of 0)

* Associativity—YES

* |Inverse—NO

— 0 has no inverse since there is no integer a such
that 0 - a = 1 mod p.



Multiplicative Group

For p prime, define Z, = {1, ..., p — 1} with operation
multiplication mod p.

We will see that Z is indeed a multiplicative group!

To prove that Z;, is a multiplicative group, it is sufficient to
prove that every element has a multiplicative inverse
(since we have already argued that all other properties of
a group are satisfied).

This is highly non-trivial, we will see how to prove it using
the Euclidean Algorithm.



Inefficient method of finding inverses
mod p

Example: Multiplicative inverse of 9 mod 11.
9-1=9mod 11
-2=18 =7 mod 11
-3 =27 =5mod 11
-4 =36 =3 mod 11
-5=45=1mod 11

O© O O O

What is the time complexity?

Brute force search. In the worst case must try all 10 numbersin Z~ 4 to find
the inverse.

This is exponential time! Why? Inputs to the algorithm are (9,11). The
length of the input is the length of the binary representation of (9,11). This
means that input size is approx. log, 11 while the runtime is approx.
2108211 = 11. The runtime is exponential in the input length.

Fortunately, there is an efficient algorithm for computing inverses.



Euclidean Algorithm

Theorem: Let a,p be positive integers. Then
there exist integers X, Y such that Xa + Yp =

ogcd(a,p).

Given a, p, the Euclidean algorithm can be used
to compute gcd(a, p) in polynomial time. The
extended Euclidean algorithm can be used to
compute X, Y in polynomial time.






Proving Z, is a multiplicative group

In the following we prove that every elementin Z* hasa

. : . . P
multiplicative inverse when p is prime. This is sufficient to prove that
Z, is a multiplicative group.

Proof. Let a € Z;. Then gcd(a,p) = 1, since p is prime.

By the Euclidean Algorithm, we can find integers X,Y such that aX +
pY = gcd(a,p) = 1.

Rearranging terms, we get that pY = (aX — 1) andsop | (aX —1).
By definition of modulo, this implies that aX = 1 mod p.

By definition of inverse, this implies that X is the multiplicative inverse
of a.

Note: By above, the extended Euclidean algorithm gives us a way to
compute the multiplicative inverse in polynomial time.



Extended Euclidean Algorithm

Example

Find: X,Y suchthat 9X + 23Y = gcd(9,23) = 1.
23=2-945
9=1-54+4
5=1-4+1
4=4-14+0
1=5-1-4

1=5-1:-(9—-1:5)
1=(23-2-99-(9-(23-2-9))
1=2-23 -5-9
—5 = 18 mod 23 is the multiplicative inverse of 9 mod 23.






Time Complexity of Euclidean
Algorithm

When finding gcd(a, b), the “b” value gets
halved every two rounds.

Why?

Time complexity: 2log(b).
This is polynomial in the length of the input.
Why?



Getting Back to Z,,

Group Z;; = {1,...,p — 1} operation:
multiplication modulo p.

Order of a finite group is the number of
elements in the group.

Orderof Z, isp — 1.
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