
Cryptography

Lecture 12



Announcements 

• Midterms back at end of class. Grades and 
solutions posted on Canvas/ELMS. Median 
was a 71.5.

• HW4 will be posted tonight. Due Monday, 
April 7.



Agenda

• This time:
– Domain Extension for CRHF

• (Merkle-Damgard) (K/L 5.2)
– Practical Constructions of Compression Functions

• Compression functions from block ciphers (K/L 7.3.1)
• The Sponge construction (K/L 7.3.3)
• MD5, SHA-1, SHA-2, SHA-3 (Keccak) (K/L 7.3.2-7.3.3) 
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Length Extension Attack on Merkle Damgard

**One example of how Merkle-Damgard does not behave like a random oracle
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Sponge: A new paradigm for domain extension





Constructing the Compression Function for Merkle-
Damgard based hashes
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