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1. Prove that 𝑎𝑎 ∈ 𝑍𝑍𝑝𝑝∗ (where 𝑝𝑝 is an odd prime) is a quadratic 

residue iff 𝑎𝑎
𝑝𝑝−1
2 𝑚𝑚𝑚𝑚𝑚𝑚 𝑝𝑝 = 1.

Hint: For the backwards direction, use the fact that 𝑍𝑍𝑝𝑝∗ is a 
cyclic group, and thus has some generator 𝑔𝑔. 
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2. Let 𝑝𝑝 be an odd prime, such that 𝑝𝑝 ≡ 3 𝑚𝑚𝑚𝑚𝑚𝑚 4. For quadratic 
residues 𝑎𝑎 ∈ 𝑍𝑍𝑝𝑝∗ , show an efficient algorithm for computing the 
square roots of 𝑎𝑎.

Hint: Use the fact from the previous problem that for any 𝑥𝑥 ∈ 𝑍𝑍𝑝𝑝∗

𝑥𝑥
𝑝𝑝−1
2 ≡ ±1 𝑚𝑚𝑚𝑚𝑚𝑚 𝑝𝑝 and use the fact that 2 ⋅ 𝑝𝑝+1

4
= 𝑝𝑝−1

2
+ 1.
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