
Cryptography

Lecture 3



Announcements

• HW1 due Wednesday, 2/7 at beginning of class
• Discrete Math Readings/Quizzes due 
Wednesday, 1/31 @ 11:59pm



Agenda

• Last time:
– Perfect Secrecy (K/L 2.1)
– One time pad (OTP) (K/L 2.2)

• This time:
– Limitations of perfect secrecy (K/L 2.3)
– Shannon’s Theorem (K/L 2.4)
– The Computational Approach (K/L 3.1)









 











 



Proof 

Proof {by contradiction): We show that if 
IKI < IMI then the scheme cannot be perfectly 
secret. 

• Assume IKI < IMI. Consider the uniform
distribution over Mand let c E C.

• Let M(c) be the set of all possible messages
which are possible decryptions of c.

M(c) == {m'l m' = Deck (c)for some k EK} 



Proof 

M(c) == { m' Im' = Deck(c)f or some k EK}

• IM(c)I::;; IKI. Why?

• Since we assumed IKI < IMI, this means that
there is some m' E M suc h that m' f£ M(c).

• Butthen
Pr[M = m'I C = c] = 0 -=t=- Pr[M = m'] 

And so the scheme is not perfectly secret. 





Example quiz question for 
Lecture 3 material 

• Is the following scheme perfectly secret?

• Message space M = {0,1, ... , n - 1}. Key

space K = {0,1, ... , n - 1}.

• Gen() chooses a key k at random from K.

• Enck(m) returns m + k.

• Deck (c) returns c - k.



 



Example quiz question for 
Lecture 3 material  

• Is the following scheme perfectly secret?

• Message space M = {0,1, ... , n - 1}. Key

space K = {0,1, ... , n - 1}.

• Gen() chooses a key k at random from K.

• Enck(m) returns m + k mod n.

• Deck (c) returns c - k mod n.



 






