
Cryptography

Lecture 15



Announcements

• HW4 due Wednes  4/



Agenda

• Last time
– SPN (K/L 6.2)

• This time
–
– Details of AES/DES (K/L 6.2)
– Practical constructions of CRHF (K/L 6.3)



Feistel Networks
An alternative approach to Block Cipher Design



Feistel Networks

• The underlying round functions do not need to be invertible.
• Feistel network allows us to construct an invertible function from

non-invertible components.
• With enough rounds, can construct a PRP from a PRF.



(Balanced) Feistel Network

• The 𝑖𝑖th round function 𝑓𝑓𝑖𝑖 takes as input a sub-key 𝑘𝑘𝑖𝑖 and an ℓ/2-bit
string and outputs an ℓ/2-bit string.
• Master key 𝑘𝑘 is used to derive sub-keys for each round.
• Note that the round functions 𝑓𝑓𝑖𝑖 are fixed and publicly known, but the
𝑓𝑓𝑖𝑖 𝑅𝑅 ≔ 𝑓𝑓𝑖𝑖(𝑘𝑘𝑖𝑖 ,𝑅𝑅) depend on the master key and are not known to
the attacker.



𝑖𝑖-th Feistel Round

• If the block length of the cipher is ℓ bits, then 𝐿𝐿𝑖𝑖−1 and 𝑅𝑅𝑖𝑖−1 each has
length ℓ/2.
• The output 𝐿𝐿𝑖𝑖 ,𝑅𝑅𝑖𝑖 of the round is:
𝐿𝐿𝑖𝑖 ≔ 𝑅𝑅𝑖𝑖−1 and 𝑅𝑅𝑖𝑖 ≔ 𝐿𝐿𝑖𝑖−1 ⊕ 𝑓𝑓𝑖𝑖 𝑅𝑅𝑖𝑖−1



A three-round Feistel Network





Feistel Networks are invertible

Proposition: Let 𝐹𝐹 be a keyed function defined by a Feistel network. 
Then regardless of the round functions 𝑓𝑓𝑖𝑖 and the number of rounds, 
𝐹𝐹𝑘𝑘 is an efficiently invertible permutation for all 𝑘𝑘.



 























Agenda

•

• New Unit: Number Theory!





 









 
















