
Cryptography

Lecture 10



Announcements 

• HW3 due on Wednesday, 3/6



Agenda

• Last time:
– MACs (K/L 4.1, 4.2, 4.3)

• This time:
– Domain Extension for MACs (K/L 4.4) and Class

Exercise solutions
– CCA security (K/L 3.7)
– Authenticated Encryption (K/L 4.5)





Unforgeability for MACs
Consider a message authentication code Π = (𝐺𝐺𝐺𝐺𝐺𝐺,𝑀𝑀𝑀𝑀𝑀𝑀,𝑉𝑉𝑉𝑉𝑉𝑉𝑉𝑉), any 
adversary 𝐴𝐴, and any value 𝑛𝑛 for the security parameter.

Adversary 𝐴𝐴(1𝑛𝑛) Challenger
Experiment 𝑀𝑀𝑀𝑀𝑀𝑀𝑀𝑀𝑀𝑀𝑀𝑀𝑀𝑀𝑒𝑒𝐴𝐴,Π(𝑛𝑛)

𝑘𝑘 ← 𝐺𝐺𝐺𝐺𝐺𝐺 1𝑛𝑛𝑚𝑚𝑚
𝑡𝑡′𝐴𝐴𝑀𝑀𝑀𝑀𝑐𝑐𝑘𝑘 ⋅

𝑄𝑄 is the set of all 
messages 𝑚𝑚𝑚
queried by 𝐴𝐴

⋮
(𝑚𝑚, 𝑡𝑡)

𝑀𝑀𝐴𝐴𝐴𝐴𝐴𝐴𝐴𝐴𝐴𝐴𝐴𝐴𝑒𝑒𝐴𝐴,Π 𝑛𝑛 = 1 if both of the following hold:
1. 𝑚𝑚 ∉ 𝑄𝑄

2. 𝑉𝑉𝑉𝑉𝑉𝑉𝑦𝑦𝑘𝑘 𝑚𝑚, 𝑡𝑡 = 1

Otherwise, 𝑀𝑀𝑀𝑀𝑀𝑀𝑀𝑀𝑀𝑀𝑀𝑀𝑀𝑀𝑒𝑒𝐴𝐴,Π 𝑛𝑛 = 0







Strong Unforgeability for MACs
Consider a message authentication code Π = (𝐺𝐺𝐺𝐺𝐺𝐺,𝑀𝑀𝑀𝑀𝑀𝑀,𝑉𝑉𝑉𝑉𝑉𝑉𝑉𝑉), any 
adversary 𝐴𝐴, and any value 𝑛𝑛 for the security parameter.

Adversary 𝐴𝐴(1𝑛𝑛) Challenger
Experiment 𝑀𝑀𝑀𝑀𝑀𝑀𝑀𝑀𝑀𝑀𝑀𝑀𝑀𝑀𝑀𝑀𝑒𝑒𝐴𝐴,Π(𝑛𝑛)

𝑘𝑘 ← 𝐺𝐺𝐺𝐺𝐺𝐺 1𝑛𝑛𝑚𝑚𝑚
𝑡𝑡′𝐴𝐴𝑀𝑀𝑀𝑀𝑐𝑐𝑘𝑘 ⋅

𝑄𝑄 is the set of all 
message, tag pairs

(𝑚𝑚′, 𝑡𝑡′)
queried/received 

by 𝐴𝐴

⋮
(𝑚𝑚, 𝑡𝑡)

𝑀𝑀𝐴𝐴𝐴𝐴𝐴𝐴𝐴𝐴𝐴𝐴𝐴𝐴𝐴𝐴𝑒𝑒𝐴𝐴,Π 𝑛𝑛 = 1 if both of the following hold:
1. 𝑚𝑚 ∉ 𝑄𝑄

2. 𝑉𝑉𝑉𝑉𝑉𝑉𝑦𝑦𝑘𝑘 𝑚𝑚, 𝑡𝑡 = 1

Otherwise, 𝑀𝑀𝑀𝑀𝑀𝑀𝑠𝑠𝑓𝑓𝑓𝑓𝑓𝑓𝑓𝑓𝑒𝑒𝐴𝐴,Π 𝑛𝑛 = 0



















CCA Security*
Consider a private-key encryption scheme Π = (𝐺𝐺𝐺𝐺𝐺𝐺,𝐸𝐸𝐸𝐸𝐸𝐸,𝐷𝐷𝐷𝐷𝐷𝐷), any 
adversary 𝐴𝐴, and any value 𝑛𝑛 for the security parameter.

Adversary 𝐴𝐴(1𝑛𝑛) Challenger
Experiment 𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝐾𝐾𝐴𝐴,Π

𝑐𝑐𝑐𝑐𝑎𝑎(𝑛𝑛)



CCA Security*
Consider a private-key encryption scheme Π = (𝐺𝐺𝐺𝐺𝐺𝐺,𝐸𝐸𝐸𝐸𝐸𝐸,𝐷𝐷𝐷𝐷𝐷𝐷), any 
adversary 𝐴𝐴, and any value 𝑛𝑛 for the security parameter.

Adversary 𝐴𝐴(1𝑛𝑛) Challenger
𝑘𝑘 ← 𝐺𝐺𝐺𝐺𝐺𝐺 1𝑛𝑛

Experiment 𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝐾𝐾𝐴𝐴,Π
𝑐𝑐𝑐𝑐𝑎𝑎(𝑛𝑛)



CCA Security*
Consider a private-key encryption scheme Π = (𝐺𝐺𝐺𝐺𝐺𝐺,𝐸𝐸𝐸𝐸𝐸𝐸,𝐷𝐷𝐷𝐷𝐷𝐷), any 
adversary 𝐴𝐴, and any value 𝑛𝑛 for the security parameter.

Adversary 𝐴𝐴(1𝑛𝑛) Challenger
𝑚𝑚′/𝑐𝑐𝑐 𝑘𝑘 ← 𝐺𝐺𝐺𝐺𝐺𝐺 1𝑛𝑛

Experiment 𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝐾𝐾𝐴𝐴,Π
𝑐𝑐𝑐𝑐𝑎𝑎(𝑛𝑛)

𝑐𝑐′/𝑚𝑚𝑚
⋮

𝐴𝐴𝐸𝐸𝐸𝐸𝑐𝑐𝑘𝑘 ⋅ ,𝐷𝐷𝐷𝐷𝑐𝑐𝑘𝑘 ⋅



CCA Security*
Consider a private-key encryption scheme Π = (𝐺𝐺𝐺𝐺𝐺𝐺,𝐸𝐸𝐸𝐸𝐸𝐸,𝐷𝐷𝐷𝐷𝐷𝐷), any 
adversary 𝐴𝐴, and any value 𝑛𝑛 for the security parameter.

Adversary 𝐴𝐴(1𝑛𝑛) Challenger
𝑚𝑚′/𝑐𝑐𝑐 𝑘𝑘 ← 𝐺𝐺𝐺𝐺𝐺𝐺 1𝑛𝑛

Experiment 𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝐾𝐾𝐴𝐴,Π
𝑐𝑐𝑐𝑐𝑎𝑎(𝑛𝑛)

𝑐𝑐′/𝑚𝑚𝑚
⋮

𝑚𝑚0,𝑚𝑚1

𝐴𝐴𝐸𝐸𝐸𝐸𝑐𝑐𝑘𝑘 ⋅ ,𝐷𝐷𝐷𝐷𝑐𝑐𝑘𝑘 ⋅



CCA Security*
Consider a private-key encryption scheme Π = (𝐺𝐺𝐺𝐺𝐺𝐺,𝐸𝐸𝐸𝐸𝐸𝐸,𝐷𝐷𝐷𝐷𝐷𝐷), any 
adversary 𝐴𝐴, and any value 𝑛𝑛 for the security parameter.

Adversary 𝐴𝐴(1𝑛𝑛) Challenger
𝑚𝑚′/𝑐𝑐𝑐 𝑘𝑘 ← 𝐺𝐺𝐺𝐺𝐺𝐺 1𝑛𝑛

Experiment 𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝐾𝐾𝐴𝐴,Π
𝑐𝑐𝑐𝑐𝑎𝑎(𝑛𝑛)

𝑐𝑐′/𝑚𝑚𝑚
⋮

𝑚𝑚0,𝑚𝑚1 𝑏𝑏 ← 0,1
𝑐𝑐 ← 𝐸𝐸𝐸𝐸𝑐𝑐𝑘𝑘 𝑚𝑚𝑏𝑏

𝑐𝑐

𝐴𝐴𝐸𝐸𝐸𝐸𝑐𝑐𝑘𝑘 ⋅ ,𝐷𝐷𝐷𝐷𝑐𝑐𝑘𝑘 ⋅



CCA Security*
Consider a private-key encryption scheme Π = (𝐺𝐺𝐺𝐺𝐺𝐺,𝐸𝐸𝐸𝐸𝐸𝐸,𝐷𝐷𝐷𝐷𝐷𝐷), any 
adversary 𝐴𝐴, and any value 𝑛𝑛 for the security parameter.

Adversary 𝐴𝐴(1𝑛𝑛) Challenger
𝑚𝑚′/𝑐𝑐𝑐 𝑘𝑘 ← 𝐺𝐺𝐺𝐺𝐺𝐺 1𝑛𝑛

Experiment 𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝐾𝐾𝐴𝐴,Π
𝑐𝑐𝑐𝑐𝑎𝑎(𝑛𝑛)

𝑐𝑐′/𝑚𝑚𝑚
⋮

𝑚𝑚0,𝑚𝑚1 𝑏𝑏 ← 0,1
𝑐𝑐 ← 𝐸𝐸𝐸𝐸𝑐𝑐𝑘𝑘 𝑚𝑚𝑏𝑏

𝑐𝑐
𝑚𝑚′/𝑐𝑐𝑐
𝑐𝑐′/𝑚𝑚𝑚
⋮

𝐴𝐴𝐸𝐸𝐸𝐸𝑐𝑐𝑘𝑘 ⋅ ,𝐷𝐷𝐷𝐷𝑐𝑐𝑘𝑘 ⋅

𝐴𝐴𝐸𝐸𝐸𝐸𝑐𝑐𝑘𝑘 ⋅ ,𝐷𝐷𝐷𝐷𝑐𝑐𝑘𝑘 ⋅



CCA Security*
Consider a private-key encryption scheme Π = (𝐺𝐺𝐺𝐺𝐺𝐺,𝐸𝐸𝐸𝐸𝐸𝐸,𝐷𝐷𝐷𝐷𝐷𝐷), any 
adversary 𝐴𝐴, and any value 𝑛𝑛 for the security parameter.

Adversary 𝐴𝐴(1𝑛𝑛) Challenger
𝑚𝑚′/𝑐𝑐𝑐 𝑘𝑘 ← 𝐺𝐺𝐺𝐺𝐺𝐺 1𝑛𝑛

Experiment 𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝐾𝐾𝐴𝐴,Π
𝑐𝑐𝑐𝑐𝑎𝑎(𝑛𝑛)

𝑐𝑐′/𝑚𝑚𝑚
⋮

𝑚𝑚0,𝑚𝑚1 𝑏𝑏 ← 0,1
𝑐𝑐 ← 𝐸𝐸𝐸𝐸𝑐𝑐𝑘𝑘 𝑚𝑚𝑏𝑏

𝑐𝑐
𝑚𝑚′/𝑐𝑐𝑐
𝑐𝑐′/𝑚𝑚𝑚
⋮
𝑏𝑏𝑏

𝐴𝐴𝐸𝐸𝐸𝐸𝑐𝑐𝑘𝑘 ⋅ ,𝐷𝐷𝐷𝐷𝑐𝑐𝑘𝑘 ⋅

𝐴𝐴𝐸𝐸𝐸𝐸𝑐𝑐𝑘𝑘 ⋅ ,𝐷𝐷𝐷𝐷𝑐𝑐𝑘𝑘 ⋅



CCA Security*
Consider a private-key encryption scheme Π = (𝐺𝐺𝐺𝐺𝐺𝐺,𝐸𝐸𝐸𝐸𝐸𝐸,𝐷𝐷𝐷𝐷𝐷𝐷), any 
adversary 𝐴𝐴, and any value 𝑛𝑛 for the security parameter.

Adversary 𝐴𝐴(1𝑛𝑛) Challenger
𝑚𝑚′/𝑐𝑐𝑐 𝑘𝑘 ← 𝐺𝐺𝐺𝐺𝐺𝐺 1𝑛𝑛

Experiment 𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝐾𝐾𝐴𝐴,Π
𝑐𝑐𝑐𝑐𝑎𝑎(𝑛𝑛)

𝑐𝑐′/𝑚𝑚𝑚
⋮

𝑚𝑚0,𝑚𝑚1 𝑏𝑏 ← 0,1
𝑐𝑐 ← 𝐸𝐸𝐸𝐸𝑐𝑐𝑘𝑘 𝑚𝑚𝑏𝑏

𝑐𝑐
𝑚𝑚′/𝑐𝑐𝑐
𝑐𝑐′/𝑚𝑚𝑚
⋮
𝑏𝑏𝑏

𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝐾𝐾𝐴𝐴,Π
𝑐𝑐𝑐𝑐𝑎𝑎 𝑛𝑛 = 1 if 𝑏𝑏′ = 𝑏𝑏 and 𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝐾𝐾𝐴𝐴,Π

𝑐𝑐𝑐𝑐𝑎𝑎(𝑛𝑛) = 0 if 𝑏𝑏′ ≠ 𝑏𝑏.

𝐴𝐴𝐸𝐸𝐸𝐸𝑐𝑐𝑘𝑘 ⋅ ,𝐷𝐷𝐷𝐷𝑐𝑐𝑘𝑘 ⋅

𝐴𝐴𝐸𝐸𝐸𝐸𝑐𝑐𝑘𝑘 ⋅ ,𝐷𝐷𝐷𝐷𝑐𝑐𝑘𝑘 ⋅



CCA Security
Consider a private-key encryption scheme Π = (𝐺𝐺𝐺𝐺𝐺𝐺,𝐸𝐸𝐸𝐸𝐸𝐸,𝐷𝐷𝐷𝐷𝐷𝐷), any 
adversary 𝐴𝐴, and any value 𝑛𝑛 for the security parameter.

Adversary 𝐴𝐴(1𝑛𝑛) Challenger
𝑚𝑚′/𝑐𝑐𝑐 𝑘𝑘 ← 𝐺𝐺𝐺𝐺𝐺𝐺 1𝑛𝑛

Experiment 𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝐾𝐾𝐴𝐴,Π
𝑐𝑐𝑐𝑐𝑎𝑎(𝑛𝑛)

𝑐𝑐′/𝑚𝑚𝑚
⋮

𝑚𝑚0,𝑚𝑚1 𝑏𝑏 ← 0,1
𝑐𝑐 ← 𝐸𝐸𝐸𝐸𝑐𝑐𝑘𝑘 𝑚𝑚𝑏𝑏

𝑐𝑐
𝑚𝑚′/𝑐𝑐𝑐
𝑐𝑐′/𝑚𝑚𝑚
⋮
𝑏𝑏𝑏

𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝐾𝐾𝐴𝐴,Π
𝑐𝑐𝑐𝑐𝑎𝑎 𝑛𝑛 = 1 if 𝑏𝑏′ = 𝑏𝑏 and 𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝐾𝐾𝐴𝐴,Π

𝑐𝑐𝑐𝑐𝑎𝑎(𝑛𝑛) = 0 if 𝑏𝑏′ ≠ 𝑏𝑏.

𝐴𝐴𝐸𝐸𝐸𝐸𝑐𝑐𝑘𝑘 ⋅ ,𝐷𝐷𝐷𝐷𝑐𝑐𝑘𝑘 ⋅

𝐴𝐴𝐸𝐸𝐸𝐸𝑐𝑐𝑘𝑘 ⋅ ,𝐷𝐷𝐷𝐷𝑐𝑐𝑘𝑘
∗ ⋅

𝐴𝐴 may not query 
challenge ciphertext 𝑐𝑐 to 

the decryption oracle













Encrypt-and-authenticate 

Encryption and message authentication are 

computed independently in parallel. 

c � EnckE
(m) t � MackM

(m) 

(c, t) 

ls this secure?  



Encrypt-and-authenticate 

Encryption and message authentication are 

computed independently in parallel. 

c � EnckE
(m) t � MackM

(m) 

(c, t) 

ls this secure? NO!  Tag can leak info on m 



Authenticate-then-encrypt 

Here a MAC tag tis first computed, and then the 
message and tag are encrypted together. 

t f--- MackM(m) cf--- EnckE(ml It)

c is sent 

Is this secure? 





Encrypt-then-authenticate 

The message m is first encrypted and then a 

MAC tag is computed over the result 

c � EnckE
(m) t � MackM

(c) 

(c, t) 

Is this secure? 
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