
Cryptography

Lecture 7



Announcements

• HW2 due Wednesday, 2/19
• Graded HW1 at end of class



Agenda

• Last time:

– SKE secure against eavesdroppers from PRG (K/L 
3.3)

• This time:

– Current events
– Go over class exercise
– Stream Ciphers

– CPA Security (K/L 3.4)

– Pseudorandom Functions (PRF) (K/L 3.5)





CPA Security
Consider a private-key encryption scheme Π = (𝐺𝐺𝐺𝐺𝐺𝐺,𝐸𝐸𝐺𝐺𝐸𝐸,𝐷𝐷𝐺𝐺𝐸𝐸), any 
adversary 𝐴𝐴, and any value 𝐺𝐺 for the security parameter.

Adversary 𝐴𝐴(1𝑛𝑛) Challenger
Experiment 𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝐾𝐾𝐴𝐴,Π

𝑐𝑐𝑐𝑐𝑐𝑐(𝐺𝐺)



CPA Security
Consider a private-key encryption scheme Π = (𝐺𝐺𝐺𝐺𝐺𝐺,𝐸𝐸𝐺𝐺𝐸𝐸,𝐷𝐷𝐺𝐺𝐸𝐸), any 
adversary 𝐴𝐴, and any value 𝐺𝐺 for the security parameter.

Adversary 𝐴𝐴(1𝑛𝑛) Challenger
𝑘𝑘 ← 𝐺𝐺𝐺𝐺𝐺𝐺 1𝑛𝑛

Experiment 𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝐾𝐾𝐴𝐴,Π
𝑐𝑐𝑐𝑐𝑐𝑐(𝐺𝐺)



CPA Security
Consider a private-key encryption scheme Π = (𝐺𝐺𝐺𝐺𝐺𝐺,𝐸𝐸𝐺𝐺𝐸𝐸,𝐷𝐷𝐺𝐺𝐸𝐸), any 
adversary 𝐴𝐴, and any value 𝐺𝐺 for the security parameter.

Adversary 𝐴𝐴(1𝑛𝑛) Challenger
𝑘𝑘 ← 𝐺𝐺𝐺𝐺𝐺𝐺 1𝑛𝑛

Experiment 𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝐾𝐾𝐴𝐴,Π
𝑐𝑐𝑐𝑐𝑐𝑐(𝐺𝐺)

𝐴𝐴𝐸𝐸𝑛𝑛𝑐𝑐𝑘𝑘 ⋅



CPA Security
Consider a private-key encryption scheme Π = (𝐺𝐺𝐺𝐺𝐺𝐺,𝐸𝐸𝐺𝐺𝐸𝐸,𝐷𝐷𝐺𝐺𝐸𝐸), any 
adversary 𝐴𝐴, and any value 𝐺𝐺 for the security parameter.

Adversary 𝐴𝐴(1𝑛𝑛) Challenger
𝑚𝑚𝑚 𝑘𝑘 ← 𝐺𝐺𝐺𝐺𝐺𝐺 1𝑛𝑛

Experiment 𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝐾𝐾𝐴𝐴,Π
𝑐𝑐𝑐𝑐𝑐𝑐(𝐺𝐺)

𝐴𝐴𝐸𝐸𝑛𝑛𝑐𝑐𝑘𝑘 ⋅



CPA Security
Consider a private-key encryption scheme Π = (𝐺𝐺𝐺𝐺𝐺𝐺,𝐸𝐸𝐺𝐺𝐸𝐸,𝐷𝐷𝐺𝐺𝐸𝐸), any 
adversary 𝐴𝐴, and any value 𝐺𝐺 for the security parameter.

Adversary 𝐴𝐴(1𝑛𝑛) Challenger
𝑚𝑚𝑚 𝑘𝑘 ← 𝐺𝐺𝐺𝐺𝐺𝐺 1𝑛𝑛

Experiment 𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝐾𝐾𝐴𝐴,Π
𝑐𝑐𝑐𝑐𝑐𝑐(𝐺𝐺)

𝐸𝐸𝑚𝐴𝐴𝐸𝐸𝑛𝑛𝑐𝑐𝑘𝑘 ⋅



CPA Security
Consider a private-key encryption scheme Π = (𝐺𝐺𝐺𝐺𝐺𝐺,𝐸𝐸𝐺𝐺𝐸𝐸,𝐷𝐷𝐺𝐺𝐸𝐸), any 
adversary 𝐴𝐴, and any value 𝐺𝐺 for the security parameter.

Adversary 𝐴𝐴(1𝑛𝑛) Challenger
𝑚𝑚𝑚 𝑘𝑘 ← 𝐺𝐺𝐺𝐺𝐺𝐺 1𝑛𝑛

Experiment 𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝐾𝐾𝐴𝐴,Π
𝑐𝑐𝑐𝑐𝑐𝑐(𝐺𝐺)

𝐸𝐸𝑚
⋮

𝐴𝐴𝐸𝐸𝑛𝑛𝑐𝑐𝑘𝑘 ⋅



CPA Security
Consider a private-key encryption scheme Π = (𝐺𝐺𝐺𝐺𝐺𝐺,𝐸𝐸𝐺𝐺𝐸𝐸,𝐷𝐷𝐺𝐺𝐸𝐸), any 
adversary 𝐴𝐴, and any value 𝐺𝐺 for the security parameter.

Adversary 𝐴𝐴(1𝑛𝑛) Challenger
𝑚𝑚𝑚 𝑘𝑘 ← 𝐺𝐺𝐺𝐺𝐺𝐺 1𝑛𝑛

Experiment 𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝐾𝐾𝐴𝐴,Π
𝑐𝑐𝑐𝑐𝑐𝑐(𝐺𝐺)

𝐸𝐸𝑚
⋮

𝑚𝑚0,𝑚𝑚1

𝐴𝐴𝐸𝐸𝑛𝑛𝑐𝑐𝑘𝑘 ⋅



CPA Security
Consider a private-key encryption scheme Π = (𝐺𝐺𝐺𝐺𝐺𝐺,𝐸𝐸𝐺𝐺𝐸𝐸,𝐷𝐷𝐺𝐺𝐸𝐸), any 
adversary 𝐴𝐴, and any value 𝐺𝐺 for the security parameter.

Adversary 𝐴𝐴(1𝑛𝑛) Challenger
𝑚𝑚𝑚 𝑘𝑘 ← 𝐺𝐺𝐺𝐺𝐺𝐺 1𝑛𝑛

Experiment 𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝐾𝐾𝐴𝐴,Π
𝑐𝑐𝑐𝑐𝑐𝑐(𝐺𝐺)

𝐸𝐸𝑚
⋮

𝑚𝑚0,𝑚𝑚1 𝑏𝑏 ← 0,1
𝐸𝐸 ← 𝐸𝐸𝐺𝐺𝐸𝐸𝑘𝑘 𝑚𝑚𝑏𝑏

𝐸𝐸

𝐴𝐴𝐸𝐸𝑛𝑛𝑐𝑐𝑘𝑘 ⋅



CPA Security
Consider a private-key encryption scheme Π = (𝐺𝐺𝐺𝐺𝐺𝐺,𝐸𝐸𝐺𝐺𝐸𝐸,𝐷𝐷𝐺𝐺𝐸𝐸), any 
adversary 𝐴𝐴, and any value 𝐺𝐺 for the security parameter.

Adversary 𝐴𝐴(1𝑛𝑛) Challenger
𝑚𝑚𝑚 𝑘𝑘 ← 𝐺𝐺𝐺𝐺𝐺𝐺 1𝑛𝑛

Experiment 𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝐾𝐾𝐴𝐴,Π
𝑐𝑐𝑐𝑐𝑐𝑐(𝐺𝐺)

𝐸𝐸𝑚
⋮

𝑚𝑚0,𝑚𝑚1 𝑏𝑏 ← 0,1
𝐸𝐸 ← 𝐸𝐸𝐺𝐺𝐸𝐸𝑘𝑘 𝑚𝑚𝑏𝑏

𝐸𝐸
𝑚𝑚𝑚
𝐸𝐸𝑚
⋮

𝐴𝐴𝐸𝐸𝑛𝑛𝑐𝑐𝑘𝑘 ⋅

𝐴𝐴𝐸𝐸𝑛𝑛𝑐𝑐𝑘𝑘 ⋅



CPA Security
Consider a private-key encryption scheme Π = (𝐺𝐺𝐺𝐺𝐺𝐺,𝐸𝐸𝐺𝐺𝐸𝐸,𝐷𝐷𝐺𝐺𝐸𝐸), any 
adversary 𝐴𝐴, and any value 𝐺𝐺 for the security parameter.

Adversary 𝐴𝐴(1𝑛𝑛) Challenger
𝑚𝑚𝑚 𝑘𝑘 ← 𝐺𝐺𝐺𝐺𝐺𝐺 1𝑛𝑛

Experiment 𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝐾𝐾𝐴𝐴,Π
𝑐𝑐𝑐𝑐𝑐𝑐(𝐺𝐺)

𝐸𝐸𝑚
⋮

𝑚𝑚0,𝑚𝑚1 𝑏𝑏 ← 0,1
𝐸𝐸 ← 𝐸𝐸𝐺𝐺𝐸𝐸𝑘𝑘 𝑚𝑚𝑏𝑏

𝐸𝐸
𝑚𝑚𝑚
𝐸𝐸𝑚
⋮
𝑏𝑏𝑚

𝐴𝐴𝐸𝐸𝑛𝑛𝑐𝑐𝑘𝑘 ⋅

𝐴𝐴𝐸𝐸𝑛𝑛𝑐𝑐𝑘𝑘 ⋅



CPA Security
Consider a private-key encryption scheme Π = (𝐺𝐺𝐺𝐺𝐺𝐺,𝐸𝐸𝐺𝐺𝐸𝐸,𝐷𝐷𝐺𝐺𝐸𝐸), any 
adversary 𝐴𝐴, and any value 𝐺𝐺 for the security parameter.

Adversary 𝐴𝐴(1𝑛𝑛) Challenger
𝑚𝑚𝑚 𝑘𝑘 ← 𝐺𝐺𝐺𝐺𝐺𝐺 1𝑛𝑛

Experiment 𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝐾𝐾𝐴𝐴,Π
𝑐𝑐𝑐𝑐𝑐𝑐(𝐺𝐺)

𝐸𝐸𝑚
⋮

𝑚𝑚0,𝑚𝑚1 𝑏𝑏 ← 0,1
𝐸𝐸 ← 𝐸𝐸𝐺𝐺𝐸𝐸𝑘𝑘 𝑚𝑚𝑏𝑏

𝐸𝐸
𝑚𝑚𝑚
𝐸𝐸𝑚
⋮
𝑏𝑏𝑚

𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝐾𝐾𝐴𝐴,Π
𝑐𝑐𝑐𝑐𝑐𝑐 𝐺𝐺 = 1 if 𝑏𝑏′ = 𝑏𝑏 and 𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝐾𝐾𝐴𝐴,Π

𝑐𝑐𝑐𝑐𝑐𝑐(𝐺𝐺) = 0 if 𝑏𝑏′ ≠ 𝑏𝑏.

𝐴𝐴𝐸𝐸𝑛𝑛𝑐𝑐𝑘𝑘 ⋅

𝐴𝐴𝐸𝐸𝑛𝑛𝑐𝑐𝑘𝑘 ⋅
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