
Cryptography

Lecture 14



Announcements

• Midterm--Median grade 62
• Extra Credit Opportunities
• Current Events and Scholarly Paper
• HW 5 is up on the course webpage, due on 

Monday, 4/6.



Agenda

• This time
• Domain Extension

– (Merkle-Damgard) (K/L 5.2) (Review)
– Sponge Construction
– New topic: Practical constructions

• Stream Ciphers (K/L 6.1)







 







Can we construct a MAC from only 
CRHF? 

𝑚 . Attempt:  𝑀𝑎𝑐𝑘 𝑚 = 𝐻(𝑘|

Is this secure? 

NO.  Why not? 

Length Extension Attack!
Instead, we will try 2 layers of hashing. 
This is called HMAC.



 













 



Example 
�---:t:----------t:+: 

FIGURE 6.1: A linear feedback shift register. 

Initial state: 0 0 1 1 

1 0 0 1 

1 1 0 0 

1 1 1 0 

1 1 1 1 

0 1 1 1 

0 0 1 1 

• LFSR can cycle through at most zn states before repeating
• A maximum-length LFSR cycles through all zn-i non-zero states before repeating
• Depends only on feedback coefficients, not on initial state
• Maximum-length LFSR's can be constructed efficiently



 






