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Abstract

Dynamic and adaptive routing algorithms are the “brains” of mobile ad-hoc networks (MANETS), in that they
govern the self organization of these networks. MANETS are infrastructureless “intelligent” networks, which
are becoming increasingly popular and have wide applicability. In this paper we view dynamic adaptive routing
algorithms for MANETS as hybrid systems (partly based on logic and pattly based on numerics). In this paper,
we introduce formal models for the analysis and verification of one such routing algorithm, the Temporally
Oriented Routing Algorithm (TORA) under certain assumptions. More specifically we give a rigorous
mathematical proof of correctness and convergence of TORA. Other formal methods, their limitations and

future research challenges are also discussed.
1. Introduction

Mobile  ad-hoc  networks  (MANETS)
infrastructureless communication networks that are
becoming popular due to the expansion of broadband
wireless connectivity to millions of wusers. They
provide instant infrastructure for many applications
including communications on the move, collaborative
work, gaming, disaster relief, exploration, and defense.
Routing algorithms (or protocols as they are often
called) are an integral part of the operations of
MANETS, particularly since they are directly involved
in the self organization of these networks. Self
organization is the reason why MANETSs are
considered “intelligent” systems. Thus careful design,
evaluation and verification is a critical need for
MANETs. Unfortunately, despite intensive research
we do not have today many systematic and analytical
methods and tools for the design, evaluation and
verification of routing algorithms for MANETSs. The
situation is even worse regarding analysis of security
properties of these routing protocols.

are

These routing protocols are very good examples of
hybrid systems, in the sense that they have some
components that are logic-based and some
components that are based on numeric variables and
computations. Since they form the “brains” of
MANETSs, it is therefore of paramount importance to
develop  systematic methods for the design,

evaluation, and verification of routing protocols for
MANETS.

In this paper we apply formal methods to the
vetification of TORA, which is a mobile ad hoc
networking routing algorithm. The main difficulty in
applying any formal methods to a system like this is
exponential state space explosion. More commonly,
formal methods have been applied to protocols rather
than algorithms whete the number of states is cleatly
finite. TORA has an infinite number of states,
though there is a structure to the state space that
makes it simpler than the general problem.

The primary reason for making things formal is that
in doing so, the system becomes more precise and
loses any ambiguity in interpretation. Sometimes, the
only precise specification of any system is actually the
source code, but code contains too many details
specific to the implementation language and machine
architecture. In our work, we considered several types
of formal models including extended finite state
machines, finite automata and regular expressions. A
formal model here means that the system can always
be decomposed into nothing more than typographical
manipulations, which is why string representations are
important. The ultimate goal of formal methods and
models is to develop a way to go automatically from a
specification to a proof of correctness for a system.



There are two separate approaches to formal methods
although some work has been done towards their
unification. The first category of formal methods is
state enumeration techniques. The underlying model
used here is that of a finite automaton. The typical
state enumeration system requires the specification of
the system in some formal language, each claiming
some advantages over the others, but fundamentally,
they are all exhaustive simulations with extensive state
space pruning techniques. The limitation in these
approaches is state space explosion. In a routing
algorithm like TORA, there is an infinite amount of
space and an infinite number of scenarios that it can
act in. At most, a model checker will be able to say
that under a given finite set of scenatios, a routing
algorithm like TORA behaves as expected. There is
not in general a way to automatically infer that based
on correctness in a finite number of scenarios that the
algorithm performs correctly in an infinite number of
cases. It is usually unknown whether the very next
unexplored scenario will exhibit an incorrect behavior.

The second approach can be called proof methods.
This approach attempts to deduce properties of the
system by using theorems. There is some work that
has been done towards automating this, but most
work is still done by hand. Even so called “automatic
theorem provers” would more aptly be called
automatic theorem “checkers” as their main strength
is in making sure that the human theorem prover
remains honest and does not make any mistakes in his
calculations. Verification of proof steps is decidable
in general, but actually proving a result from axioms is
not. This makes it possible to check theorems
automatically, but not prove them. Using theorems
and proofs is much more powerful than model
checking in the sense that it is possible to establish
general results for an infinite number of scenarios.
The disadvantage is that very little can be automated
and a large amount of the work is left to the human
analyst.

11 TORA

TORA, like other distance vector algorithms, uses
only local information to maintain global structure.
The information is distributed across different nodes,
and no individual node has complete information
about the routes in the network. FEach individual
node acts according to a set of simple rules and
through their combined behavior, routes emerge.
The goal of this work is to “decompile” the lower
level mechanisms of TORA into higher level
mechanisms that can be verified as producing routes
for the network.

TORA is based on a class of algorithms referred to
as the Gafni-Bertsekas (GB) algorithms. This class of
algorithms is deficient in that when the network is
partitioned, the heights (the distance metric associated
with each node) grow unboundedly. In practice, this
will cause excessive network traffic as routing
information continually propagates unproductively.
TORA includes a partition detection mechanism to
prevent this from happening. This  includes
mechanisms for reactivating a node once it has been
deactivated. TORA also features some performance
improvements over the original GB algorithms.

A proof of correctness and convergence properties
for the GB algorithms exists. However as we shall see
shortly TORA is not a GB algorithm. Indeed, there
are actually cases where TORA fails to converge
under some very special conditions involving changes
in topology and link requests.

1.2 Notation

Throughout this paper, the following notation is used.

G a finite graph with undirected links

v the set of ordered vertices or nodes in
G

E the set of edges or links in G

N the size of vertex set | 1]

x a node in 17 (each node x is assumed
to have a unique integer ID and x is
used interchangeably to represent

(>, alink in 7 ((x, ) is equivalent to (y, x)
as all links are assumed undirected)

N() neighbors of x, { y € 1| (x,)) € E }

D(x, ) length of shortest path from node x
to node y

h(x) the height of node x (h(x) represents

just the height, not the unique height)
the full unique height of node x,

(h(29%)

h(x).o  the first component of the height of
node x

h().p  the second component of the height
of node x

If the link (x, ) exists, then it is expressed as (x, )) €
E, otherwise (x, ) ¢ E.
Vx,yel” xe NO))<ye N < (x)
eSS (),x) e E
Since the graphs are undirected, nodes that are
adjacent are adjacent in both directions. Also, saying



that a node is in the neighborhood of another node is
equivalent to saying that there is an edge between
them.

The system may evolve with time. When it is
necessary, appending [/ to a symbol represents its
value at time 7 for example E[4, or 5(x)[4.

Sequences are ordered sets and they are represented
by listing their elements separated by commas in
order enclosed by the characters “<” and “>".
Certain set operations are defined for sequences.

Membership, denoted with “€” is a valid infix
operator that indicates whether or not a particular
symbol occurs in the sequence. Care must be taken in
defining other set operations, such as union and
disjunction are not clearly defined for sequences
because they depend on the elements to be
unordered. Sequences will have certain operations
that are specific to them that are defined later.

Tuples ate denoted by having their elements listed
enclosed by “(“ and “)” separated by commas, are
not like sets or sequences. Tuples are a fixed length
list of elements where like a sequence, the ordering of
the elements has significance. Unlike in a sequence,
however, each element in a tuple has a specific
meaning associated with it and this meaning is
assigned by the position within the list. In some
cases, the meaning associated with each element in the
tuple is the same, so the ordering effectively does not
matter. We allow an abuse of notation in that tuples,
when they are prefixes of other tuples may have fields
appended to them and then become the other tuples.

TORA Specific Notation

)

the reference level of node x

b0/ what TORA refers to as T

r(x).0L

h(x).oid / the ID of the node originally
(x).0id defining x°s reference level

h(x).r /  teflected bit of x’s height

nx).r

h(x).B what TORA refers to as &

In the GB algorithms, o and B are used to represent
characters in a height string. For notational

consistency, o and B will also represent characters in
the height strings of TORA. TORA usually refers to

these terms as T and 9§, but they are conceptually
equivalent to the o and B of the GB algotithms.

When referring to TORA, 5(x) is a 4-tuple defined as
56 = (a, oid, 1, B).
n(x), which applies only to TORA, and not to the
general GB algorithms, is given by the 3-tuple
nx) = (o, oid, r).
nx) is also called the reference level and serves as a
convenient way to refer to the first three fields of A(x).

1.3 Link Reversal Algorithms

TORA is based on a group of link reversal algorithms
that we will refer to as the Gafni-Bertsekas (GB)
algorithms [3]. The GB algorithms provide loop free
routes in a network with bidirectional links to a single
destination in the network using only information
available locally, from adjacent nodes. GB algorithms,
unlike other distance vector routing algorithms, such
as distributed Bellman-Ford, do not suffer from
routing table loops.

The algorithm assigns heights to each node such that
the nodes can be totally ordered by their heights. This
ordering on the nodes implies a direction to each of
the links: the links are directed from nodes with
greater heights to the nodes with the lower heights.
This creates a directed acyclic graph (DAG) from the
undirected graph.

The way that the algorithm assigns heights is by
updating only those nodes that become local minima
and therefore have no outgoing links. When a node
other than the destination becomes a local minimum,
that is all of its neighbors have heights that are greater
than its own, it increases its height so that it is no
longer a local minimum. As long as local minima
other than the destination exist in the network, their
heights continue to increase, until only the destination
node is a local minimum. When this occurs, and all
nodes except the destination have neighbors that are
lower in height, no more events are enabled, assuming
a fixed topology. The resulting height assignment is
such that starting at any node in the network, by
following links that lead to nodes of lower height,
eventually the destination is reached. The paths will
not form any loops because the heights of the nodes
are totally ordered and the hops along the paths must
proceed by strictly decreasing node height,
guaranteeing uniqueness of the nodes traversed. For
a proof of all the properties discussed here, see the
paper by Gafni and Bertsekas.

There are assumptions that an algorithm must satisfy

in order to guarantee the properties to be described

below:

P1) The only time a node may update its height is
when it assumes a greater height, reversing the



direction of its links when it is a local minimum.
Decreasing height is forbidden. This rule has one
exception: for the destination node, height
updates are never allowed.

P2) The new height must depend solely on the
heights of the neighbors of the node.

P3) An unbounded number of link reversals must
lead to the height of the node becoming
unbounded.

With these assumptions, additionally assuming that
the network is not under partition (not partitioned
meaning that all nodes are connected to the
destination), the following properties apply.

By construction, the paths are always loop-free.
However, the algorithm will exhibit routing loops
while the heights are evolving and links are reversing
directions. When a link reverses directions, packets
that traversed the link just prior to the reversal now
have an option of going backwards, up the same link
that they just traversed. The routing loops formed in
this fashion are purely transient and once the
algorithm converges, all the routes are loop-free.

The algorithm always converges in a bounded period
of time. The algorithm is also stable in that any node
that has a directed path to the destination will not
undergo any further reversals. Furthermore, the
number of reversals and the final resulting heights
depend only on the initial conditions of the network,
though multiple paths (the algorithm behaves non-
deterministically) can be used to reach the final state.

Like other distance vector algorithms, GB algorithms
count to infinity under network partition. Since the
heights are totally ordered, there will always be a
globally minimal height, which implies that there will
always be at least one locally minimal height. When
the network is partitioned, that is the destination is
not connected to the network, the local minimum
cannot be the destination. Since there is always a local
minimum that is not the destination, height updates
are always enabled. The heights in the network
increase indefinitely.

2. Proof of Correctness

TORA stands for Temporally-Oriented Routing
Algorithm [8]. The temporally-oriented comes from
the fact that TORA uses timestamps to create new
heights. Using timestamps enhances performance
over other GB algorithms. Another significant
difference between TORA and the GB algorithms is
that it does not suffer from the count to infinity

problem under network partition. TORA includes a
pattition detection mechanism that takes advantage of
the way height increases diffuse throughout a
network.

2.1 Not Gafni-Bertsekas

As mentioned above, TORA uses timestamps for the
new heights violating assumption (P2).  This
immediately puts TORA outside of the Gafni-
Bertsekas class of algorithms. TORA does not have
path independence. The set of final heights can vary,
even for the same initial conditions. Also, unlike the
GB algorithms, the number of reversals depends on
the ordering of events. While many properties from
the GB algorithms are lost, TORA should always
converge in a finite period of time. Establishing this
formally is one of the primary goals of this work.

2.2 Advantage of Temporally-Oriented Heights

Since the new heights are based on time, they are
always globally the greatest heights in the network.
This can improve the performance over other link
reversal algorithms of the GB class. Consider the
case of ordinary partial reversal algorithms and
consider a chain of nodes where the heights are
ordered completely backwards with respect to the
location of the destination. In the case of TORA, the
local minimum at the end of the chain would define a
new globally highest reference level. The nodes in the
chain upstream of TORA would then have room to
increase their heights without exceeding the new
globally highest node. In the case of non-temporally
oriented heights, this is not the case and a large
number of ‘oscillations’ are necessary before all the
heights converge.

2.3 Partition Detection

TORA includes a partition detection mechanism.
Under certain conditions, it is possible for a partition
to be detected when none actually exists. What the
algorithm can guarantee is that if a partition is
detected by TORA, then at some point in time
previous to the partition being detected, a partition
did occur, that is part of the network became
completely disconnected from the destination. This
result will be proved in a later section. There is a
problem though, in that sometimes the network will
become partitioned, but then another topology
change may cause the network to become connected
again. In this case, it is possible for TORA to detect a
partition when it does not actually exist.



2.4 TORA Model

To improve the tractability of analyzing TORA, we
omit modeling the details of the query tresponse
mechanism.  We construct a simplified model of
TORA similar to the model of link reversal algorithms
presented by Gafni and Bertsekas|[3].

In TORA, each node in 7 has a height associated
with it. The heights and reference levels of nodes are
ordered lexicographically, that is, they are equal only
when all fields are equal and A > /b if the first
different field counting from left to right, of /1 is
greater than that of /. FEach node has a unique
identifier and these identifiers are totally ordered.
This lexical ordering has the following obvious result

for any nodes x, y € 17
1) > 1) = ) > h0) = bf) > bfy).

TORA by definition adheres to (P1), that nodes may
update their heights when they are local minima.
Define S to be the set of nodes that are local minima
excluding the destination.
S ={xe V| x# destination NV y € N(x)
B) > b ). 1)
This set is of interest because it is on this set that
reversals are enabled. When § is empty, no further
height update events ate possible and the algorithm
has converged, at least while the topology remains
constant.

Lemmal: V (x,)) € E —(x e SAye ). Ifxandy
are adjacent, only one may be a local minimum.
Proof: Supposed (x,)) € E (x€ SAye ).
() € E=>ye N 2.1
xeS=>V e N MR > bfx) = by >
e 22)
By 1)

yeS=V e NO) MR > bo) = M) > ) 23)
(2.2) and (2.3) are direct contradictions of each other,

so—d(x)) e E (xeSayels). O

Corollary 1: Link reversal events are only enabled for
non-neighboring nodes.
Proof: By (P1) and Lemma 1. [

One of the features of this algorithm is that no
assumption about the atomicity of events is necessary.
This is because

Corollary 1 excludes any two adjacent nodes from both
updating at the same time. This means there is no
contention between neighbors performing height
updates simultaneously. The algorithm does not even
require that the updates occur in order. The
algorithm, viewed at this level, only requires that the

updates can be reliably sent between nodes. This
assumes that the topology is fixed while the
information is being updated.  While topology
changes may disrupt the operation of the algorithm,
TORA is only guaranteed to converge while the
topology remains constant.

We now formalize the update rule for nodes in §. Let

x € S. Let A represent the event causing x to
become a local minimum. Let # be the time at which
the update takes place. Let /' express the new height
to be selected. 4 ' can also be expressed as
components 7' and B '. 5 ' is selected according to
the criterion below.

(1) If Ais a link failure

thenh':= (#x,0,0). 3)
(2) If A is not a link failure
and 3y, 7 € N(x) 1)) # 1(3) “4.1)
then let 7= max ((y)) “.2)
YyeN(x)
and h": o (I)gll(ly ):r*}(h( 1)) +0,0,0,-1).  (4.3)
(3) If Ais not a link failure
and —3 5, g € N ) # n®) (1)
(complement of 4.1)
and V y € N(x) n()).r=0 (5.2)

then 7' := ny) + (0,0, 1) for any y € N(x)

and B’ := 0. (5.3)
(4) If A is not a link failure
and —3 y, 7 € N) 1)) # n}) 6.1)
(same as 5.1)
and V y € N n)r = 1 6.2)
(complement of 5.2)
and V'y € N(x) 7(y).0id = x (6.3)
then a partition is detected.
(5) If A is not a link failure
and —3 y, 7 € N(x) 1)) # 1) (7.1)
(same as 0.1)
and V y € N(x) ny).r=1 (7.2)
(same as 0.2)
and V y € Nx) r)).oid # x (7.3)
(complement of 6.3)
then /' := (£ x,0,0). (7.4

(same as (3))
Note that in case 4, no height is assigned because a
partition is detected. Also note that we will not model
the events that occur after the partition is detected
and assume that TORA’s CLR flood works propetly.



2.5 TORA Properties

Using the above formalisms for TORA, we shall
prove that for a connected, static topology, TORA
converges in a finite number of steps.
Lemma 2: Whenever a node increases its height in a
reversal, its reference level increases.
Proof: Let x be a local minimum. Let 7 denote 7(x)
while x is a local minimum, and let # denote the
reference level TORA chooses as the next reference
level. Proceed by verifying the result, # > 7, for all
cases.
Case (1) and (5): x generates a new globally highest
reference level. The desired condition,

7>,
holds true trivially.
Case (2): This case applies only when

3y,7€ N ) %1 (@)
TORA will choose to propagate the highest reference
level of those nodes in N(x). Let

= max (r(y)).
Given (4.1), and the fact that 7* is a maximum,

dye N r*> ). ©))
Let y* be any element of N(x) satisfying (8). Since x is
a local minimum, 7(y*) = 7(x), and

7> (%) 2 (0. )
When x takes 7* as its reference level, its reference
level increases.
Case (3): Reflect back a higher sublevel when all
neighbors have the same reference level. Since x is a
local minimum, V y € N() () = nx). When
reflecting back a higher sublevel, the new reference
level 7 > 1(y) = n(x).
Case (4): This case ultimately causes TORA to halt
and clears the heights altogether. It does not really
perform a reversal.

Since the statement holds true for all cases, it must

be true. []

Lemma 3: Whenever a node increases its height in a
reversal, its reference level becomes greater than or
equal to the reference level of its highest neighbor.
Proof: Let x be a local minimum. Let r denote 7(x)
while x is a local minimum and let r” denote the
reference level TORA chooses as the next reference
level for x.

Case (1) and (5):
reference level. Obviously "> the reference level of
any node in N(x).

Case (2): By (4.2) »* = the reference level of all
neighbors of x.

Case (3): All neighbors of x have the same reference
level, s by (5.1).

x generates a globally highest

r’=s5s+(0,0,1) > &

Case (4):
performed.
In all cases, the result holds. [

Lemma 4: A node may perform at most two
reversals until all of its neighbors reverse and increase
their reference levels.

Consider case by case what happens after the first
reversal. Let / be the height of x prior to its reversal
and let /' be the height TORA selects to update x,
and 7' be the corresponding reference level.

Case (1) and Case (5): x generates a globally highest
reference level /' > /(y) V y € 1. In order for x to
become a local minimum again, all of its neighbors
must increase in height to be higher than x. In these
cases, x may only reverse again after all of its
neighbors have increased.
Case (2): Since x performs only a partial reversal, it is
possible that x is still lower than some of its neighbors
after it reverses. Let

0={ye N | 4t) > "}
be the set of x’s neighbors that are still higher than x
after its first reversal. x may become a local minimum
again without these nodes reversing, though all of x’s
other neighbors must reverse before x may reverse.
By (4.3), we know that

Vye O ny=r (10
Now consider x’s second reversal. ILet r” be x’s
reference level after it reverses the second time. By

This does not cause a reversal to be

Lemma 2, we know that »”> r”and by (10) we know
that V.y € O »”> 7()). The only way that x may
become a local minimum again to reverse for the
third time is if all the nodes in O reverse, thus proving
the result for case 2.

Case (3): Since prior to x’s reversal, all of its neighbors
are at the same reference level, and x takes on a
reference level higher than its neighbors’ reference
level, in order for x to become a local minimum again,
all of its neighbors must increase in height first. []

Corollary 2: For any two nodes in a connected, fixed

topology graph, where A is the number of hops along
the shortest path between the two nodes, the
difference in the number of reversals between the two

nodes must be less than or equal to 2A.
Proof: Proceed by induction on the number of hops,
A. For A =1, Lemma 4 states directly that the number
of reversals can differ by at most 2, which equals 2A.
Assume that for A - 1 hops, the result is true. Let x;, y
€ I”be two nodes that are A hops apart.

Jzel” g€ Nx) Ayand zare A - 1 hops

apart.



By the inductive assumption, g can differ in reversal
count with y by only by 2(A - 1). Since g € N(x), and
using Lemma 4, x may only differ in hop count from z
by 2, so it can only differ in hop count from y by 2(A -
D+2=2A [

Theorem 1:  Convergence: TORA always converges in
a connected network. For a connected, fixed topology
graph, TORA either converges in a finite number of
steps, or a partition is detected.

Proof: Suppose that there exists some connected
network for which TORA never converges and never
detects any partitions. 'This implies that S is never
empty and that there are an infinite number of
reversal events. For this to be true, there must be at
least one node x, that undetrgoes an infinite number of
reversals. Let D be the diameter of the network (the
length of the longest shortest path). By Corollary 2 and
the fact that the destination never reverses its height,
we know that the upper bound on the number of
reversals that any node can undergo is 2D. This is a
contradiction and thus TORA always converges in a
finite period of time. This result is only valid when
the network is connected to the destination. [J

We have completed the proof that TORA always
converges or detects a partition when the nodes in the
network are connected to the destination. It is also
possible to show that under certain conditions,
TORA cannot detect a partiion in a connected
network.

Lemma 5: Let nodes x, y € 1/, be s.t. (x,)) € E[#)
and HO)[a] < W[4 IE 3 4> b WAL < Mel]
AV teln, 4)(x, ) €E(T) (11)
then V t € [, 4] Hx)[T] = bAx)[4).
In other words, given two nodes x and y that are
initially adjacent and remain connected over the
petiod of interest, if initially, 4fy) < Afix), and Hfy)
remains less than /f(x), then /flx) must remain
constant.
Proof: Assume (11) holds.
heights are non-decreasing,
HONA] < B[] = V T € [n, 4] M[0] > HO)[H] 2
HO)[]-
V1€ [t 4] H[T] 2 Hxlal. by (P1)
VT e [t 4] ANl 2 bln] > HO)IT.
V1 e h,n Iye N bfix) > b).
Hence x cannot change its height because it is never a
local minimum.  Therefore x’s height must be
constant over [#, 4]. [

By (P1), the fact that

Corollary 3: Let X = {x, ..
the set
P={(gy) | TFie{l,..,nl} x=xAy= x4}

., X%a } € 17 be such that

isasubsetof Eand Vi€ {1, ..., 71} hf)|n] >
hae) ).
If3 4 >4 /Jj(xn)[f1] = /Jj(xn)[fo] AV TEe [f(), 1‘1]
Pc E@) (12)
thenVx e X V1 e [, 4] Ax)[t] = h(x)[4]
Proof: Proceed by induction on # applying Lemma 5.
For X = {x1, x2 }, the result is a direct consequence of
Lemma 5. Assume that the result holds true for X =
{>1, ..., xn1}. In the case of X' = {xi, ..., xn }, assume
that (12) holds. Then from Lemma 5 we know that
V' 1 € [t, 1] hlxa)[T] = b))
Using the inductive hypothesis, the result follows. []
Corollary 3 generalizes Lemma 5 to apply to chains of
connected nodes. The result could be extended to
have the same condition as Lewma 5, but it is not
necessary.

The following is an important result that characterizes
the propagation of reference levels throughout the
network.
Lemma 6: Let x generate at time 4, a new reference
level 7= ( f, 5,0 ) where
heln] = (4, %, 0,0).
Assume that 34 > % V1T € [l(), 1‘1] E[l()] =
is the topology is static over [#, #]. Then
Jye UV lal =r = K] = bl
Proof: ris uniquely generated by node x at time #.
Let y1 € 17 be any node such that #(y)[#] = . This
reference level may be reached in only two ways. All
node IDs being unique guarantees that x is the only
node that may generate » If y is any node other than
x, then it must take on this reference level does so by
propagation, which is by case (2) of the height
selection algorithm.

E|t], that

Since prior to #, reference level r does not exist, and
)|a) = r, 3 ¢ € [, 4] where y1 reverses and takes on
reference level . By Lemma 2, y1 may only update its
reference level to 7 once, so #is unique. The condition
below is necessary for the propagation of reference
level rat time # to node 1.

(V' ze NOow M1 > Honl1) 13)
A @ me No((Vz € Now) =3 bfm4> /?f(?)([i]i))

A3 ze Now) i)l > MR - (15)
(13) states that y1 must be a local minimum. (14)-(15)
state that there must exist some neighbor 7 where its
height is greater than any of yi’s neighbors and there
must be another neighbor of y; with a reference level
strictly less than #(z)[4]. Let y» be the node satisfying
conditions (14) and (15). When y updates its height
at time t, according to (4.3), A(y)[4] < h(p)[4 and
BOWIA] = Ko0IA < BoI[A so by Lemma 5, bn)[h] =

b(y2)[4]. The statement below summarizes the result.



th eV 7{)/1)[1‘1]:7” > Nn=xV HJZENOH)
o)|a) = r A b(n)|a] > hin)[4] (16)

Equation (16) has a recursive structure. Assume that
g1 # x. Then there exists j» with reference level 7
having a height at # strictly greater than A(y1)[#]. Now
2 is another node, where the condition n(y)[#] = r
holds. If y» is not x, by (16) again, there exists another
node y; such that #(y3)[#] = . Also, b(y3)[#] > b(y2)[4]
> b(y)|#]. This recursion can be repeated whenever
the next node discovered is not x. Any sequence
<1, ..., 9 > generated in this way is always increasing
in height, so each node in the sequence is unique.
Since there are a finite number of nodes in the
network, the recursion must terminate and the only

way it can terminate is if y, = x. [

Corollary 4: Under the same conditions given in
Lemma 6,
VoyelyelV Ol =r ny#x}
AX={x, ...,V
VxeX nx)=r
AXITY A X=X
AVie{l ..,nl}
(3301) € E A belA] < b4
In other words, starting at y, there exists a path of
connected nodes connected, such that all have
reference level 7, and increase in height, terminating at
x.
Proof: Follows in arguments given in Lewma 6. ]

Lemma 6 and Corollary 4 illustrate how a reference level
propagates through the network. As a newly defined
reference level propagates, a DAG is formed, rooted
at the node generating the new reference level. This
DAG consists of nodes all having the same reference
level. In order for the root node to become a local
minimum and reverse, it is necessary that no nodes in
the entire network have the same reference level.

Lemma 7: Assume that the topology is fixed. Let x
€ 17 generate a new reference level r at time #.
Assume that x detects a partition at time # by having
its reference level reflected back.

V1 e [to ,fl] VJ/E {]E V|]¢X A 7()/)[‘[1]:7‘}
A e (t,n) Vi<[t,t] M) =r An)t] =
r+(0,0,1).

In other words, any y that acquires reference level 7,

must update its reference level from r to the reflected

reference level »+ (0, 0, 1) in order for x to detect a

partition.

Proof: Assume that that the topology is fixed and

node x € 17 generates a new reference level r at time

. At time Ty, let y # x € 17 be such that /{y)[t1] =~
By Corollary 4,

IAX={x, ...} VxeX {x)=r A x1=y
ANxa=x AVie{l, ..,nml} (x,x1)
€ E A )lh] < bl

For this set X, we proceed by induction on 7 to show
for # > 1, the result is true. For #» = 2, where y €
N(x), we know by the fact that x detects a partition at
time #, and by required conditions (6.1)-(6.3), that
yla] = r+ (0,0,1). Since ny)[t1] = r, the result
follows by (P1).

Now assume that the result holds for #-1. Lety € 17
be such that 7())[T1] = rand the set X associated with y
by Corollary 4 satisfy |X| = 7 Then x» € N(y)
satisfies the criterion for case #-1. By the inductive
hypothesis, x; must change reference level from rto r
+ (0,0, 1). This means that x» must become a local
minimum. This cannot happen until x1 increases its
reference level so that if(x1) > Ifixz). Let 7" > rbe the
reference level that xi increases to. Suppose that r'#
+(0,0,1). Since r+ (0,0, 1) is the least reference
level greater than . Then r’#r+ (0,0,1) = r'>r
+ (0,0,1) by Lemma 2. This means that when node
x2 updates its height, its reference level will be at least
r”. This contradicts the inductive hypothesis, so "= r
+(0,0,1). [

Corollary 5: Assume the topology is fixed. Let x €
17 generate a new reference level rat time 4. If at any
time before x detects a partition,

dyeV )) =r Andge Ny ng)>r +0,0,1) (17)
then x1 cannot detect a partition.

Proof: By Lemma 7, all nodes acquiring reference
level r must reverse to reference level »+ (0,0, 1).
By Lemma 3, any node teversing, must take on a
reference at least as high as its highest neighbor,
which in this case has a reference level greater r +

0,0,1). [

Lemma 8: Assume that the topology is fixed and all
nodes are connected to the destination d. Let x € 1/
generate a new reference level 7 at time #. For any
node that propagates the reference level »+ (0,0, 1)
via case (2) of the decision tree, two conditions hold
at the time when it updates its reference level to r +
(0,0,1).

1)  Allits neighbors have reference level ror the

reflected reference level 7+ (0,0, 1).

2) It must have reference level 7.
Proof: ILet z be a node generating the reflected
reference level 7+ (0,0, 1) by case (3) at time 7> #.
Proceed by induction using the neighbors of g as the
base case.



Let w be any node in N(3). Case (3) requires that all
neighbors of z have reference level 7, so 7(w)[
Assume that w takes on the reflected reference level at
time #4 > ¢« By Lemma 2, the fact that {w)[4] = r, and
the fact that » + (0, 0, 1) is the minimum reference
level greater than 7, V t© € [ 4] nw)[t] = 1 so the
second property is true for ». In order for » to be a
local minimum

VY ve Nw) bfv)|a-] = bfiw)|a-].

Vve Nw nh-] 2t

Vve Nw r+(0,0,1)2=n0)]4-].

(if not, w propagates a higher reference level)

Vve Nw a]=r
So the first property is true for ». The tesult holds for
all neighbors of any node generating the reflected
reference level.

=7

Assume that the first and second property hold for
some node w € 7. Assume that w takes on the
reflected reference level at time # > t. Let » € N(w)
ma] #r+ (0,0, 1). Assume that » takes on
reference level » + (0, 0, 1) at time # > #. By the
first property applied to node », /() = . Therefore,
by the argument for the base case, the second
property applies to node ». Arguing again as in the
base case, the first property must also apply to node .
The result holds for the neighbor of any node for
which the result holds.

Since the only way a node can propagate reference
level 7+ (0,0,1) is by

a) being a neighbor of a node generating the
reflected reference level or
b) being a neighbor of a node propagating the

reflected reference level,
it must be true in all cases. [

Definition: The frontier of r, where r is a reference
level, denoted f{7) < 17, is defined

f=iye V| 0)#r A IzeNO) A =rj.

Theorem 2: Correctness Criterion: No partitions detected
in connected networks

Assume that the topology is fixed and all nodes are
connected to the destination 4. Let x € 17 generate a
new treference level r at time 4. x cannot detect a
network partition through case (4) of the height
selection process.

Proof: Assume that the topology is fixed and all
nodes are connected to the destination 4. TLet x € [/
generate a new reference level r at time #. Since all
nodes are connected to 4, then there must be a path
from x to 4.

Let F =f{n.

LetM={ye V| r@p)=r}.
LetG={yeM|VzeM Dix,dz2D@y,d}.
In other words G is the set of nodes having reference
level »with the shortest distance to the destination. F,
M and G change with time so let F[4, M[4 and G[4
denote their respective values at time £
Proceed by showing that in all cases either

1) Vi>n |G| >0AVueln,) Vi e
(1,2] Vye Gu] V ze Gt D@y, d =
D(z, d). Thatis |G| > 0 and the distance
between G and the destination is non-
increasing with time. Since |G| > 0and V y
€ G 1)) = r, by Lemma 6, x cannot detect a
partition.

or
2y Ft>n3dye HY )[4 >r+(0,0,1).

Then by Corollary 5, x cannot detect a
partition.
Initially, the first condition is satisfied. |G| =1 >0
and since there are no comparisons, the distance
between nodes in G and 4 satisfy the non-increasing
criterion. It is possible for the second condition to
hold also, and either way, the property holds true.

Assume that the first condition is satisfied. Now
proceed by showing that for all enabled events, either
the first or second result will hold. If this is the case,
then no sequence of events may ever cause the
conditions to be violated and the proof is complete.

There are only two events that may directly affect G.
A. Node y with reference level r{y) # r updates
its reference level to 7(y) = r.
B. Node y € G updates its reference level from
ny) =rto ny) >r.
Event A can only occur for nodes in F by definition.
Event B applies to nodes in G.

Consider the effects of event A on conditions 1 and 2.
Let y € F|4 be a local minimum at time £ Assume
that conditions 1 and 2 hold prior to updating the
height of y to . If

V ze Gl Dz d > D, d) (18)
then G[4 will be replaced with { y } after the event
occurs. Since y is closer to the destination than any
node in G|4, condition 1 is preserved. If

Vze G DR 4 =D, d, 19
then G[4 will be replaced with G[4 U { y }, sdll
preserving condition 1. Otherwise, if

V z€ Gl D 4 < D, d), (20)
G[4 is unaffected and condition 1 is still preserved.
Any occurrence of event A preserves condition 1.
Note thatonce V g € G D(3, d) = 1, the only frontier



node is the destination, but since the destination
cannot update its height, (18) is no longer reachable.

Consider now the effects of event B on conditions 1
and 2. Let y € G be a local minimum at time # Let N
=FNN@y). ye G =

Ize NG) QI =r 1) (by Comlary 4)

dze N QA #r A Dz d =D@,3-1. (22
(by definition of G)

Since y is a local minimum and by the fact that V z

F R #n
VzeN 3)>r 23)
= VzeN n(2r+(0,0,1). 24)

Assume Iz € N nz) > r+ (0,0, 1), condition 2 is
satisfied and the result holds. Otherwise suppose
—3zeN R >r+(0,0,1) (25)
then Vze N ng) =7r+ (0,0,1). (20)
(with (24))
By Lemma 8 and (26) V 3 € Nz must have had
reference level 7 just prior to having reference level
+(0,0,1). By (19),3 3 N D(z, d) < D, 3). This
contradicts the assumption that condition 1 holds
prior to event B occurring: the distance between
nodes in G and the destination are non-increasing
with time. Therefore, (25) is not reachable.
The conditions are satisfied by all possible events. []

Theorem 2 shows that any node generating a new
reference level cannot detect a partition if the
topology remains static after the reference level has
been created. However, in cases where the topology
is dynamic and changing, it is easy to produce cases of
pattitions being detected in connected topologies.

There are two distinct cases of partition detection
when the topology is allowed to change. In one case,
partitions have never existed in the network and the
fact that a topology change can lead to a partition
being detected is an artifact of the algorithm. In the
other case, a network partition existed transiently and
was detected, but is already in the process of
communicating the partition being detected. The first
case is avoidable, but the second case is not in the
current framework.

3. Conclusions and Suggestions for
Future Research.

We have developed a formal proof method for the
correctness of TORA, a dynamic adaptive routing
algorithm for mobile ad-hoc networks (MANETS).
We have also developed a formal proof of a partition
detection critetion. While all tests have failed to find

anything wrong with the algorithm, there is still no
guarantee that it is correct in its full specification, as
our proof requires simplifications and assumptions to
be placed on the algorithm.

The ultimate goal of this type of research is to
develop a way to automatically check a specification
for correctness and liveness properties. This is
currently an entirely open ended question. While our
results do verify correctness in TORA, it is only under
certain assumptions that the proof is valid. The vision
of being able to go automatically from a specification
to a proof of correctness still requires further research

and progress.
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