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Abstract

We presentsomepropertiesof trust establishmenin mo-
bile, ad-hocnetworksand illustrate how they differ from
thoseof trust establishmenin the Internet. We presenta
framavork for trust establishmenin mobile ad-hoc net-
worksand arguethat peerto-peernetworksare especially
suitableto solvethe problemsof geneition, distribution,
anddiscovery of trust evidencein mobilead-hocnetworks.
We developa new schemebasedon swarmintelligenceand
demonstate its advantayes over the peerto peerscheme
We evaluateour approach throughsimulationwith NS-2.

1 Intr oduction

We view the notion of “trust” amongentities(e.g., do-
mains, principals, componentsgengagedn variousproto-
colsasasetof relationsestablishe@nthebasisof abodyof
supportingassurancétrust) evidenceandrequiredby spec-
ified policies (e.g.,by administratve proceduresbusiness
practice law).

In traditionalnetworks, mosttrustevidenceis generated
via potentiallylengthyassurancerocessedgjistributedoff-
line, and assumedo be valid on long terms and certain
at the time when trust relationsderived from it are exer-
cised. Authenticationandaccess-contrdfustrelationses-
tablishedasa consequencef supportingrustevidenceare
often cachedas certificatesand astrustlinks (e.g., hierar
chicalor peerlinks) amongthe principalsincludedin these
relationsor amongtheir “home domains’ Both certificates
andtrustrelationsarelaterusedin authorizingclientaccess
to seners.

In contrastfew of thesecharacteristicef trustrelations
andtrustevidenceare prevalentin mobilead-hocnetworks
(MANETS) Lack of afixed networking infrastructure high
mobility of the nodes,limited-rangeand unreliability of
wirelesslinks are someof the characteristicof MANET
ervironmentsthat constrainthe designof a trust establish-
mentscheme.In particular trustrelationsmay have to be

establishedising only on-line-available evidence,may be
short-termand largely peerto-peer wherethe peersmay
not necessariljhave a relevant“home domain”thatcanbe
placedinto a recognizabldrust hierarchy and may be un-
certain.

In this work we argue that for trust establishmenin
MANETS a substantiabody of trust evidenceneedsto be
(1) generatedstored,and protectedacrossnetwork nodes,
(2) routeddynamicallywheremostneededand(3) evalu-
ated“on thefly” to substantiatelynamicallyformed trust
relations. In particulay the managemenof trust evidence
shouldallow alternatepathsof trustrelationsto be formed
and discoveredusing limited backtrackingthoughthe ad-
hocnetwork, andshouldbalancebetweerthereinforcement
of evidencethatleadsto "high-certainty”trustpathsandthe
ability to discover alternatepaths.

Althoughwe focuson authenticatiorandaccess-control
trustin this work, similar notionscanbe definedfor “cor-
rectness’trust relationsrequiredby systemdesigngoals.
Systemcorrectnesss establishedy usinglayerdecompo-
sition andabstractiorsuchthatcorrectnessf alower layer
canbeusedasevidencefor the correctness-trugf a higher
layer (i.e. Layer A “uses”layer B < ( Correctnes®f A
=- Correctnes®f B )). In therestof this introduction,we
presenthe Mobile Ad-HocNetwork ernvironmentandsome
exemplesof (1) the generatiorof evidencefor correctness-
trust establishmenbf a securerouting protocol, and (2)
the generationof on-line evidencefor trust establishment
in sensomnetworks.

Theabsencef aroutinginfrastructurghatwould assure
connectvity of bothfixedandmobile nodesprecludesup-
portingastable Jong-term trustinfrastructuresuchasahi-
erarchyof trustrelationsamongsubsetof network nodes.
It alsoconstraingthe trust establishmenprocessto short,
fast, on-line-only protocolsusing only subsetsof the es-
tablishedtrustrelations,sincenot all nodeshatestablished
trustrelationsmaybereachable.

In generalthe Internetrelieson a fixed trustinfrastruc-
ture of certification-authorityanddirectorysenersfor both
fixed and mobile nodes(i.e., Mobile IPv6 nodes). These



senersmustbe available on-line and reachableby princi-
palswhenneedede.qg.,certificationauthorityseners,when
certificatesare createdand signed, and directory seners
permanently

In contrast, a fixed infrastructure of certification-
authority and directory seners may not always be reach-
ablein a MANET (viz. Section2.3, scenario®2 and 3).
This is becauseMANETSs cannotassurethe connectvity
requiredto theseseners; e.g.,both a mobile nodeandthe
foreign-domainnodeswith which it communicatesanbe
disconnectedrom the directory sener storing the certifi-
catesdefinedin thatnodes homedomain. Note thatthis is
notthe casefor mobility in the Internet:Mobile IPv6 takes
careof roamingby providing a “care of” addresdoundto
the actualmobile addressThis solutionis not possiblefor
MANETSs sincethehomeof anodeandits “careof” address
may be physicallyunreachableTherefore MANETS can-
not rely exclusively on trust relationsthat are represented
ascertificatesstoredin directoryhierarchiessinceconnec-
tivity to the requiredseners may not be available when
needed.MANETs mustsupportpeerto-peerrelationsde-
fined asthe outcomesof ary principal’s evaluationof trust
evidencefrom anyprincipalsin thenetwork, andmuststore
thesetrustrelationsin the nodesof the ad-hocnetwork.

In thelInternet trustrelationsareestablishedor thelong
termandarestable.This is possiblef securitypoliciesand
assurancedo not changevery often andthereforedo not
needto bere-evaluatedrequently

n contrastthereis little long-termstability of evidence
in MANETSs. The securityof a mobile nodemay depend
of its locationand cannotbe a priori determined.For ex-
ample,nodecaptureby anadwersarybecomespossibleand
probablan someervironmentssuchasmilitary battlefields.
Trustrelationsinvolving a capturechodeneedto beinvali-
dated andnew trustevidenceneedto becollectedandeval-
uatedto maintainnodeconnectvity in the ad-hocnetwork.
Therefore trustrelationscanbe short-lved andthe collec-
tion and evaluationof trust evidencebecomesa recurrent
andrelatively frequentprocess.This processhasto befast
to avoid cripplingdelaysin thecommunicatiorsystemg.g.,
two mobile nodesmay have a shorttime frameto commu-
nicatebecauseof wirelessrangelimitations, and trust es-
tablishmentshouldnot prevent thesenodesfrom commu-
nicatingsecurelyby imposinga slow, lengthyprocess.To
be fast, the trust establishmenprocesamay have to be ex-
ecutedentirely on-line sinceoff-line collectionand evalu-
ation of evidenceis impractical;e.g.,visually verifying an
identity documents not possible.

In the Internet,it is highly improbablethat sometrust
relation remainsunavailable for extendedperiodsof time
(e.g., a certificateverification on a trust path cannotper
formed for a day) due to connectvity failures. Network
connectvity is guaranteedhroughredundang of commu-

nicationlinks, androutesandsenersarereplicatedto guar
anteeavailability. In general,it is fair to assumethat the
entire body of evidencenecessaryor trust establishment
is availablein the Internetwhenneeded.In contrastnode
connectvity is not guaranteedn MANETSs andall estab-
lished evidencecannotbe assumedo be available for all
nodesall thetime. Trustestablishmentasto beperformed
with incompleteandhenceuncertaintrustevidence.

2 A Framework for Trust Establishmentin
MANETSs

In this section,we presentour framework for trust es-
tablishmentin the MANET. We first give an overview of
the schemeandits threecomponentsgenerationdistribu-
tion, and evaluationof trust evidence. We thendetail our
evidencedistribution scheme,basedon peerto-peerfile-
sharingsystems.We also proposea swarm basedscheme
for evidencedistribution that hasthe samepropertiesasa
p2p systemwithout someof its drawbacks.

2.1 Generation of trust evidence

In our approachary nodecan generaterust evidence
aboutary othernode. Evidencemay be anidentity, a pub-
lic key, alocation, anindependensecurityassessmengr
ary otherinformationrequiredby the policy andthe eval-
uation metric usedto establishtrust. Evidenceis usually
obtainedoff-line (e.g.visualidentification,audioexchange
[2], physicalcontac{32][33], etc.),but canalsobeobtained
on-line. Whena principalgenerates pieceof evidence he
signsit with its own private key, specify its lifetime and
malesit availableto otherthroughthe network. PGPis an
instanceof this framework, whereevidenceis only a public
key.

A principal may revoke a pieceof evidenceit produced
by generatinga revocationcertificatefor that pieceof ev-
idenceand making it availableto others,at any time be-
fore the evidenceexpires.Moreover, a principalcanrevoke
evidencegeneratedy othersby creatingcontradictoryev-
idenceanddistributing it. Evidencethat invalidatesother
extant evidencecan be accumulatedrom multiple, inde-
pendentanddiversessourcesandwill causetrust metrics
to producdow confidenceparameters.

It may seemdangerougo allow anyoneto publishev-
idencewithin the ad-hocnetwork without control of ary
kind. For example,a maliciousnode may introduceand
signfalseevidencetherebycastingdoubtaboutthe current
trust relationsof nodesand forcing themto try to verify
theveracityof the (false)evidence.To protectagainstma-
licious nodes,wheneer the possibility of invalidation of
extanttrust evidence(e.qg.,evidencerevocation)arises the



policy mustrequireredundantindependenpiecesof (re-

vocation)evidencefrom diversesourceseforestartingthe
evaluationprocess.Alternatively, the evaluationmetric of

the policy mayratethe evidenceprovided by certainnodes
asbeinglow-confidenceénformation. In ary case the pol-

icy andits evaluationmetriccanalsobedesignedo protect
againsffalseevidence.

2.2 Distribution of trust evidence

Every principalis requiredto signthe piecesof evidence
it producesA principalcandistributetrustevidencewithin
the network and can even get disconnectedfterwards. A
producerof trust evidencedoesnot have to be reachable
at the time its evidenceis being evaluated. Evidencecan
bereplicatedacrossvariousnodesto guaranteevailability.
This problemof evidenceavailability is similarto thosethat
appeaiin distributeddatastoragesystemswhereinforma-
tion is distributedacrossmultiple nodesin a network, and
arequestfor a pieceof storedinformationis dynamically
routedto the closestsource.

However, trust evidencedistribution is more complex
thana simple”requestrouting” problem. A principal may
needmorethanoneanswerperrequestandhenceall valid
answersto a requestshouldideally be collected. For ex-
ample,REQUEST( Al i ce/ | ocati on) shouldreturnall
piecesof evidenceaboutthe location of Alice. Typical
distributed datastoragesystemsdo not returnall valid re-
questse.g. REQUEST( my _song. np3) wouldreturnone
file evenif there are multiple versionsof my_songeach
having differentbit ratesand length. Moreover a princi-
pal may simply not know what evidenceto request,and
hencewildcard requestshave to be supported;e.g. RE-
QUEST(Al'i ce/ *) shouldreturnall piecesof evidence
aboutAlice availablein the network.

2.3 Application of an evaluation metric to a body
of evidence

In specifyinga trustmanagemenpolicy, we distinguish
betweena policy decisionand a trust metric for practical
ratherthanfundamentaleasonsA metricis usedto assign
aconfidencevalueto piecesof evidenceof thesamenature.
For instance|if we have threesourcesf evidenceprovid-
ing threedifferentlocationsfor Alice, how dowe determine
Alice’s actuallocationandhow confidentarewe of thatde-
termination? Different metricsmay be usedfor different
typeof evidence(e.g.onemayuseadiscretdevel metricto
characterizeonfidencen location,but a continuousnetric
to characterizeonfidencen a public key).

In contrasta policy decisionis alocal proceduravhich,
basedon a setof evidenceparametersaand their required
confidencevalue, outputsthe outcomeof the decision. In

practice,policy decisionsarelocally enforcedbut may be
basedon trustmetricssharedoy otherlocal policies. Simi-
larly, the samepolicy decisionmay usedifferenttrustmet-
rics (asin the caseof UK3’s metricsin Scenario3 above)
for differentparametersDifferenttypesof policy decisions
have beenproposedhatapplyapolicy to asetof credentials
andoutputadecision[4], [5].

Trust metricsto evaluateuncertainandincompletesets
of evidencehasbeenan actie field of research. Differ-
ent“trust metrics”have beendeveloped37], [30], [22] and
propertiesof thesemetricshave beenstudied[19]. How-
ever, the only practicaltrust metric developedand imple-
mentedhasbeenthe one of PGP [38]. Basedon a very
limited notion of uncertainty this metric handlesonly the
evaluationof trustin a chainof keys, with limited “levels
of trust” (i.e. untrustedmaminal, full). Thereis a needto
developnew trustmetricsthatapplyto differenttypesof ev-
idence notjust chainsof keys, arefine-grainedn thesense
thatoutputwide setof uncertaintylevels,andareflexible, in
thesensehatthey canapplyto incompletesetsof evidence.

2.4 Peerto-peerfile sharing for evidencedistrib u-
tion.

The problemof evidencedistribution sharesnary char
acteristicof distributeddatastoragesystemsandyetis dif-
ferent.It is interestingo examinecurrentpeerto-peerfile-
sharingsystemgo understandheir characteristicandlim-
itationsregardingtrust evidencedistribution. Peefto-peer
networking hasreceveda lot of attentionrecently particu-
larly from the servicesindustry[24],[13], the open-source
[8] andresearcicommunitied1], [34]. They evolvedfrom
very simple protocols,suchas Napster(which usesa cen-
tralizedindex) and Gnutella(which usesrequestlooding)
to more elaborateones, such as Freenet(which guaran-
teesrequestanorymity and useshash-basedequestrout-
ing) [8] andOceanstoréwhich routesrequestsisingPlax-
tontrees)[20.

2.5 Overview of Freenet

Freenet[8] is a distributed storagesystemthat sup-
ports the distribution of information while protectingthe
anorymity of both the generatorand the requestorof a
pieceof information. It is a strictly peerto-peernetwork,
no centralisedindex is used,in placean efficient request
routing protocolis usedto find informationin the network.
All nodescontrituteto Freeneby providing storagespace,
helpingto route requestin the network; however it is not
possiblefor a node(or anoutsider)to know whatis stored
in its local cachethereforeanodecant beheldliablefor its
contentandit is not possibleto know which nodeto bring
down to remove adocumenfrom the Freenet.
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Figure 1. An example of a request routing in
Freenet

The requestrouting in freenetis basedon hashedkey-
word. To searchfor a document,a node hashesthe re-
guesteddocuments nameand usethe hashasthe search
key. A requests routedtowardsthe destinationthatis the
morelik ely to have adocumentorrespondingo thatkey in
cache.Todeterminghenext hopfor arequestanodemain-
tainatablemappinghashof succesfultequestsvith nodes;
whena new requestrrives,the nodesearchthe routingta-
blefor theentrywhichhashis theclosesto therequeshash
andforwardthe messagéo the correspondinghode. If the
requests successfulit is answeredisingthe reversepath
and every node updateits routing table by addingthe re-
guesthashandthecorrespondingrodein its table. Figurel
shavs an exampleof requestrouting in freenet. Note than
whenB recevesthedat a r epl y for hashl it caneither
addan entryfor the correspondindnashwith D or F asthe
next hop,dependingnimplementation.

To complementherouting,a cachingmechanisnis im-
plementedn freenetto increaseavailability of highly re-
guesteddocumentghroughthe network. Whena request
is answeredthe nodeon thereply pathhave the possibility
to cachethe documentocally. This hasthe effectto bring
documentgowardsthe placeswherethey arethe mostre-
guestedand thereforeoptimize futher requests. Different
cachingpolicies have beenproposedor freenet,trying to
determinevhich nodeshouldcachewvhatandwhen.A new
approachbasedon a small world analysisof freenethas
beenproposedy Zhangetal.[39].

2.6 Freenetfor evidencedistrib ution

We analyzedFreenetasa tool for evidencedistribution
becausef the characteristicof its requestrouting archi-
tecture. In particular in Freenetrequestsareroutedin the
network insteadof flooding. Filesarereplicatedby caching
ateverynodeandfrequentlyrequestedilesarehighly repli-
catedacrosghe network while file thatarerarelyrequested
areslowly evictedfrom cachesRequestoutingin Freenet
is adaptve and improves with time; combinedwith the
cachingpolicy it shovs aninterestingocality property:in-
formationcorvergeswhereneededandis forgottenwhere

notrequestedThis suitsparticularlywell thelocality prop-
erty of trustestablishmenin the MANET (a nodetendsto
establishtrustwith nearbyneighbors) This optimizedrout-
ing allows fasterdistribution andrevocationof piecesof ev-
idence.

However, the Freenetapproachdoesnot supportwild-
cardrequestandprovidesonly oneanswelperrequestdue
to the natureof its routing mechanism).Moreover, access
to varioussource®f informationevolvesonly by pathrein-
forcement As aconsequenceomesourcef information
providing non-usablelataarereinforced andothersources
arenot discovered. The reinforcementtrateyy of Freenet
doesnotpreserethediversityof informationsourcesn the
network. A new systemhasto be designedhat shareghe
adwantage®f Freenewithout exhibiting its drawbacks.

2.7 Swarm intelligence for trust evidence distri-
bution.

Swarm intelligence[6] is a framewvork developedfrom
the obsenation of ants’ colonies. While a singleantis a
very simpleinsect,groupsof antscancooperateand solve
comple problemssuchasfindingtheshortespathto afood
sourceor building comple structuresAnts do notcommu-
nicatedirectly with eachother; insteadthey inducecoop-
erationby interactingwith their environment(e.g.,leaving
a pheromonerail). Whentrying to find an optimum solu-
tion (e.g.,shortespathto food source) cooperatiodeadsto
reinforcemenbf good solutions(positive feedback);more
over, the naturaldecayof a pheromonedrail enablesegu-
lation (negative feedback)that helpsthe discovery of new
paths.

Numerousalgorithmshave beendevelopedfrom these
obsenationsand appliedto problemssuch as the travel-
ing salesmangraphcoloring,routingin networks[35][10].
Swarm intelligenceis particularly suitedfor solving opti-
mization problemsin dynamicallychangingervironments
suchasthoseof MANETS becausef the balancebetween
positive feedbackthat helpsreinforcea good solutionand
the regulation processhat enablesdiscovery of new solu-
tionsappearingpecausef changesn theernvironment.

The problemof discovering propersourcesof trust evi-
dencein aMANET (andthe problemof resourceadiscovery
in anetwork in general)is similar to the discovery of food
suppliesfor an ant colory. It requiresexploration of the
ervironmentwith reinforcemenbf goodsolutionsbut also
regulationthatallows new sourcego bediscovered.

We now describethe conceptuaideasbehindour ant-
basedschemeThegoalof thisdesignisto achievethesame
performancessthe Freenetouting/cachingvhile preserv-
ing diversity of evidenceby discoveringall sourcesn the
network. This designis built following the experienceof
Subramaniart al. [35], andDi Camgo andDorigo [10] in



theirvariousrouting protocolfor dynamicnetworks.

We build our ant protocoldirectly above the link layer.
Ant paclets and requestsare routed by the ant algorithm
anddon’t dependon anothermrouting protocol. We believe
thatif an ant-basedouting protocolis usedalsofor route
discovery, it could be easily integratedwith this protocol
for resourcdevidence)discovery.

Routingis still basedon the hashof therequestsothat
the spaceof possiblerequestss known in advance. It also
allows us to have similar anonimity propertiesto thoseof
theFreenesystem.

Ants exploring the network: Periodically each host
sendsa “fake” requesfor a choserhashedkeyword. This
hashmay be randomlychosenin the hashspace(simplest
design)or chosenbasedon the previous requestsby that
host. If a host generatesa lot of requestsfor evidence
aboutAlice but noneaboutBob (two differenthashedkey-
words) then the hostwill generatemore antstowardsthe
first hashthan the second. The requestis of the form
(hash,, source, TTL),wherehash,. is the requestedchash,
sourcetheinitiator of therequestandTTL is anupperimit
on the numberof hopsthat the requestcantraverse. This
smallmessagés the antof our protocol.

The antis routedin the network towardsa hostin pos-
sessiornf a documentwith a correspondindnash. At each
hopthe pacletis routedvia a probabilisticrouting andthe
TTL is decrementedWhenthe antfinds a documentwith
correspondingpnasha backwardantis generateéndrouted
backto the source.If the TTL goesto zerobeforea docu-
mentis found,theantis destryed. Thebackwardantis the
oneresponsibldor updatingtheroutingtables.

Probabilistic ant routing: Unlike Freenetwhich routes
requestsalwaysto the hostwith the closesthash,our ant
routing is probabilistic. Eachhosth maintainsa routing
tablewith entriesof theform (hashy, (Y1, 1) -oos Yns Pr))
whereVi, y; is a one-hopwirelessneighborof h. Whenh
recevesarequestor hashy it will forwardthe requesto
y1 with probabilityp; .

Updateof routingtablesby badkward ants: A backward
antis generateavhenanantfindsadocumentmatchingthe
requestedhash. The backward antis the messagéhash,.,
source).This antis routedbackto the sourceonthereverse
pathandupdatesall routingtableson its way back.

Whena hostrecevvesa backward antfrom neighbory;,
it updatesall entriesin its routingtable. For all hashentries
in thetable,the probabilities(hx, (Y1, p1), <y Wn, Pn)) are
updatedasfollows:

_pitAp pi= P
T4+ ApTT T 14+ Ap]

1<j<ni#j

whereAp = %,k > 0, d the distancebetweenhash,
andhash,, and f (d) is anon-decreasinfunctionof d.
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Figure 2. The topology used for example 3.3.3
Node A is in wireless range of B, C, D, E. The
document stored and their respective hash is
also showed

In the next sectionwe presenta simple example and
shav how this schemecorvergesin similar routing deci-
sions than freenetwhile preservingknowledge about all
source®f evidence.

2.8 An example

We describea very simple exampleshaving intuitively
how theantsearchworksandwhy it producegesultssimi-
lar to Freenetwhile preservingall sourcef evidence.For
this example,we choosek=0.1and f (d) = ¢2¢ andwe as-
sumea hashspaceof one hundredentries(while it should
beontheorderof 232 in realoperationsasin Freenet).

Figure 2 shows the neighborhoodn wirelessrangeof
nodeA. To forward a requestA mustdecidewhich of its
neighboris the mostlik ely to answeiit or properlyforward
it to find an answer We assumehat eachnode storesat
leastonedocumentindshaw thecorrespondingpashonthe
figure.

Scenariol. NodeA initialise its routingtableby assign-
ing an equal probability for every outputnode, for every
hash.A thenstartsthe procesof generatingantsandeven-
tually generatesinantfor hash#5, this anthasonechance
overfourto beforwardedowardsB. If thisisthecasethere
is a matchat B, andthe backward ant updatesA’s routing
tableasshovn on table3.1. After enoughantsare gener
ated, all knowledgeis found (hash#19 at C, hash#48 at
D, andhash#93 at E) andthe probabilisticroutingtableis
shawvn in figure ??. Note thanthereis no needof special
bootstrappingf the systemasthis is the casefor Freenet,
but thatsuchabootstrappindall neighborsgroadcastinghe



hash| B C D E
0 0.25]| 0.25| 0.25] 0.25

4 0.37|0.21]0.21| 0.21
5 0.4 | 0.20| 0.20| 0.20
6 0.37|0.21]0.21| 0.21

99 0.25| 0.25] 0.25| 0.25

Table 1. The probabilistic routing table of
node A after receiving an ant from B in sce-
nario 1.

hashof their first documentmayacceleratehis process.

To senda request(or inserta document) A selectsthe
next hop with the highestprobability for the hashof the
request. This partof the routing is deterministic,only the
routingof antsandwildcardrequetsareprobalistic.

Scenaric2. We now shov how our algorithm“rewards”
nodesstoringmoredocumentghanothernodesin the net-
work. We assumehat nodeC also hasdocumentsorre-
spondingto hash#25in its repositoryandit is found by an
antfrom A (aftergeneratingnantfor hash#25androuting
to C, with probability.31), A updatests routing table. In
Freenetthis new entrywould not affect at all the clusterof
B (i.e. nodeB would still receve requestdor hash#0 to
#12from A), but it canbe easilyseenthatthe clusterfor B
is now only covering#0to #9.

Scenario3. WhennodeA needso senda wildcardre-
guestor needmorethanone answerfor a requestt selec-
tively floodsthe network basedon the probabilistictable.
For example,we assumethat A needsall possibledocu-
mentsof hash#17 but no more than 50 (not to overload
the network). It generate$0 requestsand forward them
using the probabilistic routing table. On the averageA
will send13 requestso B, 18 0 C, 10to D and9 to E
(theserequestscanbe groupedin a samepaclet with for-
mat(hash,., sourcenbr_requestsT TL)). Thenext hoppro-
ceedsthe sameway, splitting the remainingrequestaising
its probabilisticroutingtable.

3 Conclusionsand futur e work

The notion of trustestablishmenin mobile ad-hocnet-
works(MANETSs) candiffer from thatin the (mobile) Inter-
netin fundamentalvays. Specifically it hasthetrustestab-
lishmentprocesshasto be (1) peerto-peer (2) short,fast,
andon-line-only, and(3) flexible enoughto allow uncertain
andincompletetrustevidence.

We presentend framework for trust establishmenthat
supportghe requirementsor MANETSs andrelieson peer
to-peerfile-sharingfor evidencedistribution through the

network. The problemof evidencedistribution for trustes-
tablishmentis somevhat differentthanthe usualfile shar
ing problemin peerto-peernetworks. For this reasonwe
proposedo usea "swarmintelligence”approactfor theto
designof trustevidencedistribution insteadof simply rely-
ing on anordinary peerto-peer file-sharingsystem.In fu-
turework, we planto evaluatethe performancef "swarm™-
basedalgorithmsfor trustevidencedistribution andrevoca-
tionin aMANET ervironment.

Finally, we alsoarguedthatthe designof metricsfor the
evaluationof trustevidenceis a crucialaspecbf trustestab-
lishmentin MANETS. In future work, we planto develop
atrustmanagemenschementegratingthe confidenceval-
uationof trust evidencewith real-time, policy-compliance
checking.
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