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Chapter 1
Introduction

Look if I can raise the money fast, can | set up my own lab?
-The Smithsonian Institution. Gore Vidal

The algorithms used to ensure several information security goals, such as authentication,
integrity and secrecy, have often been designed and analyzed with the help of formal mathe-
matical models. One of the most successful examples is the use of theoretical cryptography for
encryption, integrity and authentication. By assuming that some basic primitives hold, (such
as the existence of one-way functions), some cryptographic algorithms can formally be proven
secure.

Information security models have however theoretical limits, since it cannot always be
proven that an algorithm satisfies (or not) certain security conditions. For example, as for-
malized by Harrison, Ruzzo, and Ullman, the access matrix model is undecidable and Rices
theorem implies that static analysis problems are also undecidable. Because of similar results
such as the undecidability of detecting computer viruses, there is reason to believe that several
intrusion detection problems are also undecidable.

Undecidability is not the only problem for being able to formally characterize the security
properties of an algorithm. Not only are some problems intractable, or undecidable, but also
there are certain inherent uncertainties in several security related problems such as biometrics,
data hiding (watermarking), fraud detection and spam filters that are impossible to factor out.

All algorithms trying to solve these problems will make a non-negligible amount of de-
cision errors. These errors occur due to approximations and can consequently be formulated
as a tradeoff between the costs of operation (e.g., the necessary resources for their operation,
such as the number of false alarms) and the correctness of their output (e.g., the security level
achieved, or the probability of detection). It is however very difficult in practice to assess both:
the real costs of these security solutions and their actual security guarantees. Most of the re-
search therefore relies on ad hoc solutions and heuristics that cannot be shared between security
fields trying to address these hard problems.

In this work we try to address the problem of providing a necessary framework in order to
reason about the security and the costs of an algorithm for solving problems where the decision
between two hypotheses cannot be made without errors.

Our framework is composed of two main parts.

Evaluation Metrics:We introduce in a unified framework several metrics that have been pre-
viously proposed in the literature. We give intuitive interpretations of them and provide
new metrics that address two of the main problems for decision algorithms. First, the
large class imbalance between the two hypotheses, and second, the uncertainty of several
parameters, including costs and the class imbalance severity.

Security Model:In order to reason formally about the security level of a decision algorithm,
we need to introduce a formal model for an adversary and the system being evaluated.
We therefore clearly define the feasible design space, and the properties our algorithm



need to satisfy by an evaluation metric. Then we model the considered adversary class
by clearly defining the information available to the adversary, the capabilities of the ad-
versary and its goal. Finally, since the easiest way to break the security of a system is
to step outside the box, i.e., to break the rules under which the algorithm was evaluated,
we clearly identify the assumptions made in our model. These assumptions then play
an important part in the evaluation of the algorithm. Our tools to solve and analyze this
models are based on robust detection theory and game theory, and the aim is always the
same, minimize the advantage of the adversary (the advantage of the adversary is defined
according to the metric used), for any possible adversary in a given adversary class.

We apply our model to different problems in intrusion detection, selfish packet forward-
ing in ad hoc networks, selfish MAC layer misbehavior in wireless access points and water-
marking algorithms. Our results show that formally modeling these problems and obtaining
the least favorable attack distribution can lead in the best cases to show how there is merit in
our framework, by outperforming previously proposed heuristic solutions (analytically and by
simulations), and in the worst cases they can be seen as pessimistic decisions based on risk
aversion.

The following is the layout of this dissertation. In chapter 2 we view in a unified frame-
work traditional metrics used to evaluate the performance of intrusion detection systems and
introduce a new evaluation curve called the B-ROC curve. In chapter 3 we introduce the notion
of security of a decision algorithm and define the adversarial models that are going to be used
in the next chapters in order to design and evaluate decision making algorithms. In chapter
4 we compare the performance of two classification algorithms used for detecting MAC layer
misbehavior in wireless networks. This chapter is a validation of our approach, since it shows
how the design of classification algorithms using robust detection theory and formal adversarial
modeling can outperform theoretically and empirically previously proposed algorithms based
on heuristics. Finally in chapter 5 we apply our framework for the design and evaluation of
data hiding algorithms.



Chapter 2
Performance Evaluation Under the Class Imbalance Problem

For there seem to be many empty alarms in war
-Nicomachean Ethics, Aristotle

|  Overview

Classification accuracy in intrusion detection systems (IDSs) deals with such fundamen-
tal problems as how to compare two or more IDSs, how to evaluate the performance of an IDS,
and how to determine the best configuration of the IDS. In an effort to analyze and solve these
related problems, evaluation metrics such asthgesian detection rat¢heexpected costhe
sensitivityand thantrusion detection capabilitiiave been introduced. In this chapter, we study
the advantages and disadvantages of each of these performance metrics and analyze them in a
unified framework. Additionally, we introduce the Bayesian Receiver Operating Characteristic
(B-ROC) curves as a new IDS performance tradeoff which combines in an intuitive way the
variables that are more relevant to the intrusion detection evaluation problem.

[l Introduction

Consider a company that, in an effort to improve its information technology security
infrastructure, wants to purchase either intrusion detectaf7.5¢) or intrusion detector 2
(IDS>). Furthermore, suppose that the algorithms used by each IDS are kept private and there-
fore the only way to determine the performance of each IDS (unless some reverse engineering
is done [1]) is through empirical tests determining how many intrusions are detected by each
scheme while providing an acceptable level of false alarms. Suppose these tests show with high
confidence thaf DS1 detects one-tenth more attacks thansS, but at the cost of producing
one hundred times more false alarms. The company needs to decide based on these estimates,
which IDS will provide the best return of investment for their needs and their operational envi-
ronment.

This general problem is more concisely stated as the intrusion detection evaluation prob-
lem, and its solution usually depends on several factors. The most basic of these factors are the
false alarm rateand thedetection rateand their tradeoff can be intuitively analyzed with the
help of thereceiver operating characteristi®ROC) curve [2, 3, 4, 5, 6]. However, as pointed
outin [7, 8, 9], the information provided by the detection rate and the false alarm rate alone
might not be enough to provide a good evaluation of the performance of an IDS. Therefore,
the evaluation metrics need to consider the environment the IDS is going to operate in, such
as the maintenance costs and the hostility of the operating environment (the likelihood of an
attack). In an effort to provide such an evaluation method, several performance metrics such
as theBayesian detection ratfy], expected codi8], sensitivity[10] andintrusion detection
capability[9], have been proposed in the literature.

Yet despite the fact that each of these performance metrics makes their own contribu-
tion to the analysis of intrusion detection systems, they are rarely applied in the literature when
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proposing a new IDS. Itis our belief that the lack of widespread adoption of these metrics stems
from two main reasons. Firstly, each metric is proposed in a different framework (e.g. informa-
tion theory, decision theory, cryptography etc.) and in a seemingly ad hoc manner. Therefore
an objective comparison between the metrics is very difficult.

The second reason is that the proposed metrics usually assume the knowledge of some
uncertain parameters like the likelihood of an attack, or the costs of false alarms and missed
detections. Moreover, these uncertain parameters can also change during the operation of an
IDS. Therefore the evaluation of an IDS under some (wrongly) estimated parameters might not
be of much value.

A. Our Contributions

In this chapter, we introduce a framework for the evaluation of IDSs in order to address
the concerns raised in the previous section. First, we identify the intrusion detection evaluation
problem as a multi-criteria optimization problem. This framework will let us compare several
of the previously proposed metrics in a unified manner. To this end, we recall that there are
in general two ways to solve a multi-criteria optimization problem. The first approach is to
combine the criteria to be optimized in a single optimization problem. We then show how
the intrusion detection capability, the expected cost and the sensitivity metrics all fall into this
category. The second approach to solve a multi-criteria optimization problem is to evaluate a
tradeoff curve. We show how the Bayesian rates and the ROC curve analysis are examples of
this approach.

To address the uncertainty of the parameters assumed in each of the metrics, we then
present a graphical approach that allows the comparison of the IDS metrics for a wide range of
uncertain parameters. For the single optimization problem we show how the conisepines
can capture in a single value (the slope of the isoline) the uncertainties like the likelihood of an
attack and the operational costs of the IDS. For the tradeoff curve approach, we introduce a new
tradeoff curve we call the Bayesian ROC (B-ROC). We believe the B-ROC curve combines in
a single graph all the relevant (and intuitive) parameters that affect the practical performance of
an IDS.

In an effort to make this evaluation framework accessible to other researchers and in order
to complement our presentation, we started the development of a software application available
at [11] to implement the graphical approach for the expected cost and our new B-ROC analysis
curves. We hope this tool can grow to become a valuable resource for research in intrusion
detection.

1l Notation and Definitions

In this section we present the basic notation and definitions which we use throughout this
document.

We assume that the input to an intrusion detection system is a feature-xecior The
elements ok can include basic attributes like the duration of a connection, the protocol type,
the service used etc. It can also include specific attributes selected with domain knowledge
such as the number of failed logins, or if a superuser command was attempted. Examples of
x used in intrusion detection are sequences of system calls [12], sequences of user commands
[13], connection attempts to local hosts [14], proportion of accesses (in terms of TCP or UDP
packets) to a given port of a machine over a fixed period of time [15] etc.



Let | denote whether a given instancavas generated by an intrusion (represented by
| =1 or simplyl) or not (denoted ak = 0 or equivalently—l). Also let A denote whether
the output of an IDS is an alarm (denotedAy- 1 or simplyA) or not (denoted byA = 0, or
equivalently—A). An IDS can then be defined as an algoritimS that receives a continuous
data stream of computer event features- {x[1],x[2],...,} and classifies each inpuij] as
being either a normal event or an attack iI€)S : X —{A,—A}. In this chapter we do not
address how the IDS is designed. Our focus will be on how to evaluate the performance of a
given IDS.

Intrusion detection systems are commonly classified as ettigrsedetection schemes
or anomalydetection schemes. Misuse detection systems use a number of attack signatures de-
scribing attacks; if an event featutenatches one of the signatures, an alarm is raised. Anomaly
detection schemes on the other hand rely on profiles or models of the normal operation of the
system. Deviations from these established models raise alarms.

The empirical results of a test for an IDS are usually recorded in terms of how many
attacks were detected and how many false alarms were produced by the IDS, in a data set
containing both normal data and attack data. The percentage of alarms out of the total number
of normal events monitored is referred to as fakse alarm rate(or the probability of false
alarm), whereas the percentage of detected attacks out of the total attacks is catletéttimn
rate (or probability of detectiohof the IDS. In general we denote the probability of false alarm
and the probability of detection (respectively) as:

Pea=Pr/A=1|1=0] and Ppo=PrA=1|l =1] (2.1)

These empirical results are sometimes shown with the help of the ROC curve; a graph
whose x-axis is the false alarm rate and whose y-axis is the detection rate. The graphs of
misuse detection schemes generally correspond to a single point denoting the performance of
the detector. Anomaly detection schemes on the other hand, usually have a monitored statistic
which is compared to a threshotdn order to determine if an alarm should be raised or not.
Therefore their ROC curve is obtained as a parametric plot of the probability of false alarm
(Pra) versus the probability of detectioRy) (with parameter) as in [2, 3, 4, 5, 6].

IV Evaluation Metrics

In this section we first introduce metrics that have been proposed in previous work. Then
we discuss how we can use these metrics to evaluate the IDS by using two general approaches,
that is the expected cost and the tradeoff approach. In the expected cost approach, we give intu-
ition of the expected cost metric by relating all the uncertain parameters (such as the probability
of an attack) to a single line that allows the IDS operator to easily find the optimal tradeoff. In
the second approach, we identify the main parameters that affect the quality of the performance
of the IDS. This will allow us to later introduce a new evaluation method that we believe better
captures the effect of these parameters than all previously proposed methods.

A. Background Work

Expected Cost

In this section we present the expected cost of an IDS by combining some of the ideas
originally presented in [8] and [16]. The expected cost is used as an evaluation method for
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State of the systen Detector’s report

No Alarm (A=0) | Alarm (A=1)
No Intrusion ( = 0) C(0,0) C(0,1)
Intrusion ( = 1) C(1,0) C(1,1)

Table 2.1: Costs of the IDS reports given the state of the system

IDSs in order to assess the investment of an IDS in a given IT security infrastructure. In
addition to the rates of detection and false alarm, the expected cost of an IDS can also depend
on the hostility of the environment, the IDS operational costs, and the expected damage done
by security breaches.

A quantitative measure of the consequences of the output of the IDS to a given event,
which can be an intrusion or not are the costs shown in Table 2.1.@{6r&) corresponds to
the cost of responding as though there was an intrusion when there i<3{@r®), corresponds
to the cost of failing to respond to an intrusid(,1,1) is the cost of acting upon an intrusion
when it is detected (which can be defined as a negative value and therefore be considered as a
profit for using the IDS), an€(0,0) is the cost of not reacting to a non-intrusion (which can
also be defined as a profit, or simply left as zero.)

Adding costs to the different outcomes of the IDS is a way to generalize the usual tradeoff
between the probability of false alarm and the probability of detection to a tradeoff between the
expected cost for a non-intrusion

R(0, Pra) = C(0,0)(1— Pra) +C(0,1)Pra
and theexpected cost for an intrusion

It is clear that if we only penalize errors of classification with unit costs (i.€(8,0) =
C(1,1) = 0 andC(0,1) = C(1,0) = 1) the expected cost for non-intrusion and the expected
cost for intrusion become respectively, the false alarm rate and the detection rate.

The question of how to select the optimal tradeoff between the expected costs is still
open. However, if we let the hostility of the environment be quantified bylikeéhood of
an intrusion p= Pr]l = 1] (also known as théase-rate[7]), we can average the expected
non-intrusion and intrusion costs to give the oveealbected cost of the IDS

E[C(I,A)] = R(0,Pra)(1—p) +R(1,Po)p (2.2)

It should be pointed out th&() andE|C(l,A)] are also known as thésk andBayesian
risk functions (respectively) in Bayesian decision theory.

Given an IDS, the costs from Table 2.1 and the likelihood of an aatite problem now
is to find the optimal tradeoff betwedly andPra in such a way thaE[C(I,A)] is minimized.

The Intrusion Detection Capability

The main motivation for introducing thiatrusion detection capability @ as an evalu-
ation metric originates from the fact that the costs in Table 2.1 are chosen in a subjective way
[9]. Therefore the authors propose the use of the intrusion detection capability as an objective



metric motivated by information theory:

[(1;A)
Cp = W (2.3)
wherel andH respectively denote the mutual information and the entropy [17].Hthgterm
in the denominator is a normalizing factor so that the valu€ efwill always be in the[0, 1]
interval. The intuition behind this metric is that by fine tuning an IDS base@ grwe are
finding the operating point that minimizes the uncertainty of whether an arbitrary inputevent
was generated by an intrusion or not.

The main drawback ofp is that it obscures the intuition that is to be expected when
evaluating the performance of an IDS. This is because the notion of reducing the uncertainty
of an attack is difficult to quantify in practical values of interest such as false alarms or de-
tection rates. Information theory has been very useful in communications because the entropy
and mutual information can be linked to practical quantities, like the number of bits saved by
compression (source coding) or the number of bits of redundancy required for reliable com-
munications (channel coding). However it is not clear how these metrics can be related to
quantities of interest for the operator of an IDS.

The Base-Rate Fallacy and Predictive Value Metrics

In [7] Axelsson pointed out that one of the causes for the large amount of false alarms
that intrusion detectors generate is the enormous difference between the amount of normal
events compared to the small amount of intrusion events. Intuitively, the base-rate fallacy
states that because the likelihood of an attack is very small, even if an IDS fires an alarm,
the likelihood of having an intrusion remains relatively small. Formally, when we compute
the posterior probability of intrusion (a quantity known as Bayesian detection rat@r the
positive predictive valu@PPV)) given that the IDS fired an alarm, we obtain:

PPV=Prl =1A=1]
PriA= 1|l = 1]Prl =1]
~ PriA= 1]l = 1JPr{l = 1] +PrfA= 1|l = 0]P1{l =0
- Fop (2.4)
(Po —Pra)p+Pra
Therefore, if the rate of incidence of an attack is very small, for example on average only
1 out of 1® events is an attacky(= 10~°), and if our detector has a probability of detection
of one P = 1) and a false alarm rate of 0.0B-f = 0.01), then Pil = 1|A = 1] = 0.000999.
That is on average, of 1000 alarms, only one would be a real intrusion.
It is easy to demonstrate that the PPV value is maximized when the false alarm rate of
our detector goes to zero, even if the detection rate also tends to zero! Therefore as mentioned
in [7] we require a trade-off between the PPV value andiggative predictive valugNPV):

(1-p)(1—Pea)
P(1—Fb)+(1—p)(1—Pra)

NPV = Prl = 0jA=0] =

(2.5)

B. Discussion



The concept of finding the optimal tradeoff of the metrics used to evaluate an IDS is an
instance of the more general problem of multi-criteria optimization. In this setting, we want
to maximize (or minimize) two quantities that are related by a tradeoff, which can be done via
two approaches. The first approach is to find a suitable way of combining these two metrics in
a single objective function (such as the expected cost) to optimize. The second approach is to
directly compare the two metrics via a trade-off curve.

We therefore classify the above defined metrics into two general approaches that will
be explored in the rest of this chapter: the minimization of the expected cost and the tradeoff
approach. We consider these two approaches as complimentary tools for the analysis of IDSs,
each providing its own interpretation of the results.

Minimization of the Expected Cost

Let ROCdenote the set of allowedPa, Po) pairs for an IDS. The expected cost approach
will include any evaluation metric that can be expressed as

r=  min E[C(I,A 2.6
(Pra,Pp)€ROC c.A) (29)
wherer* is the expected cost of the IDS. GiverDS1 with expected cost; and anl/DSs>
with expected cost}, we can sayl DS is better thanf DS, for our operational environment
if r; <rs.
We now show howC,p, and the tradeoff between the PPV and NPV values can be ex-

pressed as an expected costs problems. FdEithease note that the entropy of an intrusion
H(I) is independent of our optimization paramet@®sa, Pp ), therefore we have:

(PEa,P5) = arg max

= arg max I(IA

(Pra,Po)€ROC

= ar min H(l|A
g(PFA.,Po)eROC (14

= ar min E[—logPrl|A
g, min  El-logPil]A]

It is now clear thaCip is an instance of the expected cost problem with costs given by
C(i, j) = —logPrl =i|A= j]. By finding the costs ofjp we are making th€p metric more
intuitively appealing, since any optimal point that we find for the IDS will have an explanation
in terms of cost functions (as opposed to the vague notion of diminishing the uncertainty of the
intrusions).

Finally, in order to combine the PPV and the NPV in an average cost metric, recall that
we want to maximize both Rr= 1|A = 1] and Pf{l = 0|A = 0]. Our average gain for each
operating point of the IDS is therefore

w1 Pr{l = 1JA = 1]Pr/A = 1] 4 wzPr{l = 0|A = O]Pr{A = (]

wherew, (wp) is a weight representing a preference towards maximizing PPV (NPV). This
equation is equivalent to the minimization of

—w Pl = 1|A= 1]P{A = 1] — wP1{l = 0|A=O]PH{A = 0] 2.7)
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Comparing equation (2.7) with equation (2.2), we identify the costs as lihd) = —wy,
C(0,0) = —wp andC(0,1) =C(1,0) = 0. Relating the predictive value metrics (PPV and NPV)
with the expected cost problem will allow us to examine the effects of the base-rate fallacy on
the expected cost of the IDS in future sections.

IDS classification tradeoffs

An alternate approach in evaluating intrusion detection systems is to directly compare the
tradeoffs in the operation of the system by a tradeoff curve, such as ROC, or DET curves [18] (a
reinterpretation of the ROC curve where thaxis is 1— Pp, as opposed tBp). As mentioned
in [7], another tradeoff to consider is between the PPV and the NPV values. However, we do
not know of any tradeoff curves that combine these two values to aid the operator in choosing
a given operating point.

We point out in section B that a tradeoff betwe®n andPp (as in the ROC curves) as
well as a tradeoff between PPV and NPV can be misleading for cases wierery small,
since very small changes in thea and NPV values for our points of interest will have drastic
performance effects on th& and the PPV values. Therefore, in the next section we introduce
the B-ROC as a new tradeoff curve betwégnand PPV.

The class imbalance problem

A way to relate our approach with traditional techniques used in machine learning is to
identify the base-rate fallacy as just another instance of the class imbalance problem. The term
class imbalanceefers to the case when in a classification task, there are many more instances
of some classes than others. eblemis that under this setting, classifiers in general perform
poorly because they tend to concentrate on the large classes and disregard the ones with few
examples.

Given that this problem is prevalent in a wide range of practical classification problems,
there has been recent interest in trying to design and evaluate classifiers faced with imbalanced
data sets [19, 20, 21].

A number of approaches on how to address these issues have been proposed in the litera-
ture. Ideas such as data sampling methods, one-class learning (i.e. recognition-based learning),
and feature selection algorithms, appear to be the most active research directions for learning
classifiers. On the other hand the issue of how to evahiatay classifiers in the case of class
imbalances appears to be dominated by the use of ROC curves [22, 23] (and to a lesser extent,
by error curves [24]).

V  Graphical Analysis

We now introduce a graphical framework that allows the comparison of different met-
rics in the analysis and evaluation of IDSs. This graphical framework can be used to adaptively
change the parameters of the IDS based on its actual performance during operation. The frame-
work also allows for the comparison of different IDSs under different operating environments.

Throughout this section we use one of the ROC curves analyzed in [8] and in [9]. Mainly
the ROC curve describing the performance of the COLUMBIA team intrusion detector for the
1998 DARPA intrusion detection evaluation [25]. Unless otherwise stated, we assume for our
analysis the base-rate present in the DARPA evaluation whiclpwa6.52 x 107°.
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A. Visualizing the Expected Cost: The Minimization Approach

The biggest drawback of the expected cost approach is that the assumptions and infor-
mation about the likelihood of attacks and costs might not be known a priori. Moreover, these
parameters can change dynamically during the system operation. It is thus desirable to be able
to tune the uncertain IDS parameters based on feedback from its actual system performance in
order to minimizeE[C(1,A)].

We select the use of ROC curves as the basic 2-D graph because they illustrate the be-
havior of a classifier without regard to the uncertain parameters, such as the bgsanathbe
operational cost€(i, j). Thus the ROC curve decouples the classification performance from
these factors [26]. ROC curves are also general enough such that they can be used to study
anomaly detection schemes and misuse detection schemes (a misuse detection scheme has only
one point in the ROC space).

C,p With p=6.52E-005
05

Q4

0.4

0.3
0.3

1 1
0.6 0.8 1

Figure 2.1: Isoline projections @@p onto the ROC curve. The optim@ip value isCp =
0.4565. The associated costs &®,0) = 3x 10>, C(0,1) = 0.2156,C(1,0) = 15,5255 and
C(1,1) = 2.8487. The optimal operating pointisa = 2.76 x 10~* andPp = 0.6749.

In the graphical framework, the relation of these uncertain factors with the ROC curve of
an IDS will be reflected in thesolinesof each metric, where isolines refer to lines that connect
pairs of false alarm and detection rates such that any point on the line has equal expected
cost. The evaluation of an IDS is therefore reduced to finding the point of the ROC curve that
intercepts the optimal isoline of the metric (for signature detectors the evaluation corresponds
to finding the isoline that intercepts their single point in the ROC space and the point (0,0) or
(1,1)). In Figure 2.1 we can see as an example the isolin€gpohtercepting the ROC curve
of the 1998 DARPA intrusion detection evaluation.

One limitation of theCjp metric is that it specifies the codt%i, j) a priori. However,
in practice these costs are rarely known in advance and moreover the costs can change and be
dynamically adapted based on the performance of the IDS. Furthermore the nonline@yity of
makes it difficult to analyze the effect differepwalues will have oi€p in a single 2-D graph.

To make the graphical analysis of the cost metrics as intuitive as possible, we will assume from
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now on (as in [8]) that the costs are tunable parameters and yet once a selection of their values
is made, they are constant values. This new assumption will let us at the same time see the
effect of different values op in the expected cost metric.

Under the assumption of constant costs, we can see that the isolines for the expected cost
E[C(I,A)] are in fact straight lines whose slope depends on the ratio between the costs and the
likelihood ratio of an attack. Formally, if we want the pair of poitfsai1, Po1) and(Praz, Pb2)
to have the same expected cost, they must be related by the following equation [27, 28, 26]:

Poo—Po1 ~ 1-pC(0,1)-C(0,0) 1-p1l (2.8)
Prar — Pea2 p C(1,0)-C(1,1) p C '
where in the last equality we have implicitly defin€do be the ratio between the costs, and
e p to be the slope of the isoline. The set of isoline&(E(I,A)] can be represented by

ISOg ={mcpxPea+b:be[0,1]} (2.9)

me,p =

For fixedC andp, it is easy to prove that the optimal operating point of the ROC is the
point where the ROC intercepts the isolinelifOg with the largesb (note however that there
are ROC curves that can have more than one optimal point.) The optimal operating point in the
ROC is therefore determined only by the slope of the isolines, which in turn is determined by
p andC. Therefore we can readily check how changes in the costs and in the likelihood of an
attack will impact the optimal operating point.

Isolines of the expected cost under different C values (with p:6.52><10_°°5)

0.8

0.7

0.6F C=58.82

0.5F

o2 04t
0.3t
0.2}

01 C=2.50

FA x 10"

Figure 2.2: As the cost rati0 increases, the slope of the optimal isoline decreases

Effect of the Costs

In Figure 2.2, consider the operating point corresponding $6©58.82, and assume that
after some time, the operators of the IDS realize that the number of false alarms exceeds their
response capabilities. In order to reduce the number of false alarms they can increase the cost
of a false alarn€(0, 1) and obtain a second operating poinCat 10. If however the situation
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persists (i.e. the number of false alarms is still much more than what operators can efficiently
respond to) and therefore they keep increasing the cost of a false alarm, there wdlitieah

slope ni such that the intersection of the ROC and the isoline with sidpeill be at the point

(Pea, Po) = (0,0). The interpretation of this result is that we should not use the IDS being
evaluated since its performance is not good enough for the environment it has been deployed
in. In order to solve this problem we need to either change the environment (e.g. hire more IDS
operators) or change the IDS (e.g. shop for a more expensive IDS).

The Base-Rate Fallacy Implications on the Costs of an IDS

A similar scenario occurs when the likelihood of an attack changes. In Figure 2.3 we can
see how ap decreases, the optimal operating point of the IDS tends agéi40P>) = (0,0)
(again the evaluator must decide not to use the IDS for its current operating environment).
Therefore, for small base-rates the operation of an IDS will be cost efficient only if we have
an appropriate larg€* such thatme- ;- < m°. A largeC* can be explained if cost of a false
alarm much smaller than the cost of a missed detectiji; 0) > C(0,1) (e.g. the case of a
government network that cannot afford undetected intrusions and has enough resources to sort
through the false alarms).

Isolines of the probability of error under different p values
T T T T

1
0.8 1
x 10"

Figure 2.3: As the base-rafedecreases, the slope of the optimal isoline increases

Generalizations

This graphical method of cost analysis can also be applied to other metrics in order to get
some insight into the expected cost of the IDS. For example in [10], the authors define an IDS
with input spaceX to beo — sensitivaf there exists an efficient algorithm with the same input
spacer : X — {—A, A}, such thaPZ — P%, > . This metric can be used to find the optimal
point of an ROC because it has a very intuitive explanation: as long as the rate of detected
intrusions increases faster than the rate of false alarms, we keep moving the operating point
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of the IDS towards the right in the ROC. The optimal sensitivity problem for an IDS with a
receiver operating characterisROCis thus:

max Pp—Pea (2.10)
(Pea,Pp)€ROC

It is easy to show that this optimal sensitivity point is the same optimal point obtained with the
isolines method fomc p =1 (i.e.C= (1—-p)/p).

B. The Bayesian Receiver Operating Characteristic: The Tradeoff Approach

B p
i PPV =1 PPV_p—i—(l—p)tcmG

0.9f
0.8
0.7}

0.6}

0.4} 0 PPV =p
0.3f

0.2f

0.1}

0 0.1 0.2 0.3 0.4 0.5 0.6 0.7 0.8 0.9 1
FA

Figure 2.4: The PPV isolines in the ROC space are straight lines that depend dhlyToe
PPV values of interest range from 1o

Although the graphical analysis introduced so far can be applied to analyze the cost
efficiency of several metrics, the intuition for the tradeoff between the PPV and the NPV is
still not clear. Therefore we now extend the graphical approach by introducing a new pair of
isolines, those of the PPV and the NPV metrics.

Lemma 1: Two sets of point®:a1, Po1) and (Pea2, Po2) have the same PPV value if

and only if
Pere _ Pras _
Poo  Ppz1
whereb is the angle between the ling£= 0 and the isoline. Moreover the PPV value of an
isoline at angled is

tanB (2.11)

p
p+(1—p)tand

Similarly, two set of points§Pra1, Po1) and (Pea2, Po2) have the same NPV value if and only if

1-Po1 1-Pm
1-Prar 1-Peao
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Figure 2.5: The NPV isolines in the ROC space are straight lines that depend oqlyTtwe
NPV values of interest range from 1 te-1p

whereq@ is the angle between the ling) 1 and the isoline. Moreover the NPV value of an
isoline at anglepis

1-p
p(tanp—1)+1

Figures 2.4 and 2.5 show the graphical interpretation of Lemma 1. It is important to note
the range of the PPV and NPV values as a function of their angles. In particular notice@hat as
goes from O to 45° (the range of interest), the value of PPV changes from{d. M/e can also
see from Figure 2.5 that gsranges from 0to 45°, the NPV value changes from one te-J.

If pis very small, themNPV =~ 1.

Figure 2.6 shows the application of Fact 1 to a typical ROC curve of an IDS. In this figure
we can see the tradeoff of four variables of interé%ii, Po, PPV, andNPV. Notice that if
we choose the optimal operating point basedPanandPp, as in the typical ROC analysis, we
might obtain misleading results because we do not know how to interpret intuitively very low
false alarm rates, e.g. Ba = 10~3 much better thaffza = 5x 103? The same reasoning
applies to the study of PPV vs. NPV as we cannot interpret precisely small variations in NPV
values, e.g. iINPV = 0.9998 much better thaNPV = 0.99975? Therefore we conclude that
the most relevant metrics to use for a tradeoff in the performance of a classifig¢y anel PPV,
since they have an easily understandable range of interest.

However, even when you select as tradeoff parameters the PPRbardues, the isoline
analysis shown in Figure 2.6 has still one deficiency, and it is the fact that there is no efficient
way to account for the uncertainty pf In order to solve this problem we introduce the B-ROC
as a graph that shows how the two variables of intef@sandPPV are related under different
severity of class imbalances. In order to follow the intuition of the ROC curves, instead of using
PPV for the x-axis we prefer to use RPV. We use this quantity because it can be interpreted
as theBayesian false alarm rateBga = Pr|C = 0|A = 1]. For example, for IDS8a can be a
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Figure 2.6: PPV and NPV isolines for the ROC of an IDS with: 6.52 x 10~°
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Figure 2.7: B-ROC for the ROC of Figure 2.6.
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measure of how likely it is, that the operators of the detection system will loose their time each
time they respond to an alarm. Figure 2.7 shows the B-ROC for the ROC presented in Figure
2.6. Notice also how the values of interest for the x-axis have changed@aor3] to [0, 1].

Pra Bra

Figure 2.8: Mapping of ROC to B-ROC

In order to be able to interpret the B-ROC curves, Figure 2.8 shows how the ROC points
map to points in the B-ROC. The vertical line defined by @ < 1 andP:a = 0 in the ROC
maps exactly to the same vertical line<®Pp < 1 andBga = 0 in the B-ROC. Similarly, the top
horizontal line 0< P=a <1 andPp = 1 maps to the line & Bpa < 1— pandPp = 1. A classifier
that performs random guessing is represented in the ROC as the diagorid) ¥nBra, and
this random guessing classifier maps to the vertical line defineBeRy=1— p andPp > 0
in the B-ROC. Finally, to understand where the pg0) in the ROC maps into the B-ROC,
let a and f(a) denotePrp and the corresponding in the ROC curve. Then, as the false
alarm ratea tends to zero (from the right), the Bayesian false alarm rate tends to a value that
depends orp and the slope of the ROC close to the pdi@t0). More specifically, if we let
f/(07) =limy_o+ f'(a), then:

. . a(l—p) 1-p
A Bra= I ) +a(i—p) ~ P07 -1 +1

It is also important to recall that a necessary condition for a classifier to be optimal, is
that its ROC curve should be concave. In fact, given any non-concave ROC, by following
Neyman-Pearson theory, you can always get a concave ROC curve by randomizing decisions
between optimal points [27]. This idea has been recently popularized in the machine learning
community by the notion of the ROC convex hull [26].

The importance of this observation is that in order to guarantee that the B-ROC is a well
defined continuous and non-decreasing function, we map only concave ROC curves to B-ROCs.
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Figure 2.10: The B-ROC of the concave ROC is easier to interpret
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In Figures 2.9 and 2.10 we show the only example in this document of the type of B-ROC curve
that you can get when you do not consider a concave ROC.
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Figure 2.11: Comparison of two classifiers

We also point out the fact that the B-ROC curves can be very useful for the comparison
of classifiers. A typical comparison problem by using ROCs is shown in Figure 2.11. Several
ideas have been proposed in order to solve this comparison problem. For example by using
decision theory as in [29, 26] we can find the optimal classifier between the two by assuming a
given prior p and given misclassification costs. However, a big problem with this approach is
that the misclassification costs are sometimes uncertain and difficult to estimate a priori. With
a B-ROC on the other hand, you can get a better comparison of two classifiers without the
assumption of any misclassification costs, as can be seen in Figure 2.12.

VI Conclusions

We believe that the B-ROC provides a better way to evaluate and compare classifiers
in the case of class imbalances or uncertain valugs dfirst, for selecting operating points
in heavily imbalanced environments, B-ROCs use tradeoff parameters that are easier to un-
derstand than the variables considered in ROC curves (they provide better intuition for the
performance of the classifier). Second, since the exact class distrilputnoght not be known
a priori, or accurately enough, the B-ROC allows the plot of different curves for the range of
interest ofp. Finally, when comparing two classifiers, there are cases in which by using the
B-ROC, we do not need cost values in order to decide which classifier would be better for given
values ofp. Note also that B-ROCs consider parameters that are directly related to exact quan-
tities that the operator of a classifier can measure. In contrast, the exact interpretation of the
expected cost of a classifier is more difficult to relate to the real performance of the classifier
(the costs depend in many other unknown factors).
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Figure 2.12: B-ROCs comparison for tpeof interest

19



Chapter 3
Secure Decision Making: Defining the Evaluation Metrics and the Adversary

They did not realize that because of the quasi-reciprocal and circular nature of all
Improbability calculations, anything that was Infinitely Improbable was actually very likely to
happen almost immediately.
-Life the Universe and Everything. Douglas Adams

| Overview

As we have seen in the previous chapter, the traditional evaluation of IDSs assume that
the intruder will behave similarly before and after the deployment and configuration of the IDS
(i.e. during the evaluation it is assumed that the intruder will be non-adaptive). In practice
however this assumption does not hold, since once an IDS is deployed, intruders will adapt and
try to evade detection or launch attacks against the IDS.

This lack of a proper adversarial model is a big problem for the evaluation of any decision
making algorithm used in security applications, since without the definition of an adversary, we
cannot reason about and much less measure the security of the algorithm.

We therefore layout in this chapter the overall design and evaluation goals that will be
used throughout the rest of this dissertation.

The basic idea is to introduce a formal framework for reasoning about the performance
and security of a decision making algorithm. In particular we do not want to find or design the
best performing decision making algorithm on average, but the algorithm that performs best
against the worst type of attacks.

The chapter layout is the following. In section Il we introduce a general set of guidelines
for the design and evaluation of decision making algorithms. In section Ill we introduce a
black box adversary model. This model is very simple yet very useful and robust for cases
where having an exact adversarial model is intractable. Finally in section IV we introduce a
detailed model of an adversary which we will use in chapters 4 and 5.

[I A Set of Design and Evaluation Guidelines

In this chapter we focus on designing a practical methodology for dealing with attackers.
In particular we propose the use of a framework where each of these components is clearly
defined:

Desired Properties Intuitive definition of the goal of the system.
Feasible Design Spacd he design space for the classification algorithm.

Information Available to the Adversary Identify which pieces of information can be avail-
able to an attacker.
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Capabilities of the Adversary Define a feasible class of attackefsbased on the assumed
capabilities.

Evaluation Metric The evaluation metric should be a reasonable measure how well the de-
signed system meets our desired properties. We call a sgsteundf its metric outcome
is satisfied for any feasible attacker.

Objective of the Adversary An attacker can use its capabilities and the information available
in order to perform two main classes of attacks:

e Evaluation attack The goal of the attacker is opposite to the goal defined by
the evaluation metric. For example, if the goal of the classifier is to minimize
E[L(C,A)], then the goal of the attacker is to maximizi(C, A)].

e Base system attacKhe goal of an attacker is not the opposite goal of the classifier.
For example, even if the goal of the classifier is to mininiizie(C, A)], the goal of
the attacker is still to minimize the probability of being detected.

Model Assumptions Identify clearly the assumptions made during the design and evaluation
of the classifier. It is important to realize that when we borrow tools from other fields,
they come with a set of assumptions that might not hold in an adversarial setting, because
the first thing that an attacker will do is violate the set of assumptions that the classifier
is relying on for proper operation. After all, the UCI machine learning repository never
launched an attack against your classifier. Therefore one of the most important ways to
deal with an adversarial environment is to limit the number of assumptions made, and to
evaluate the resiliency of the remaining assumptions to attacks.

Before we use these guidelines for the evaluation of classifiers, we describe a very simple
example of the use of these guidelines and their relationship to cryptography. Cryptography is
one of the best examples in which a precise framework has been developed in order to define
properly what a secure system means, and how to model an adversary. We believe therefore
that this example will help us in identifying the generality and use of the guidelines as a step
towards achieving sound designs

A. Example: Secret key Encryption

In secret key cryptography, Alice and Bob share a singledteyGiven a messagm
(calledplaintex) Alice uses an encryption algorithm to produce unintelligible daf@alled
ciphertex): C «— Eg(m). After receivingC, Bob then useskand a decryption algorithm to
recover the secret message= Dg(C).

Desired PropertiesE and D should enable Alice and Bob to communicate secretly, that is, a
feasible adversary should not get any information abogivenC except with very small
probability.

Feasible Design Spac& and 9 have to be efficient probabilistic algorithms. They also need
to satisfy correctness: for askandm, Dex(Esk(m)) = m.

We avoid the precise formal treatment of cryptography because our main objective here is to present the
intuition behind the principles rather than the specific technical details.
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Information Available to the Adversarit is assumed that an adversary knows the encryption
and decryption algorithms. The only information not available to the adversary is the
secret keysk shared between Alice and Bob.

Capabilities of the Adversaryhe class of feasible adversarigsis the set of algorithms run-
ning in a reasonable amount of time.

Evaluation Metric For any messagasy andmy, given a ciphertext which is known to be an
encryption of eithemy or my, no adversaryl € ¥ can guess correctly which message
was encrypted with probability significantly better that21

Goal of the AdversaryPerform an evaluation attack. That is, design an algorithen ¥ that
can guess with probability significantly better thaf2which message corresponds to
the given ciphertext.

Model AssumptionsThe security of an encryption scheme usually relies in a set of crypto-
graphic primitives, such as one way functions.

Another interesting aspect of cryptography is the different notions of security when the
adversary is modified. In the previous example it is sometimes reasonable to assume that the
attacker will obtain valid plaintext and ciphertext paif$mg,Co), (my,C1), ..., (m,Cx) }. This
new setting is modeled by giving the adversary more capabilities: the feasilgfews#itnow
consist of all efficient algorithms that have access to the ciphertexts of chosen plaintexts. An
encryption algorithm is therefore secure agaghgisen-ciphertexdttacks if even with this new
capability, the adversary still cannot break the encryption scheme.

Il A Black Box Adversary Model

In this section we introduce one of the simplest adversary models against classification
algorithms. We refer to it aslalack boxadversary model since we do not care at the moment
how the adversary creates the observatdnghis model is particularly suited to cases where
trying to model the creation of the inputs to the classifier is intractable.

Recall first that for our evaluation analysis in the previous chapter we were assuming
three quantities that can be, up to a certain extent, controlled by the intruder. They are the
base-rate, the false alarm ratBea and the detection rat@,. The base-rate can be modified
by controlling the frequency of attacks. The perceived false alarm rate can be increased if the
intruder finds a flaw in any of the signatures of an IDS that allows him to send maliciously
crafted packets that trigger alarms at the IDS but that look benign to the IDS operator. Finally,
the detection rate can be modified by the intruder with the creation of new attacks whose sig-
natures do not match those of the IDS, or simply by evading the detection scheme, for example
by the creation of a mimicry attack [30, 31].

In an effort towards understanding the advantage an intruder has by controlling these pa-
rameters, and to provide a robust evaluation framework, we now present a formal framework
to reason about the robustness of an IDS evaluation method. Our work in this section is in
some sense similar to the theoretical framework presented in [10], which was inspired by cryp-
tographic models. However, we see two main differences in our work. First, we introduce the
role of an adversary against the IDS, and thereby introduce a measure of robustness for the
metrics. In the second place, our work is more practical and is applicable to more realistic
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evaluation metrics. Furthermore we also provide examples of practical scenarios where our
methods can be applied.

In order to be precise in our presentation, we need to extend the definitions introduced
in section lll. For our modeling purposes we decomposel/thg algorithm into two parts: a
detector? and adecision makeDM . For the case of an anomaly detection schefg]j])
outputs the anomaly scoy&j] on inputx[j] and DM represents the threshold that determines
whether to consider the anomaly score as an intrusion or nofDi}(y[j]) outputs an alarm
or it does not. For a misuse detection schef@d/ has to decide to use the signature to report
alarms or decide that the performance of the signature is not good enough to justify its use and
therefore will ignore all alarms (e.qg. it is not cost-efficient to purchase the misuse scheme being
evaluated).

Definition 1 An IDS algorithm is the composition of algorithn® (an algorithm from where

we can obtain an ROC curve) adM (an algorithm responsible for selecting an operat-
ing point). During operation, ai‘DS receives a continuous data stream of event features
x[1],x[2],... and classifies each inpxfj] by raising an alarm or not. Formalfy:

IDS(x)
y = D(x)
A— DM(y)
OutputA (whereA € {0,1})

¢

We now study the performance of an IDS under an adversarial setting. We remark that
our intruder model does not represent a single physical attacker against the IDS. Instead our
model represents a collection of attackers whose average behavior will be studied under the
worst possible circumstances for the IDS.

The first thing we consider, is the amount of information the intruder has. A basic as-
sumption to make in an adversarial setting is to consider that the intruder knows everything
that we know about the environment and can make inferences about the situation the same way
as we can. Under this assumption we assume that the basp-eatenated by the IDS, its
estimated operating conditio{ﬁ’FA, If’D) selected during the evaluation, the origiR&Ccurve
(obtained fromD) and the cost functio(l,A) arepublic values(i.e. they are known to the
intruder).

We model the capability of an adaptive intruder by defining some confidence bounds. We
assume an intruder can devigie- &, p+ d, from the expecteg Value. Also, based on our
confidence in the detector algorithm and how hard we expect it to be for an intruder to evade
the detector, or to create non-relevant false positives (this also models how the normal behavior
of the system being monitored can produce new -previously unseen- false alarms), werdefine
andf3 as bounds to the amount of variation we can expect during the IDS operation from the
false alarms and the detection rate (respectively) we expected, i.e. the amount of variation from
(ISFA, Ifb) (although in practice estimating these bounds is not an easy task, testing approaches
like the one described in [32] can help in their determination).

The intruder also has access to an or&eature(-, -) that simulates an event to input into
the IDS.Feature(0, {) outputs a feature vector modeling the normal behavior of the system that
will raise an alarm with probabilit§ (or a crafted malicious feature to only raise alarms in the

2The usual arrow notatiora < DM (y) implies thatDM can be a probabilistic algorithm.
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caseFeature(0,1)). And Feature(1, ) outputs the feature vector of an intrusion that will raise
an alarm with probability.

Definition 2 A (3,0, ) —intruder is an algorithn that can select its frequency of intrusions
p1 from the intervald = [p— &, p+ &y]. If it decides to attempt an intrusion, then with prob-
ability p2 € [0,[], it creates an attack featuxethat will go undetected by the IDS (otherwise
this intrusion is detected with probabilif§s). If it decides not to attempt an intrusion, with
probability ps € [0,a] it creates a featune that will raise a false alarm in the IDS

3(3.0.,p)
Selectp; € [p— 9y, P+ 0y
Selectp; € [0, 0]
Selectps € [0, B]
| — Bernoulli(p;)
fl=1
B — Bernoulli(p3)
x — Feature(1, (min{(1—B),P}))
Else
B < Bernoulli(pz)
x « Feature(0,maxB, Pra})
Output (1x)

where Bernoulli{) outputs a Bernoulli random variable with probability of sucagss

Furthermore, iy = p andd, = 1— p we say thatl has the ability to make ahosen-
intrusion rate attack

o

We now formalize what it means for an evaluation scheme to be robust. We stress the
fact that we are not analyzing the security of an IDS, but rather the security efahgationof
an IDS, i.e. how confident we are that the IDS will behave during operation similarly to what
we assumed in the evaluation.

A. Robust Expected Cost Evaluation

We start with the general decision theoretic framework of evaluating the expected cost
(per input)E[C(I,A)] for an IDS.

Definition 3 An evaluation method that claims the expected cost of A is at mostr is ro-
bustagainst g3, a, B) — intruderif the expected cost afD.S during the attacki§>*F[C[I,A)))
is no larger tham, i.e.

ECCPICI,A) = 5 C(i,a)

Pr[ (1,x) <—3(57,0(,B); A—IDS(X): Il =i,A=al<r

%

Now recall that the traditional evaluation framework finds an evaluation valbog using
equation (2.6). So by finding" we are basically finding the best performance of an IDS and
claiming the IDS is better than othersrif is smaller than the evaluation of the other IDSs.

In this section we claim that an IDS is better than others if its expected value under the worst
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performance is smaller than the expected value under the worst performance of other IDSs. In
short

Traditional EvaluationGiven a set of IDSYIDS1, IDS>,..., DSy} find the best expected
cost for each:
= min  E[C(],A)] (3.1)
(P&, PB)eROG

Declare that the best IDS is the one with smallest expected tost

Robust EvaluatiorGiven a set of IDSY I DS1, DS, ..., DSy} find the best expected cost
for eachIDS; when being under the attack of@ a;,3i) — intruder®. Therefore we find
the best IDS as follows:

rirobust — min max E%iPi C(1,A)] (3.2)
(PgL,Pgi)eRocfi-Bi 1(3,01,B1)

Several important questions can be raised by the above framework. In particular we are
interested in finding the least upper bounsuch that we can claim the evaluationi@ds to
berobust Another important question is how can we design an evaluatia/xf satisfying
this least upper bound? Solutions to these questions are partially based on game theory.

Lemma 2: Given an initial estimate of the base-ratean initial ROC curve obtained
from 9, and constant costs(C, A), the least upper bound r such that the expected cost evalua-
tion of IDS is r-robust is given by

r = R(0,P%)(1— %) +R(1,PE) p° (3.3)

where A A A
R(0,PEa) = [C(0,0)(1— PEa) +C(0,1)PE,] (3.4)

is the expected cost ¢fD$ under no intrusion and
R(1,FB) = [C(L,0)(1—F5) +C(L, 1)FY) (3.5)

is the expected cost ¢fDS under an intrusion, ang®, P¢, and ISS are the solution to a zero-
sum game between the intruder (the maximizer) and the IDS (the minimizer), whose solution
can be found in the following way:

1. Let (Pea,Pp) denote any points of the initial ROC obtained frafnand let ROC*-P)
be the ROC curve defined by the poitis,,PS), where B = Pp(1—B) and P, =
o +Pra(1—a).

2. Using p+ 3y in the isoline method, find the optimal operating pdixt, y,)in ROG®P)
and usingd— &, in the isoline method, find the optimal operating pdiqty; ) in ROG*P).

3Note that different IDSs might have differemtandp values. For example if D$1 is an anomaly detection
scheme then we can expect that the probability that new normal events will generatecglasrterger than the
same probabilityx, for a misuse detection scheni®».
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3. Find the points(x*,y*) in ROG*®) that intersect the line
C(1,0)~C(0,0)  C(0,0)~C(0,1)
C(1,0)—C(L,1) ' "C(1,0)—C(1,1)

(under the natural assumptiong C0) > R(0,x*) > C(0,0), C(0,1) > C(0,0) and C((1,0) >
C(1,1)). If there are no points that intersect this line, then sety* = 1.

4. If x* € [x, %] then find the base-rate parametet fuch that the optimal isoline of Equa-
tion (2.9) intercepts ROGP) at (x*,y*) and setp® = p*, P4, = x* and P} = y*.

5. Else if R0,x,) < R(1,yy) find the base-rate parametey, puch that the optimal isoline of
Equation (2.9) intercepts ROBP) at (xy, yy) and then sep® = py, P4, = x, andPE =y,
Otherwise, find the base-rate parametgspch that the optimal isoline of Equation (2.9)
intercepts ROG®) at (x,y;) and then sep® = p, P4, = x andPS = ;.

The proof of this lemma is very straightforward. The basic idea is that if the uncertainty
range ofp is large enough, the Nash equilibrium of the game is obtained by selecting the point
intercepting equation (3). Otherwise one of the strategies for the intruder is always a dominant
strategy of the game and therefore we only need to find which one is it: @ithéy, 6r p— 5.

For most practical cases it will bp+d,. Also note that the optimal operating point in the

original ROCcan be found by obtaininga,Po) from (P2, BS).
B. Robust B-ROC Evaluation

Similarly we can now also analyze the robustness of the evaluation done with the B-ROC
curves. In this case it is also easy to see that the worst attacker for the evaluation is an intruder
| that selectgp1 = p— &, p2 = a andps = 3.

Corollary 1:  For any point(PI5V,F3D) corresponding top in the B-ROC curve, a
(8,a,B) — intruder can decrease the detection rate and the positive predictive value to the

pair (PPV>*® B8) wherePP = By (1— B) and where

pRVAoE _ Pop— PP (3.6)
ng+ PEA(L— p) + 0P, — 5Pg

C. Example: Minimizing the Cost of a Chosen Intrusion Rate Attack

In this example we introduce probably one of the easiest formulations of an attacker
against a classifier: we assume that the attacker cannot change its featurexydatorather
only its frequency of attacksp. This example also shows the generality of lemma 2 and also
presents a compelling scenario of when does a probabilistic IDSs make sense.

Assume an ad hoc network scenario similar to [33, 34, 35, 36] where nodes monitor and
distribute reputation values of other nodes’ behavior at the routing layer. The monitoring nodes
report selfish actions (e.g. nodes that agree to forward packets in order to be accepted in the
network, but then fail to do so) or attacks (e.g. nodes that modify routing information before
forwarding it).

Now suppose that there is a network operator considering implementing a watchdog mon-
itoring scheme to check the compliance of nodes forwarding packets as in [33]. The operator
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then plans an evaluation period of the method where trusted nodes will be the watchdogs report-
ing the misbehavior of other nodes. Since the detection of misbehaving nodes is not perfect,
during the evaluation period the network operator is going to measure the consistency of reports
given by several watchdogs and decide if the watchdog system is worth keeping or not.

During this trial period, it is of interest to selfish nodes to behave as deceiving as they
can so that the neighboring watchdogs have largely different results and the system is not per-
manently established. As stated in [33] the watchdogs might not detect a misbehaving node in
the presence of 1) ambiguous collisions, 2) receiver collisions, 3) limited transmission power,
4) false misbehavior, 5) collusion or 6) partial dropping. False alarms are also possible in sev-
eral cases, for example when a node moves out of the previous node’s listening range before
forwarding on a packet. Also if a collision occurs while the watchdog is waiting for the next
node to forward a packet, it may never overhear the packet being transmitted.

We now briefly describe this model according to our guidelines:

Desired PropertiefAssume the operator wants to find a strategy that minimizes the probability
of making errors. This is an example of the expected cost metric functiorC{tD) =
C(1,1) =0andC(1,0) =C(0,1) = 1.

Feasible Design Spac®M = {15 € [0,1] : Ty + Th + T+ Ty = 1}.

Information Available to the AdversaryVe assume the adversary knows everything that we
know and can make inferences about the situation the same way as we can. In game
theory this adversaries are usually referred tonssligent

Capabilities of the Adversaryhe adversary has complete control over the basepréits fre-
quency of attacks). The feasible set is therefpre- [0, 1].

Goal of the AdversaryEvaluation attack.

Evaluation Metric
r= min  max E[C(I,A)]
mEDM  pEF
Note the order in optimization of the evaluation metric. In this case we are assuming that
the operator of the IDS makes the first decision, and that this information is then available
to the attacker when selecting the optirpalWe call the strategy of the operasecureaf
the expected cost (probability of error) is never greater thdor any feasible adversary.

Model AssumptionsWe have assumed that the attacker will not be able to chBagandFp.
This results from its assumed inability to directly modify the feature vector

Notice that in this case the detector algoritiinis the watchdog mechanism that monitors
the medium to see if the packet was forwaréteaor if it did not hear the packet being forwarded
(unheardJ) during a specified amount of time. Following [33] (where it is shown that the
number of false alarms can be quite high) we assume that a given wat¢hllaga false alarm
rate of P.a = 0.5 and a detection rate &b = 0.75. Given this detector algorithm, a (non-
randomized) decision maké?M has to be one of the following rules (where intuitivety,is
the more appealing):

hi(F)=0 mU)=0
ha(F)=1 hy(U)=0
hg(F)=0 h3(U)=1
ha(F)=1 hs(U)=1



ho hy hy hs
| =0 | R(0,0) | R(O,P>) | R(O,Pra) | R(0,1)
=1 | R(1,0) | R(1,Pra) | R(1,Pp) | R(1,1)

Table 3.1: Matrix for the zero-sum game theoretic formulation of the detection problem

Since the operator wants to check the consistency of the reports, the selfish nodes will
try to maximize the probability of error (i.eC(0,0) = C(1,1) =0 andC(0,1) =C(1,0) = 1)
of any watchdog with a chosen intrusion rate attack. As stated in lemma 2, this is a zero-sum
game where the adversary is the maximizer and the watchdog is the minimizer. The matrix of
this game is given in Table 3.1.

1

oot 4 h
08

0.7

Figure 3.1: Probability of error fdm; vs. p

It is a well known fact that in order to achieve a Nash equilibrium of the game, the players
should consider mixed strategies (i.e. consider probabilistic choices). For our example the
optimal mixed strategy for the selfish node (see Figure 3.1) is to drop a packet with probability
p* = Pra/(Pea1 + Pp). On the other hand the optimal strategy fBfV is to selecths with
probability 1/ (P=a+ Pp) andhy with probability (Bea — (1—Pp))/(Pea— (1— Pp) + 1). This
example shows that sometimes in order to minimize the probability of error (or any general
cost) against an adaptive attack®¥M has to be a probabilistic algorithm.

Lemma 2 also presents a way to get this optimal point from the ROC, however it is not
obvious at the beginning how to get the same results, as there appear to be only three points
in the ROC:(P=a = 0,Pp = 0) (by selectingh), (Pea = 1/2, P = 3/4) (by selectinghs) and
(Pea = 1,Po = 1) (by selectinghs). The key property of ROC curves to remember is that the
(optimal) ROC curve is a continuous and concave function [27], and that in fact, the points
that do not correspond to deterministic decisions are joined by a straight line whose points
can be achieved by a mixture of probabilities of the extreme points. In our case, the line
y = 1-—xintercepts the (optimal) ROC at the optimal operating pom,iks Pea/(Po + Pra)
and PD = Pp/(Pea+ Po) (see Figure 3.2). Also note thpt is the value required to make the
slope of the isoline parallel to the ROC line intersectiRgy, P5).

The optimal strategy for the intruder is theref@'e= 2/5, while the optimal strategy for
DM is to selecth; with probability 1/5 andhs with probability 4/5. In the robust operating
point we havePf, = 2/5 andPj = 3/5. Therefore, after fixingDM, it does not matter ip
deviates fromp* because we are guaranteed that the probability of error will be no worse (but
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Figure 3.2: The optimal operating point

no better either) than/®, therefore the IDS can be claimed to h&zobust.
D. Example: Robust Evaluation of IDSs

As a second example, we chose to perform an intrusion detection experiment with the
1998 MIT/Lincoln Labs data set [37]. Although several aspects of this data set have been
criticized in [38], we still chose it for two main reasons. On one hand, it has been (and arguably
still remains) the most used large-scale data set to evaluate IDSs. In the second place we are
not claiming to have a better IDS to detect attacks and then proving our claim with its good
performance in the MIT data set (a feat that would require further testing in order to be assured
on the quality of the IDS). Our aim on the other hand is to illustrate our methodology, and
since this data set is publicly available and has been widely studied and experimented with
(researchers can in principle reproduce any result shown in a paper), we believe it provides the
basic background and setting to exemplify our approach.

Of interest are the Solaris system log files, known as BSM logs. The first step of the
experiment was to record every instance of a program being executed in the data set. Next, we
created a very simple tool to perform buffer overflow detection. To this end, we compared the
buffer length of each execution with a buffer threshold, if the buffer size of the execution was
larger than the threshold we report an alarm.

We divided the data set into two sets. In the first one (weeks 6 and 7), our IDS per-
forms very well and thus we assume that this is the "evaluation” period. The previous three
weeks were used as the period of operation of the IDS. Figure 3.8tays the results for
the "evaluation” period when the buffer threshold ranges between 64 and 780. The dotted
lines represent the suboptimal points of the ROC or equivalently the optimal points that can be
achieved through randomization. For example the dotted line of Figure 3.3(a) can be achieved
by selecting with probability\ the detector with threshold 399 and with probability- A the

4Care must always be taken when looking at the results of ROC curves due to the "unit of analysis” problem
[38]. For example comparing the ROC of Figure 3.3(a) with the ROC of [6] one might arrive to the erroneous con-
clusion that the buffer threshold mechanism produces an IDS that is better than the more sophisticated IDS based
on Bayesian networks. The difference lies in the fact that we are monitoring the executierpprogranwhile
the experiments in [6] only monitor the attacked programie{t, fbconfig, fdformat andps). Therefore
although we raise more false alarms, our false alarm rate (number of false alarms divided by the total number of
honest executions) is smaller.
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detector with threshold 773 and lettihngange from zero to one.

During the evaluation weeks there were 81108 executions monitored and 13 attacks,
thereforep™= 1.6 x 10~4. Assuming that our costs (per execution) &@,0) = C(1,1) =0,
C(1,0) =850 andC(0,1) = 100 we find that the slope given by equation 2.&sp = 7352,
and therefore the optimal point {.83 x 10~4,1), which corresponds to a threshold of 399
(i.e. all executions with buffer sizes bigger than 399 raise alarms). Finally, with these oper-
ating conditions we find out that the expected cost (per execution) of the IRE (5, A)] =
2.83x 1072,

In the previous three weeks used as the "operation” period our buffer threshold does not
perform as well, as can be seen from its ROC (shown in Figure 3.3(b).) Therefore if we use
the point recommended in the evaluation (i.e. the threshold of 399) we get an expected cost of
EOPerationc (| A)] = 6.934x 102, Notice how larger the expected cost per execution is from
the one we had evaluated. This is very noticeable in particular because the base-rate is smaller
during the operation periogPPeration— 7 s 10-°) and a smaller base-rate should have given us
a smaller cost.

To understand the new ROC let us take a closer look at the performance of one of the
thresholds. For example, the buffer length of 773 which was able to detect 10 out of the 13
attacks at no false alarm in Figure 3.3(a) does not perform well in Figure 3.3(b) because some
programs such asrep, awk, find and1d were executed under normal operation with long
string lengths. Furthermore, a larger percent of attacks was able to get past this threshold. This
is in general the behavior modeled by the parameateaadf3 that the adversary has access to
in our framework.

Let us begin the evaluation process from the scratch by assum(ifig<al0—>,0],1 x
104,0.1) — intruder, whered = [1 x 10~°,0] means the IDS evaluator believes that the base-
rate during operation will be at moptahd at leasp=> 1 x 10°. a = 1 x 10> means that the
IDS evaluator believes that new normal behavior will have the chance of firing an alarm with
probability 1x 1072, And B = 0.1 means that the IDS operator has estimated that ten percent
of the attacks during operation will go undetected. With these parameters we RO
shown in Figure 3.3(c).

Note that in this casep is bounded in such a way that the equilibrium of the game is
achieved via a pure strategy. In fact, the optimal strategy of the intruder is to attack with
frequencyp™ 9y (and of course, generate missed detections with probaPistyd false alarms
with probability a) whereas the optimal strategy @i/ is to find the point inROC*P that
minimizes the expected cost by assuming that the base-rpte &."

The optimal point for th&OC*P curve corresponds to the one with threshold 799, having
an expected co®>*PB[C(1,A)] = 5.19x 10~2. Finally, by using the optimal point fdROC™#,
as opposed to the original one, we get during operation an expected &38¢%8f°C(1,A)] =
2.73x 1072. Therefore in this case, not only we have maintained our expect®k3.02 —
securityof the evaluation, but in addition the new optimal point actually performed better than
the original one.

Notice that the evaluation of Figure 3.3 relates exactly to the problem we presented in
the introduction, because it can be thought of as the evaluation of two IDSs. One IDS having
a buffer threshold of length 399 and another IDS having a buffer threshold of length 773.
Under ideal conditions we choose the IDS of buffer threshold length of 399 since it has a lower
expected cost. However after evaluating the worst possible behavior of the IDSs we decide to
select the one with buffer threshold length of 773.

An alternative view can be achieved by the use of B-ROC curves. In Figure 3.4(a) we
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see the original B-ROC curve during the evaluation period. These curves give a false sense of
confidence in the IDS. Therefore we study the B-ROC curves basB®6ftP in Figure 3.4(b).

In Figure 3.4(c) we can see how the B-ROC of the actual operating environment follows more
closely the B-ROC based d®OC*P than the original one.

IV A White Box Adversary Model

So far we have been treating the decision making process without considering the exact
way that an adversary can modify or create the input to the classifi¢owever following the
same statistical framework we have been considering there is a way to formulate this problem
in a way that sheds light into the exact behavior and optimal adversarial strategies.

In order to define this problem recall first that aptimal decision rule (optimal in the
sense that it minimizes several evaluation metrics such as the probability of error, the expected
cost or the probability of missed positives given an upper bound on the probability of false

H
positives) is the log-likelihood ratio test ( }(133 Hzlr, whereH; denotes the hypothesis tHat i,
0

andt depends on the particular evaluation metric and its assumptions (e.g., misclassification
costs, base-rates etc.). If the log-likelihood ratio is greatertiiaen the detector outpufs= 1
and if it less thart, the detector output&s = O (if it is equal tot the detector randomly selects
the hypothesis based on the evaluation metric being considered).

This new detailed formulation allows us to model the fact that an attacker is able to
modify its attack strategy(x|1). The pdff(x|0) of the normal behavior can be learnt via one-
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class learning, however since the attacker can change its strategy, we cannot trust a machine
learning technique to estimaféx|1), since learning a candidate densityk|1) for an attacker
without some proper analysis may result in serious performance degradation if the attacker’s
strategy diverges from our estimated model.

It is therefore one of our aims in the following two chapters to evaluate and design al-
gorithms that try to estimate the least favorable p@f|1) within a feasible adversary class
F. The adversary clas$ will consists of pdfsf(x|1) constrained by a requirement that an
adversary has to satisfy. For example in the next chapter it is a desired level of wireless channel
access, and in chapte? the feasible clas$ is composed of pdfs that satisfy certain distortion
constraints.

An abstract example on how to model the problem of finding the least favofékje)
is now considered. Assume an adversary whose objective is to create mimicry attacks: i.e., it
wants to minimize the probability of being detected. Furthermore asguaies only discrete
values, sdf (x|i) are in fact probability mass functions (pmfs) (as opposed to density functions).
A way to formulate this problem can be done with the help of information theory inequalities
[39]:

Pea 1—Pra
PFA|OQE+(1_ Pea)log 1-m

whereKL][fo|| f1] denotes the Kullback-Leibler divergence between two pfgtsnd f1. From
this inequality it can be deduced that if we Rika to be very small=a — 0), then

< KL{f(X|0)[[f(x[1)] (3.7)

Po < 1— 2 KLIFXO)If(x|1)] (3.8)
The task of the adversary would be therefore the following:

" = arg. minKL(f (40)||n(x)

It can be shown in fact that some of the examples studied in the next two chapters can be
formulated as exactly performing this optimization problem.

Besides estimating least favorable distributions, another basic notion in minimax game
approaches that is going to be very useful in the next two sections is thaiaoidée point A
strategy (detection rule}* and an operating point (attackjx|1)* in the uncertainty clasg
form a saddle point if:

1. Forthe attack (x|1)*, any detection ruld other thard* has worse performance. Namely
d* is the optimal detection rule for attadkx|1)* in terms of minimizing the objective
function (evaluation).

2. For the detection ruld*, any attackf (x|1) from the uncertainty class, other th&(x|1)*
gives better performance. Namely, detection dildas its worst performance for attack
f(x|1)*.

Implicit in the minimax approach is the assumption that the attacker has full knowledge
of the employed detection rule. Thus, it can create a misbehavior strategy that maximizes
the cost of the performance of the classifier. Therefore, our approach refers to the case of an
intelligent attacker that can adapt its misbehavior policy so as to avoid detection. One issue
that needs to be clarified is the structure of this attack strategy. Subsequently, by deriving the
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detection rule and the performance for that case, we can obtain an (attainable) upper bound on
performance over all possible attacks.

Even though we did not point it out before, it can in fact be shown that the optimal oper-
ating points in the two IDS examples presented section Ill are in fact saddle point equilibria!

V Conclusions

There are two main problems that any empirical test of a classifier will face. The first
problem relates to the inferences that once can make about any classifier system based on
experiments alone. An example is the low confidence on the estimate for the probability of
detection in the ROC. A typical way to improve this estimate in other classification tasks is
through the use of error bars in the ROC. However, if tests of classifiers include very few
attacks and their variations, there is not enough data to provide an accurate significance level
for the bars. Furthermore, the use of error bars and any other cross-validation technique gives
the average performance of the classifier. However, this brings us to the second problem, and
it is the fact that since the classifiers are subject to an adversarial environment, evaluating such
a decision maker based on its average performance is not enough. Our adversary models tries
to address these two problems, since it provides a principled approach to give us the worst case
performance of a classifier.

The extent by which the analysis with(@& a, 8) — intruder will follow the real operation
of the IDS will depend on how accurately the person doing the evaluation of the IDS under-
stands the IDS and its environment, for example, to what extent can the IDS be evaded, how
well the signatures are written (e.g. how likely is it that normal events fire alarms) etc. How-
ever, by assumingbustparameters we are actually assuming a pessimistic setting, and if this
pessimistic scenario never happens, we might be operating at a suboptimal point (i.e. we might
have been too pessimistic in the evaluation).

Finally, although the white box framework for adversarial modeling gives us a fine
grained evaluation procedure, it is not always a better alternative to the black box adversary
model. There are basically two problems with the white box adversary model. The first prob-
lem is the fact that finding the optimal adversarial distribution is usually an intractable problem.
The second problem is that sometimes in order to avoid the intractability of the prokibe|it),
is sometimes assumed to follow a certain parametric model. Therefore instead of searching for
optimal adversarial pdf§(x|1) the problem is replaced with one of finding the optimal parame-
ters of a prescribed distribution. The problem with this approach is that assuming a distribution
form creates extra assumptions about the attacker, and as explained in the guidelines defined
at the beginning of this chapter, any extra assumption must be taken with care. Specially be-
cause in practice the adversary will most likely not follow the parametric distribution assumed
a priori.
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Chapter 4
Performance Comparison of MAC layer Misbehavior Schemes

If anything could dissipate my love to humanity, it would be ingratitude. In short, I am a hired
servant, | expect my payment at once- that is, praise, and the repayment of love with love.
Otherwise | am incapable of loving anyone.
- The Brothers Karamazov, Dostoevsky

| Overview

This chapter revisits the problem of detecting greedy behavior in the IEEE 802.11 MAC
protocol by evaluating the performance of two previously proposed schemes: DOMINO and
the Sequential Probability Ratio Test (SPRT). The evaluation is carried out in four steps. We
first derive a new analytical formulation of the SPRT that takes into account the discrete nature
of the problem. Then we develop a new tractable analytical model for DOMINO. As a third
step, we evaluate the theoretical performance of SPRT and DOMINO with newly introduced
metrics that take into account the repeated nature of the tests. This theoretical comparison
provides two major insights into the problem: it confirms the optimality of SPRT and motivates
us to define yet another test, a nonparametric CUSUM statistic that shares the same intuition
as DOMINO but gives better performance. We finalize this chapter with experimental results,
confirming the correctness of our theoretical analysis and validating the introduction of the new
nonparametric CUSUM statistic.

Il Introduction

The problem of deviation from legitimate protocol operation in wireless networks and
efficient detection of such behavior has become a significant issue in recent years. In this work
we address and quantify the impact of MAC layer attacks that aim at disrupting critical network
functionalities and information flow in wireless networks.

It is important to note that parameters used for deriving a decision of whether a protocol
participant misbehaves or not should be carefully chosen. For example, choosing the percent-
age of time the node accesses the channel as a misbehavior metric can result in a high number
of false alarms due to the fact that the other protocol participants might not have anything (or
have significantly less traffic) to transmit within a given observation period. This could easily
lead to false accusations of legitimate nodes that have large amount of data to send. Measur-
ing throughput offers no indication of misbehavior since it is impossible to define “legitimate”
throughput. Therefore, it is reasonable to use either fixed protocol parameters (such as SIFS or
DIFS window size) or parameters that belong to a certain (fixed) range of values for monitoring
misbehavior (such as backoff).

In this work we derive analytical bounds of two previously proposed protocols for de-
tecting random access misbehavior: DOMINO [40] and SPRT-based tests [41, 42] and show
the optimality of SPRT against the worst-case adversary for all configurations of DOMINO.
Following the main idea of DOMINO, we introduce a nonparametric CUSUM statistic that
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shares the same intuition as DOMINO but gives better performance for all configurations of
DOMINO.

A. Background Work

MAC layer protocol misbehavior has been studied in various scenarios and mathematical
frameworks. The random nature of access protocols coupled with the highly volatile nature of
wireless medium poses the major obstacle in generation of the unified framework for misbehav-
ior detection. The goals of a misbehaving peer can range from exploitation of available network
resources for its own benefit up to network disruption. An efficient Intrusion Detection System
should exhibit a capability to detect a wide range of misbehavior policies with an acceptable
False Alarm rate. This presents a major challenge due to the nature of wireless protocols.

The current literature offers two major approaches in the field of misbehavior detection.
The first set of approaches provides solutions based on modification of the current IEEE 802.11
MAC layer protocol by making each protocol participant aware of the backoff values of its
neighbors. The approach proposed in [43] assumes existence of a trustworthy receiver that
can detect misbehavior of the sender and penalize it by assigning him higher back-off values
for subsequent transmissions. A decision about protocol deviation is reached if the observed
number of idle slots of the sender is smaller than a pre-specified fraction of the allocated back-
off. The sender is labeled as misbehaving if it turns out to deviate continuously based on a
cumulative metric over a sliding window. The work in [44] attempts to prevent scenarios of
colluding sender-receiver pairs by ensuring randomness in the course of the MAC protocol.

A different line of thought is followed in [40, 41, 42], where the authors propose a misbe-
havior detection scheme without making any changes to the actual protocol. In [40] the authors
focus on multiple misbehavior policies in the wireless environment and put emphasis on detec-
tion of backoff misbehavior. They propose a sequence of conditions on available observations
for testing the extent to which MAC protocol parameters have been manipulated. The proposed
scheme does not address the scenarios that include intelligent adaptive cheaters or collaborat-
ing misbehaving nodes. The authors in [41, 42] address the detection of an adaptive intelligent
attacker by casting the problem of misbehavior detection within the minimax robust detection
framework. They optimize the system’s performance for the worst-case instance of uncertainty
by identifying the least favorable operating point of a system and derive the strategy that op-
timizes the system’s performance when operating in that point. The system performance is
measured in terms of number of required observation samples to derive a decision (detection
delay).

However, DOMINO and SPRT were presented independently, without direct comparison
or performance analysis. Additionally, both approaches evaluate the detection scheme per-
formance under unrealistic conditions, such as probability of false alarm being equal to 0.01,
which in our simulations results in roughly 700 false alarms per minute (in saturation condi-
tions), a rate that is unacceptable in any real-life implementation. Our work contributes to the
current literature by: (i) deriving a new pmf for the worst case attack using an SPRT-based
detection scheme, (ii) providing new performance metrics that address the large number of
alarms in the evaluation of previous proposals, (iii) providing a complete analytical model of
DOMINO in order to obtain a theoretical comparison to SPRT-based tests and (iv) proposing
an improvement to DOMINO based on the CUSUM test.

The rest of the chapter is organized as follows. Sect. Ill outlines the general setup of the
problem. In Sect. IV we propose a minimax robust detection model and derive an expression for
the worst-case attack in discrete time. In Sect.V we provide extensive analysis of DOMINO,
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followed by the theoretical comparison of two algorithms in Sect. VI. Motivated by the main
idea of DOMINO, we offer a simple extension to the algorithm that significantly improves its
performance in Sect. VII. In Sect. VIII we present the experimental performance comparison
of all algorithms. Finally, Sect. X concludes our study. In subsequent sections, the terms
“attacker” and “adversary” will be used interchangeably with the same meaning.

[l Problem Description and Assumptions

Throughout this work we assume existence of an intelligent adaptive attacker that is
aware of the environment and its changes over a given period of time. Consequently, the
attacker is able to adjust its access strategy depending on the level of congestion in its en-
vironment. Namely, we assume that, in order to minimize the probability of detection, the
attacker chooses legitimate over selfish behavior when the level of congestion in the network is
low. Similarly, the attacker chooses adaptive selfish strategy in congested environments. Due to
the previously mentioned reasons, we assume a benchmark scenario where all the participants
are backlogged, i.e., have packets to send at any given time in both theoretical and experimental
evaluations. We assume that the attacker will employ the worst-case misbehavior strategy in
this setting, and consequently the detection system can estimate the maximal detection delay.
It is important to mention that this setting represents the worst-case scenario with regard to the
number of false alarms per unit of time due to the fact that the detection system is forced to
make maximum number of decisions per time unit.

In order to characterize the strategy of an intelligent attacker, we assume that both mis-
behaving and legitimate node attempt to access the channel simultaneously. Consequently,
each station generates a sequence of random backo¥s, ..., X over a fixed period of time.
Accordingly, the backoff values{i, Xo, ..., X;, of each legitimate protocol participant are dis-
tributed according to the probability mass function (pm)xi, X2, .. ., % ). The pmf of the mis-
behaving participants is unknown to the system and is denotedpait, o, ..., %), where
X1, X2, ..., X represent the sequence of backoff values generated by the misbehaving node over
the same period of time.

The assumption that holds throughout this chapter is that a detection agent (e.g., the
access point) monitors and collects the backoff values of a given station. It is important to note
that observations are not perfect and can be hindered by concurrent transmissions or external
sources of noise. It is impossible for a passive monitoring agent to know the backoff stage of
a given monitored station due to collisions and to the fact that in practice, nodes might not be
constantly backlogged. Furthermore, in practical applications the number of false alarms in
anomaly detection schemes is very high. Consequently, instead of building a “normal” profile
of network operation with anomaly detection schemes, we utilize specification based detection.
In our setup we identify “normal” (i.e., a behavior consistent with the 802.11 specification)
profile of a backlogged station in the IEEE 802.11 without any competing nodes, and notice
that its backoff procesXi, Xo,...,X can be characterized with pab(x) = 1/(W + 1) for
xi € {0,1,...,W} and zero otherwise. We claim that this assumption minimizes the probability
of false alarms due to imperfect observations. At the same time, a safe upper bound on the
amount of damaging effects a misbehaving station can cause to the network is maintained.

Although our theoretical results utilize the above expressionpiprthe experimental
setting utilizes the original implementation of the IEEE 802.11 MAC. In this case, the detection
agent needs to deal with observed values ¢tdrger thanV/, which can be due to collisions or
due to the exponential backoff specification in the IEEE 802.11. We further discuss this issue
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in Sect. VIII.

IV Sequential Probability Ratio Test (SPRT)

Due to the nature of the IEEE 802.11 MAC, the back-off measurements are enhanced by
an additional sample each time a node attempts to access the channel. Intuitively, this gives rise
to the employment of a sequential detection scheme in the observed problem. The objective of
the detection test is to derive a decision as to whether or not misbehavior occurs with the least
number of observations. A sequential detection test is therefore a procedure which decides
whether or not to receive more samples with every new information it obtains. If sufficient
information for deriving a decision has been made (i.e. the desired levels of the probability
of false alarm and probability of miss are satisfied), the test proceeds to the phase of making a
decision.

It is now clear that two quantities are involved in decision making: a stoppingNiwared
a decision ruledy which at the time of stopping decides between hypothékedegitimate
behavior) andH; (misbehavior). We denote the above combination Ri#{N, dy ).

In order to proceed with our analysis we first define the properties of an efficient detector.
Intuitively, the starting point in defining a detector should be minimization of the probability
of false alarm&y[dy = 1]. Additionally, each detector should be able to derive the decision as
soon as possible (minimize the number of samples it collects from a misbehaving station) before
calling the decision functiof;[N]. Finally, it is also necessary to minimize the probability of
deciding that a misbehaving node is acting norm&ijdy = 0]. It is now easy to observe that
E1[N], Po[dn = 1], P1[dy = 0] form a multi-criteria optimization problem. However, not all
of the above quantities can be optimized at the same time. Therefore, a natural approach is to
define the accuracy of each decision a priori and minimize the number of samples collected:

inf 4N 4.1
Dlerl%b 1[N] (4.1)

where
Tap = {(N,dn) : Po[dy = 1] <aandP4[dy = 0] < b}

The solutionD* (optimality is assured when the data is i.i.d. in both classes) to the above
problem is the SPRT [41] with:

P1(X1,...,Xn)
Po(X1,...,Xn)

The decision rul@ly is defined as:

(1 ifsy=U
I = {o if Sy <L, (4.2)

S=In andN:irrllfSne[L,U].

whereL ~ In 2 andU ~ In 122, Furthermore, by Wald’s identity:

EJ[N] _ ]EJ[SN] _ IE‘J[SN] (4.3)
By [In 2] 5300 In B
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with E1[Sy] = Lb+U (1—b) andEo[Sy] = L(1—a) +Ua. We note that the coefficienjs=0,1
in Eqg.(4.3) correspond to legitimate and adversarial behavior respectively.

A. Adversary Model
To our knowledge, the current literature does not address the discrete nature of the misbehavior
detection problem. This section sets a theoretical framework of the problem in discrete time.
Due to the different nature of the problem, the relations derived in [41, 42] no longer hold
and a new pmfp; that maximizes the performance of the adversary is derived. We assume
the adversary has full control over the probability mass funcpgrand the backoff values
it generates. In addition to that we assume that the adversary is intelligent, i. e. he knows
everything the detection agent knows and can infer the same conclusions as the detection agent.
Goal of the Adversarywe assume the objective of the adversary is to design an access
policy with the resulting probability of channel accé%s while minimizing the probability of
detection. As it has already been mentioned, the optimal access policy results in generation of
backoff sequences according to the poifx).

Theorem 1: The probability that the adversary accesses the channel before any other ter-
minal when competing with n neighboring (honest) terminals for channel access in saturation

condition is: 1

Eq[X]

Pr{Access= Pa =
1+ NEolX]

(4.4)

Note that wherit1[X] = Eo[X] the probability of access is equal for alhnl competing nodes
(including the adversary), i.e., all of them will have access probability equgj;—fo We omit
the proof of this theorem and refer the reader to [42] for the detailed derivation.

Solving the above equation féii [X] gives us a constraint omy. That is,p; must satisfy
the following equation:
1—Pa

E1[X] = Eo[X] NP

(4.5)

We now letg = -

intuitively denotes the level of misbehavior by the adversary. Fxof {1—J1rn,1}, ge {0,1}.
Thereforeg= 0 andg =1 correspond to legitimate behavior and complete misbehavior respec-
tively. Now, for any giverg, p1 must belong to the class of allowed probability mass functions

Ay, Where
{ Z)q =1and Z}xq =gEo X]} (4.6)

After defining its desired access probabilRy (or equivalentlyg), the second objective of the
attacker is to maximize the amount of time it can misbehave without being detected. Assuming
that the adversary has full knowledge of the employed detection test, it attempts to find the
access strategy (with png1) that maximizes the expected duration of misbehavior before
an alarm is fired. By looking at equation Eq.(4.3), the attacker thus needs to minimize the
following objective function

1(X)
min In 4.7
i Zopl o) (4.7)

Theorem 2: Let ¢ {0,1} denote the objective of the adversary. The pinthat mini-
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mizes Eq.(4.7) can be expressed as:

rX(r-1-1)
Pi(X) = —rw forxe {0, 1...,W} (4.8)
0 otherwise

where r is the solution to the following equation:

wV—rtwW4W_1) W

rIoyri-w 9% (4.9)

Proof: Notice first that the objective function is convexpa. We letgf(x) = pj(x) +
eh(x) and construct the Lagrangian of the objective function and the constraints

w
g (x)In
2,
By taking the derivative with respect ®and equating this quantity to zero for all possible
sequenceb(x), we find that the optimap; has to be of the form:

p1(X) = po(x)e X Ho (4.11)

wherepp = iy + 1. In order to obtain the values of the Lagrange multipligrandpy we utilize
the fact thatpo(x) = vﬁ Additionally, we utilize the constraints iAy. The first constraint
states thap] must be a pmf and therefore by setting Eq.(4.11) equal to one and solvipg for
we have

1)+ %XQS(X) —gEo[X]) (4.10)

1 r—rW
=In Z)po W+1 —) (4.12)
wherer = e ¥, Replacing this solution in Eq. 4.11 we get
. rr1-1
p1(X) = ﬁ (4.13)

The second constraint ifly is rewritten in terms of Eq.(4.13) as

rrl_1 W
W Zoxrx = gEo[X] (4.14)
X=

from where Eq.(4.9) follows. |
Fig. 4.1 illustrates the optimal distributigai for two values of the parametgr

B. SPRT Optimality for any Adversary i
Let ®(D, p1) = E1[N]. We notice that the above solution was obtained in the form

max min ®(D, 4.15
meX aon. (D, p1) (4.15)

That is, we first minimizedp(D, p1) with the SPRT (minimization for anp;) and then found
the pj that maximizedP(SPRT, p).
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Figure 4.1: Form of the least favorable ppiffor two different values of g. When g approaches
1, p; approachegp. As g decreases, more mass@iconcentrated towards the smaller backoff
values.

However, an optimal detector needs to minimize all losses due to the worst-case attacker.
That is, the optimal test should in principle be obtained by the following optimization problem

min max®(D, p1 4.16

m%mmg(p) (4.16)
Fortunately, our solution also satisfies this optimization problem since it forms a saddle point
equilibrium, resulting in the following theorem:

Theorem 3: For every [& T, and every p € 4y
P(D*, p1) < ®(D*, p1) < ®(D, p1) (4.17)

We omit the proof of the theorem since its derivation follows reasoning similar to the one in
[42]. As a consequence of this theorem, no incentive for deviation f@mp;) for any of the
players (the detection agent or the misbehaving node) is offered.

C. Evaluation of Repeated SPRT

The original setup of SPRT-based misbehavior detection proposed in [41] was better suited for

on-demand monitoring of suspicious nodes (e.g., when a higher layer monitoring agent requests
the SPRT to monitor a given node because it is behaving suspiciously, and once it reaches a
decision it stops monitoring) and was not implemented as a repeated test.

On the other hand, the configuration of DOMINO is suited for continuous monitoring of
neighboring nodes. In order to obtain fair performance comparison of both tests, a repeated
SPRT algorithm is implemented: whenewgy = 0, the SPRT restarts with) = 0. This setup
allows a detection agent to detect misbehavior for both short and long-term attacks. The major
problem that arises from this setup is that continuous monitoring can raise a large number of
false alarms if the parameters of the test are not chosen appropriately.

This section proposes a new evaluation metric for continuous monitoring of misbehaving
nodes. We believe that the performance of the detection algorithms is appropriately captured by
employing the expected time before detecti&jfip| and the average time between false alarms
E[Tea] as the evaluation parameters.
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Figure 4.2: Tradeoff curve between the expected number of samples for a falseEgTaan
and the expected number of samples for detedfidp|. For fixed a and b, as g increases (low
intensity of the attack) the time to detection or to false alarms increases exponentially.

The above quantities are straightforward to compute for SPRT. Namely, each time the
SPRT stops the decision function can be modeled as a Bernoulli trial with parameteds
1— b; the waiting time until the first success is then a geometric random variable. Therefore:

_ EqN]

Elleal = “1b

andE[Tp] (4.18)

Eo[N]
a
Fig. 4.2 illustrates the tradeoff between these variables for different values of the param-
eterg. It is important to note that the chosen values of the paranagtei-ig. 4.2 are small.
We claim that this represents an accurate estimate of the false alarm rates that need to be sat-
isfied in actual anomaly detection systems [29, 7], a fact that was not taken into account in the
evaluation of previously proposed systems.

V Performance analysis of DOMINO

We now present the general outline of the DOMINO detection algorithm. The first
step of the algorithm is based on computation of the average value of backoff observations:
Xac = S Xi/m. In the next step, the averaged value is compared to the given reference
backoff value: X5c < yB, where the parametgr(0 < y < 1) is a threshold that controls the
tradeoff between the false alarm rate and missed detections. The algorithm utilizes the variable
cheat_count which stores the number of times the average backoff exceeds the thrgBhold
DOMINO raises a false alarm after the threshold is exceeded moreitiames. A forgetting
factor is considered fotheat_count if the monitored station behaves normally in the next
monitoring period. That is, the node is partially forgivemieat _count=cheat_count-1 (as
long ascheat_count remains greater than zero).

We now present the actual detection algorithm from [40]. The algorithm is initialized
with cheat_count = 0 and after collectingn samples, the following detection algorithm is
executed, whereondition is defined as. ™, X < yB

if condition
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Figure 4.3: For K=3, the state of the variable cheatint can be represented as a Markov chain
with five states. When cheabunt reaches the final state (4 in this case) DOMINO raises an
alarm.

cheatcount = cheatcount + 1
if cheatcount > K
raise alarm
end
elseif cheatcount > 0
cheatcount = cheatcount — 1
end

It is now easy to observe that DOMINO is a sequential test, With mx* N;, whereN;
represents the number of stegiszat_count takes to excee® anddy = 1 every time the
test stops. We evaluate DOMINO and SPRT with the same performance metrics. However,
unlike SPRT where controls the number of false alarms andontrols the detection rate,
the parameterm, y andK in DOMINO are difficult to tune because there has not been any
analysis of their performance. The correlation between DOMINO and SPRT parameters is
further addressed in Sec. VIII.

In order to provide an analytical model for the performance of the algorithm, we model
the detection mechanism in two steps:

1. We first definep:=Pr[3 5™, X < yB]

2. We define a Markov chain with transition probabilitipgnd 1— p. The absorbing state
represents the case when misbehavior is detected (note that we asssiineed, sop
does not depend on the number of observed backoff values). A Markov ch&{n=#@
is shown in Fig. 4.3.

We can now write

. 1 m
p=pl =P [ﬁZﬁ“ SVB] ;€01
where j = 0 corresponds to the scenario where the samylese generated by a legitimate
stationpg(x) and j = 1 corresponds to the samples being generategf by). In the remainder
of this section we assunie= Eg[X;| = V7V

We now derive the expression fprfor the case of a legitimate monitored node. Follow-
ing the reasoning from Sect. lll, we assume that eqéhuniformly distributed 00,1, ... ,W}.
Itis important to note that this analysis provides a lower bound on the probability of false alarms
when the minimum contention window of si¥é+ 1 is assumed. Using the definition pive

derive the following expression:
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LmyB|

— kz Py [ix :k] (4.19)
=0 i=

[my8) 1

K=0 {(X1,...Xm) 3 M, Xi=k} (W4 1)m

where the last equality follows from the fact that e are i. i. d with pmfpo(x) = 1 for
all x € {0,1,...W}.

The number of ways thatintegers can sum up tas < m+ll(<— 1 ) andsk_, ( m+ll(<— 1 ) _

mi L ) An additional constraint is imposed by the fact tkatan only take values up to
W, which is in general smaller tha and thus the above combinatorial formula cannot be
applied. Furthermore, a direct computation of the number of walgesunded integers sum up
to k is very expensive. As an example, Wt+ 1 = 32= 2% andm = 10. A direct summation
needed for calculation gf yields at least 2 iterations.

Fortunately, an efficient alternative way for computihg[y ", Xi = k| exists. We first
defineY := 3y, X. It is well known that the moment generating function¥af My (s) =
Mx (s)™ can be computed as follows:

My(s):m(1+es+---+ew)m

{ko,...,kw:}
k=m
m ) ) ) .
where is the multinomial coefficient.
( ko ka; -+ Tk >

By comparing terms with the transform bfy (s) we observe that P¥ = K] is the coef-
ficient that corresponds to the tem¥ in Eq.(4.20). This result can be used for the efficient
computation ofp by using Eq.(4.19).

Alternatively, we can approximate the computationpdbr large values om. The ap-
proximation arises from the fact that@sncreasesy converges to a Gaussian random variable,
by the Central Limit Theorem. Thus,

where
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Figure 4.4: Exact and approximate valuegafs a function ofn.

and®(z) is the error function. Fig. 4.4 illustrates the exact and approximate calculatpasod
function ofm, fory= 0.9 andw + 1 = 32. This shows the accuracy of the above approximation
for both small and large values of

The computation o = p! follows the same steps (although the moment generating
function cannot be easily expressed in analytical form, it is still computationally tractable) and
is therefore omitted.

A. Expected Time to Absorption in the Markov Chain
We now derive the expression for expected time to absorption for a Markov Chaiiwith
states. Leyy be the expected number of transitions until absorption, given that the process
starts at staté In order to compute the stopping timE$Tp] andE[Tga], it is necessary to
find the expected time to absorption starting from state a&yo,Therefore,E[Tp] = mx po
(computed undep = p*) andE[Tga] = mx po (computed undep = p2).

The expected times to absorptiqm, |1, . . ., ik +1 represent the unique solutions of the
equations

kk+1 = O
K+1
b = 1+ Zopijpjforie{o,l...,K}
j:

wherepjj is the transition probability from stateto statej. For anyK, the equations can be
represented in matrix form:

-p p O 0 Ho -1
1-p -1 p 0 0 M1 -1
0O 1-p -1 p 0 e [ = -1
| 0 - 0 1-p -1 || Kk | =

For example, solving the above equationggwith K = 3, the following expression is derived

1—p+2p>+2p°

The expression fauy for any other value oK is obtained in similar fashion.
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DOMINO with K=3 and Attacker with g=0.503759
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Figure 4.5: DOMINO performance fdf = 3, mranges from 1 to 60y is shown explicitly.
As y tends to either 0 or 1, the performance of DOMINO decreases. The SPRT outperforms
DOMINO regardless of andm.

VI Theoretical Comparison

In this section we compare the tradeoff curves betwiglfp| andE[Tra] for both algo-
rithms. For the sake of concreteness we compare both algorithms for an attackge=nitb.
Similar results were observed for other valueg.of

For SPRT we sel = 0.1 arbitrarily and varya from 10-1/2 up to 10719 (motivated by
the realistic low false alarm rate required by actual intrusion detection systems [29]). Due to
the fact that in DOMINO it is not clear how the parameters m, K gadfect our metrics, we
vary all the available parameters in order to obtain a fair comparison. Fig. 4.5 illustrates the
performance of DOMINO foK = 3 (the default threshold used in [40]). Each curveyibias
m ranging between 1 and 60, wharerepresents the number of samples needed for reaching
a decision. Observing the results in Fig. 4.5, it is easy to conclude that the best performance
of DOMINO is obtained fory = 0.7, regardless oim. Therefore, this value of is adopted
as an optimal threshold in further experiments in order to obtain fair comparison of the two
algorithms.

Fig. 4.6 represents the evaluation of DOMINO fot 0.7 with varying threshold. For
each value oK, mranges from 1 to 60. In this figure, however, we notice that with the increase
of K, the point withm = 1 forms a performance curve that is better than any other point with
m> 1.

Consequently, Fig. 4.7 represents the best possible performance for DOMINO; that is, we
let m= 1 and chang& from one up to one hundred. We again test diffefewtlues for this
configuration, and conclude that the bes still close to the optimal value of D derived from
experiments in Fig. 4.5. However, even with the optimal setting, DOMINO is outperformed by
the SPRT.

VIl Nonparametric CUSUM statistic

As concluded in the previous section, DOMINO exhibits suboptimal performance for
every possible configuration of its parameters. However, the original idea of DOMINO is very
intuitive and simple; it compares the observed backoff of the monitored nodes with the expected
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DOMINO with y=0.7 and Attacker with g=0.5037
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Figure 4.6: DOMINO performance for various threshakdsy = 0.7 andm in the range from
1 to 60. The performance of DOMINO decreases with increase. dfor fixedy, the SPRT
outperforms DOMINO for all values of parameté¢sandm.

DOMINO with m=,1 Attacker with g =0.503759
T T T

Figure 4.7: The best possible performance of DOMINO is wimea 1 andK changes in order
to accommodate for the desired level of false alarms. They#rasst be chosen independently.
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backoff of honest nodes within a given period of time. This section extends this idea to create
a test that we believe will have better performance than DOMINO, while still preserving its
simplicity.

Inspired by the notion of nonparametric statistics for change detection, we adapt the
nonparametric cumulative sum (CUSUM) statistic and apply it in our analysis. Nonparametric
CUSUM is initialized withyg = 0 and updates its value as follows:

yi=(Yic1—X +yB)" (4.20)

The alarm is fired whenever > c.

AssumingEg[X] > yB andE1[X] < yB (i. e. the expected backoff value of an honest
node is always larger than a given threshold and vice versa), the properties of the CUSUM test
with regard to the expected false alarm and detection times can be captured by the following
theorem.

Theorem 4: The probability of firing a false alarm decreases exponentially with c. For-
mally, as ¢c— oo
sup|In (PolY; > ¢])| = O(c) (4.21)
|

Furthermore, the delay in detection increases only linearly with c. Formally,-asce

o
To B_EalX] (4.22)
The proof is a straightforward extension of the case originally considered in [45].

It is easy to observe that the CUSUM test is similar to DOMINO, witieing equivalent
to the upper thresholld in DOMINO and the statistiy in CUSUM being equivalent to the
variablecheat_count in DOMINO whenm= 1.

The main difference between DOMINO whem= 1 and the CUSUM statistic is that
every time there is a “suspicious event” (i.e., wheneyet yB), cheat_count is increased by
one, whereas in CUSUM is increased by an amount proportional to the level of suspected
misbehavior. Similarly, wher > yB, cheat_count is decreased only by one (or maintained as
zero), while the decreaseyncan be expressed g8 — x; (or a decrease of if y; —yB—x; < 0).

VIII  Experimental Results

We now proceed to experimental evaluation of the analyzed detection schemes. It has
already been mentioned that we assume existence of an intelligent adaptive attacker that is able
to adjust its access strategy depending on the level of congestion in the environment. Namely,
we assume that, in order to minimize the probability of detection, the attacker chooses legiti-
mate over selfish behavior when the congestion level is low. Consequently, he chooses adaptive
selfish strategy in congested environments. Due to the above reasons, we assume the scenario
where all the participants are backlogged, i.e., have packets to send at any given time in con-
structing the experiments. We assume that the attacker will employ the worst-case misbehavior
strategy in this setting, enabling the detection system to estimate the maximal detection delay.
It is important to mention that this setting also represents the worst-case scenario with regard
to the number of false alarms per unit of time due to the fact that the detection system is forced
to make maximum number of decisions per unit of time. We expect the number of alarms to be
smaller in practice.
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The backoff distribution of an optimal attacker was implemented in the network simulator
Opnet and tests were performed for various levels of false alarms. We note that the simulations
were performed with nodes that followed the standard IEEE 802.11 access protocol (with ex-
ponential backoff). The results presented in this work correspond to the scenario consisting of
two legitimate and one selfish node competing for channel access. The detection agent was
implemented such that any backoff valde> W was set up to be W. We know this is an ar-
bitrary approximation, but our experiments show that it works well in practice. It is important
to mention that the resulting performance comparison of DOMINO, CUSUM and SPRT does
not change for any number of competing nodes, SPRT always exhibits the best performance.
In order to demonstrate the performance of all detection schemes for more aggressive attacks,
we choose to present the results for the scenario where the attacker attempts to access channel
for 60% of the time (as opposed to 33% if it was behaving legitimately). The backlogged en-
vironment in Opnet was created by employing a relatively high packet arrival rate per unit of
time: the results were collected for the exponential(0.01) packet arrival rate and the packet size
was 2048 bytes. The results for both legitimate and malicious behavior were collected over a
fixed period of 100s.

In order to obtain fair performance comparison, a performance metric different from the
one in [42] was adopted. The evaluation was performed as a tradeoff between the average time
to detection and the average time to false alarm. It is important to mention that the theoretical
performance evaluation of both DOMINO and SPRT was measured in number of samples.
Here, however, we take advantage of the experimental setup and measure time in number of
seconds, a quantity that is more meaningful and intuitive in practice.

We now proceed to the experimental performance analysis of SPRT, CUSUM and DOMINO-
based detection schemes. Fig. 4.8 represents the first step in our evaluation. We evaluated the
performance of the SPRT using the same parameters as in the theoretical analysis in Sect. VI.
DOMINO was evaluated for fixed= 0.9, which corresponds to the value used in the experi-
mental evaluation in [40]. In order to compare the performance to SPRT, we vary the value of
K, which essentially determines the number of false alarms. We observe the performance of
DOMINO for 2 different values of parameter. As it can be seen from Fig 4.8, SPRT outper-
forms DOMINO for all values oK andm. We note that the best performance of DOMINO
was obtained fom = 1 (the detection delay is smaller when the decision is made after every
sample). Therefore, we adopt= 1 for further analysis of DOMINO. Fig. 4.9 reproduces the
setting used for theoretical analysis in Fig.4.7. Naturally, we obtain the same results as in
Fig. 4.7 and choosg= 0.7 for the final performance analysis of DOMINO.

After finding the optimal values gfandmwe now perform final evaluation of DOMINO,
CUSUM and SPRT. The results are presented in Fig. 4.10. We observe that even for the optimal
setting of DOMINO, the SPRT outperforms it for all valueskaf We also note that due to the
reasons explained in Sect. VI, the CUSUM test experiences detection delays similar to the
ones of the SPRT.

If the logarithmic x-axis in the tradeoff curves in Sect. VI is replaced with a linear one,
we can better appreciate how accurately our theoretical results match the experimental evidence
(Fig. 4.11).

IX Conclusions and future work

In this work, we performed extensive analytical and experimental comparison of the ex-
isting misbehavior detection schemes in the IEEE 802.11 MAC. We confirm the optimality of
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Tradeoff curves for DOMINO, CUSUM and SPRT
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Figure 4.8: Tradeoff curves for each of the proposed algorithms. DOMINO has parameters
y= 0.9 andm = 1 while K is the variable parameter. The nonparametric CUSUM algorithm
has as variable parameteand the SPRT hds= 0.1 anda is the variable parameter.

Tradeoff curves for SPRT, DOMINO withy=0.9 and y=0.7
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Figure 4.9: Tradeoff curves for default DOMINO configuration wyta: 0.9, best performing
DOMINO configuration withy = 0.7 and SPRT.

Tradeoff curves for optimal DOMINO configuration, CUSUM and SPRT
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Figure 4.10: Tradeoff curves for best performing DOMINO configuration with 0.7, best
performing CUSUM configuration witii= 0.7 and SPRT.
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DOMINO with K=3 and Attacker with g=0.503759
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Figure 4.11: Comparison between theoretical and experimental results: theoretical analysis
with linear x-axis closely resembles the experimental results.

the SPRT-based detection schemes and provide analytical and intuitive explanation of why the
other schemes exhibit suboptimal performance when compared to the SPRT schemes. In ad-
dition to that, we offer an extension to the DOMINO algorithm that still preserves its original
idea and simplicity, while significantly improving its performance. Our results show the value

of doing a rigorous formulation of the problem and providing a formal adversarial model since

it can outperform heuristic solutions. We believe our model applies not only to MAC but to a
more general adversarial setting. In several practical security applications such as in biomet-
rics, spam filtering, watermarking etc., the attacker has control over the attack distribution and
this distribution can be modeled in similar fashion as in our approach.

We now mention some issues for further study. This chapter focused on the performance
analysis and comparison of the existing detection schemes. A first issue concerns employment
of penalizing functions against misbehaving nodes once an alarm is raised. When an alarm
is raised, penalties such as the access point never acknowledging the receipt of the packet (in
order to rate-limit the access of the node) or denying access to the medium for a limited period
of time should be considered. If constant misbehavior (even after being penalized) is exhibited,
the system should apply more severe penalties, such as revocation from the network. A second
issue concerns defining alternative objectives of the adversary, such as maximizing throughput
while minimizing the probability of detection.
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Chapter 5
Secure Data Hiding Algorithms

It will readily be seen that in this case the alleged right of the Duke to the whale was a
delegated one from the Sovereign. We must needs inquire then on what principle the Sovereign
is originally invested with that right.
-Moby Dick, Herman Melville

| Overview

Digital watermarking allows hidden data, such as a fingerprint or message, to be placed
on a media signal (e.g., a sound recording or a digital image). When a watermark detector is
given this media signal, it should be able to correctly decode the original embedded fingerprint.

In this chapter we give a final example of the application of our framework to the problem
of watermark verification. In the next section we provide a general formulation of the problem.
Then in section Il we present a watermark verification problem where the adversary is param-
eterized by a Gaussian distribution. Finally, in section IV we model a watermark verification
problem where the adversary is given complete control over its attack distribution.

Il General Model

A. Problem Description

The watermark verification problem consists on two main algorithms, an embedding al-
gorithm £ and a detection algorithri.

e The embeddeE receives as inputs a sigrahnd a bitm. The objective of the embedder
is to produce a signadwith no perceptual loss of information or major differences from
s, but that carries also the information aboutThe general formulation of this required
property is to force the embedder to satisfy the following constraif;s) < Dy, where
D() is a distortion function anB,y is an upper bound on the amount of distortion allowed
for embedding.

e The detection algorithnD receives a signajl, which is assumed to beor an altered
version ofx either by natural errors (e.g., channel losses) or by an adversary. The detector
has to determine i was embedded witih= 1 or not.

e In order to facilitate the detection process, the embedder and the detector usually share a
random secret kel (e.g., the seed for a pseudorandom number generator that is used to
create an embedding patteph This key can be initialized in the devices or exchanged
via a secure out of band channel.

B. Adversary Model
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¢ Information available to the adversary: We assume the adversary knows the embedding
and detection algorithm& and . Furthermore we assume the adversary knows the
distribution of K, S M, however it does not know the particular realizations of these
values. That is, the adversary does not know the particular realizatigrsobr m and
therefore does not know the input argumentgof

o Capabilities of the adversary: The adversary is a man-in-the-middle between the embed-
der and the detector. Therefore it can intercept the sigpadduced byE, and can send
in its place, a signaf to the detector. However the output of the adversary should satisfy
a distortion constraird(y,s) < Dg, sincey should be perceptually similar &

C. Design Space

The previous description can be summarized by the following diagram:

T (M, s) a Dy
X
X« f(x|s,mKk)
y
y < f(ylx) }
f(y|k,m=1) 71
In fkm=o) 50

Wherei — f(i|j) refers toi being sampled from a distribution with pd{i|j). Alter-
nativelyi can be understood to be the output of an efficgobabilistic algorithm with input
j and outpui. Therefore from now on, we will us€x(m,s) and 4(y) interchangeably with
f(x|s,m k) and f (y|x) (respectively).

Notice that aroptimaldetection algorithm (optimal in the sense that it minimizes several
evaluation metrics such as the probability of error, the expected cost or the probability of missed
positives given an upper bound on the probability of false positives) is the log-likelihood ratio

H
test In% Hzlr, whereH; denotes the hypothesis that= i, andt depends on the evaluation
? 0

metric. If the log-likelihood ratio is greater tharthen the detector decides for= 1 and if it
less thart, the detector decides fon= O (if it is equal tot the detector randomly selects the
hypothesis based on the evaluation metric being considered).

Of course, in order to implement this optimal detection strategy, the detector requires the
knowledge off (y|k, m), which can be computed as follows:

fylk,m) — /S/Xf(y\s,x,k,m)f(x|s,k,m)f(s)dxds

_ // F(yIx) f (x|s, k, m) f (s)dxds
SJ/X

Therefore an optimal detection algorithm requires knowledge of the embedding distri-
bution f(x|s,k,m), the attack algorithnf (y|x), and of the pdf ofs: f(s). Note thatf(s) is
fixed, since neither the embedding algorithm or the adversary can control it. As a result, the
overall performance of the detection scheme is only a function of the varigie) (i.e., on
the adversaryd) and on the variablé(x|s,k, m) (i.e., the embedding algorithd). The perfor-
mance can then be evaluated by a metric which takes into account the two variable parameters:
WY(E, 4).
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AssumingW¥(E, 4) represent the losses of the system, our task is toZihtb minimize
Y. However sinceq is unknown and arbitrary, the natural choice is to find the embedding
schemeE* that minimizes the possible damage that can be done by an advérsary

E*,4%)arg min max W(£,4 5.1

(£ A")arg min max W(Z, 4) (5.1)

where thdeasible design spack,, and thefeasible adversary clasf, consist on embedding

distributions and least favorable attack distributions that satisfy certain distortion constraints.
This formulation guarantees that

VA W(E",A) <W(E*,a)

whenever possible we are also interested in finding odt*ifis indeed the best embedding
distribution againsfz*, and therefore we would like to satisfy a saddle point equilibrium:

WY(E*, 4) <W(E*, 2%) < W(E,a%)
D. Evaluation metric

The evaluation metric should reflect good properties of the system for the objective it
was designed. For our particular case we are going to be interested in the probability of er-
ror P{2x(y) # m| when the following random experiment is performéds sampled from a
uniform distribution in{0,1}" (wheren is the length ok), sis assumed to be sampled from
a distribution with pdff (s), mis sampled from its prior distributiofi(m), and then the em-
bedder algorithm and the adversary algorithm are executed. This random experiment is usually
expressed in the following notation:

W(E,2) =Pk« {0,1}";s f(s);m« f(m);x « Ti(s;m);y < A(X) : D(y) #m] (5.2)

The min-max formulation with this evaluation metric minimizes the damage of an ad-
versary whos@bjectiveis to produce a signalthat removes the embedded informatmanin
particular the adversary wants the detection algorithm on ipputmake an incorrect decision
on whether the original signalwas embedded witth= 1 or not.

[l Additive Watermarking and Gaussian Attacks

The model described in the previous section is often intractable (based on the specific
objective function, distortion functions, prior distributions etc.) and therefore several approxi-
mations are made in order to obtain a solution.

For example, in practice there exists several popular embedding algorithms such as spread
spectrum watermarking and QIM watermarking, and researchers often try to optimize the pa-
rameters of these embedding schemes, as opposed to finding new embedding algorithms. Fur-
thermore modeling an adversary that can select any algorithm to produce its output is also very
difficult because we have to consider non-parametric and arbitrary non-linear attacks. There-
fore researchers often assume a linear (additive) adversary that is parameterized by a Gaussian
random process. This assumption is motivated by several arguments, including information
theoretic arguments claiming a Gaussian distribution is the least favorable noise in a channel,
or as an approximation given the central limit theorem.

54



In this chapter we follow one such model originally proposed by [46]. Contrary how-
ever to the results in [46], we relax two assumptions. First, we relax the assumption of spread
spectrum watermarking and instead search for the optimal embedding algorithm in this model
formulation. Secondly, we relax the assumption of the diagonal processors (an assumption
mostly due to the fact that the embedding algorithm used spread spectrum watermarking) and
obtain results for the general case. The end result is that our algorithms achieve a lower objec-
tive function value than [46] for any possible attacker in the feasible attacker class.

In the following section we describe the model of the problem and obtain our results.
Then in section E we discuss our results and compare them to [46].

A. Mathematical Model

Givens e RN andme {0,1}, we assume an additive embeddzthat outputsk = d(s+
pm), ® is anN x N matrix and wherep € RN is a pattern sampled from a distribution with pdf
h(p). Sincep is the only random element in the watermarking algorithm, it is assumed to be
dependent on the kdy, and therefore from now on we will replagewith p without loss of
generality.

The attackerd is modeled by = I'x+ e, wherel is anN x N matrix andeis a zero-mean
(since any non-zero mean attack is suboptimal [46]) Gaussian random vector with correlation
matrix Re.

Finally, the detection algorithm has to perform the following hypothesis test:

Ho:y = Idbs+e
Hi:y = Ids+e+TPp

If the objective functionW(‘E, 4) the detector wants to minimize is the probability of
error, then we know that an optimal detection algorithm is the log-likelihood ratio test. By
assuming that the two hypothesis are equally likely, we finditka0. Furthermore in order to
computef (y|p,m) it is assumed is a Gaussian random vector with zero mean (zero mean is
assumed without loss of generality) and correlation mdgix

The following diagram summarizes the model

Ep(m,s) Aa Dy
X=(s+ pm)®

y=IXx+e

H
pY'R; Yy~ 3P YR, TYpZ0

WhereR, = FT®RP'T + R, andY = .
The distortion constraints thdt and.4 need to satisfy are selected to be the squared error
distortion:

Fou={E E|X~S|* < NDy}

and
Fo, = { A E||Y —S|? < NDa}

whereE = (®,Rp,h) and 4 = (T',Re).
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B. Optimal Embedding Distribution

In the model described in the previous section, the probability of error can be found to
be:

W(E. A) = P{Dy(y) £ m = Ep [ (VP2P)] = [ @ (VP ap)h(p)dp

where 1
Q= SO (TORDT +Re) T

and wherep is the random pattern (watermark) am) is its unknown pdfQ is a function of
the signal and noise covariandgs Re, the watermark covariand&, and the scaling matrices
" and®. If we fix all these quantities theme would like to determine the form ofg) that will
minimize the error probabilitysince this is the goal of the decision maker).

To solve the previous problem we rely on a the following property of@{e function,
that can be verified by direct differentiation

Lemma 3: The functio (1/X) is a convex function of x.
Now we can use this convexity property and apply Jensen’s inequality and conclude that

QX)) = Q(VEN)

we have equality ifik is a constant with probability 1 (wp1l). Using this result in our case

we get
Pe=Ep [Q(M)] > Q(. /Ep[thp]) - Q(, /tr{QRp}) . (5.3)

Relation (5.3) provides &wer boundon the error probability foany pdf (which of
course satisfies the covariance constraint). We have equality in (5.3) iff wp1l we have that

p'Qp = tr{QR,}. (5.4)

In other wordsevery realizatiorof p (that is every watermarf) must satisfy this equality.
Notice that if we can find a pdf fop which can satisfy (5.4dnder the constrainthatE[pp] =
Rp (remember we fixed the covarianBg), then we will attain the lower bound in Equation
(5.3).

To find a random vectop that achieves what we want, we must do the following. Con-
sider the SVD of the matrix

RY?QRY? = UsU! (5.5)
whereU orthonormal and = diag{o1,...,0k }, diagonal with nonnegative elements.
The nonnegativity ob; is assured because the matrix is nonnegative definitéA heta random
vector with i.i.d. elements that take the value$ with probability 0.5. For every vecte we
can then define an embedding vegbaas follows

p= Ry 2UA (5.6)
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Let us see if this definition satisfies our requirements. First consider the covariance matrix
which must be equal tBp. Indeed we have

1/2 _ 1/2 1/2 _ o1/2.01/2

E[pp] = Ry “UE[AAU'RY® = Ry “UTU'RY* = Ry IRy” = Ry,

where we used the independence of the elements of the Veetad the orthonormality
of U (I denotes the identity matrix). So our random vector has the correct covariance structure.
Let us now see whether it also satisfies the constraintgt@p = tr{QR,} wpl. Indeed for
every realization of the random vect&mwe have

pPQp = AURY?QRY2UA=ASA=Aloy+Ados+ -+ AZok
= 01+02+:-+0k,

where we use the fact that the elemeitsf A are equal tat-1. Notice also that

1/2

tr{QRp} = tr{Ry "QRY *} = tr{USU"} = tr{SU'U} = tr{Z} = 01 + - + Ok,

which proves the desired equality. So we conclude that, althgugla random vector
(our possible watermarksll its realizations satisfy the equality
p'Qp = tr{QR,}.

This of course suggests that this specific choice of watermarking attains the lower bound
in (5.3).

B.1 Summary

We have found theptimumembedding distribution. It is a random mixture of the

columns of the matriR%,/ZU of the form R%,/2UA, whereA is a vector with elements1.

This of course suggests that we can haVel#ferent patternsR, is thefinal matrix we

end up from the max-min game ablds the SVD of the correspondirigpal matrix R%,/ZQR%,/Z.

Once we are giveh*, the game the embedder and the attacker play is the following:

|||axn||ntr QR
More specifically:

tr{ (T PR IroR,o'r! 5.7
maxmintr{ (TR + Re) 1 (5.7)

Subject to the distortion constraints:

tr{(®—1)Rs(P — ' + PRyP'} < NDy, (5.8)

tr{(F®—1Ry(TP— 1) + TOR,P'T' + Re} <ND, (5.9)

C. Least Favorable Attacker Parameters
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C.1 Minimization with respect t&

AssumingY = I @ is fixed, we start by minimizing?A?) with respect tdRe. This mini-
mization problem is addressed with the use of variational techniques=EL-etR + €A. By
forming the Lagrangian of the optimization proble®&?) under constraint®?), the goal of the
attacker is to minimize with respect ¢dhe following objective function:

f(e) = tr{ (YRY' + RE) TLYR Y} +- p(tr{ (Y= DRs(Y— ' + YR,Y' + RE} —ND,)  (5.10)
A necessary condition for the optimality Bf is when

df(e)
de

e=0=0
which implies
—tr{ (YRsY' + RS) 2A(YRsY + RS) YR Y} + ir{A} = 0
which must be zero for anf, and thus we need that

(YRsY' +RE) YR Y (YRY +Rg) ~* = i

from where we solve foR} = %I(YRpY‘)l/2 —YRsY
The dual problem is then to maximize with respegutbe following function:

VEH{ (YRoY) Y2 4 p(tr{ (Y — DRs(Y— 1)' + YR Y 4 (1) "Y2(YR,YH) Y2 — YRsY!} — NDy)
which after some simplification becomes
2,/btr{ (YRoY) Y2} — 2utr{ YRs} + ptr{Rs} + ptr{ YR,Y'} — UND,
taking the derivative with respect fopand equating to zero we obtain:

1 2tr{YRs} —tr{Rs} —tr{YRpY'} + NDy
N tr{(YRpY)1/2})

C.2 Minimization with respect td

SinceY = I ® we note that the attacker can completely contfbly an appropriate choice
of I' (assumingd is invertible), therefore we only need to consider the minimization dveir
the following function:

(tr{(YRpY")"/2})
2tr{ YRs} — tr{Rs} — tr{ YRpY'} + ND,
Proceeding similarly to the previous case, we use variational technique¥awithr, +

eA. After deriving the objective function with respectd@nd equating to zero, we obtain the
following equation:

tr{(ARpYo! + YoRpA (YoRpYo!) "1/21Cy — (2tr{ARs} — tr{ARpYo! + YoRpA'})Ch = 0

58



whereCy andC;, are scalar factors not dependentdofand will be determined later.)
Since the above equation must be equal to zero foramg need that

2C4(RpYo(YoRpY!) ~*?) — 2Ca(Rs—RpYy) =0

or alternatively, if we leC =Cy/C,
C(YoRtho)l/z + YoRpY{o = YRS
Letting = = YoRpY2 andA = R, /%R we obtain

C(zzH)Y2 =sA— 55t

after squaring both sides we have

Cst = (A-HZ(A-I

or equivalently,
(A—3HZ(A-3H-C%t =0

D. Optimal Embedding Parameters

2
(tr { (anpcbt)l/?})
max (5.11)
®.Rp 2tr{ PRs} — tr{Rs} —tr { ®PRy®' } + ND3
Subject to:
tr{(®—1Rs(P—1)' + PRyP'} < NDy (5.12)
For any® and anyR, we have by Schwarz inequality that:
2
(tr { (qaquat)l/Z})
(5.13)
2tr{ PR} —tr {Rs} — tr { ®PRy®! } + NDy
t
Ntr{ PRsd'} (5.14)
2tr{ PR} —tr {Rs} — tr { ®PRy®! } + ND;
(5.15)

Equality is achieved if and only iPR,®' =kl (i.e., Ry = k(®'®) 1), wherek is a
constant that can be determined by the following arguments. Notice first that Equation 5.14 is
an increasing function of {PR,®'}. The maximum value is therefore achieved when Equation
is satisfied with equality. Solving far from this constraint we obtain

‘ NDy, — tr{(® —1)Rs(® — 1)}
N N

Replacing the values af andR;, into the original objective function and lettingbe the
maximum value the objective function can achieve (as a functigb)pive have:
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N(NDy —tr{(®—DRs(®—1)'})

<
2tr{ ®Rs} —tr{Rs} + NDg — NDy +tr{(®—Rg(d— 1)t} — A
After some algebraic manipulations we obtain the following:
NDy A(Da—Dy) 1 1ty Mr{Rs}
— < — _ =)
ATl A1 <tr{(®@—A+1)"Ry(P— (A +1) l)}+(7\+1)2

We can see that the minimum value the right hand side of this equation can achieve (as a
function of ®) is when®* = (A +1)~I. With @*, the following equation can be used to solve
for A:

A
mtr{Rs} —f—)\(Da— Dw) - NDW

Solving forA we obtain

_ Dw—Da+NDy —tr{Rs} + /4(Da — Dw)NDy + (Da— D — NDy + tr{Rs} )

A
2(Da—Dw)

E. Discussion

Notice that so far we have solved the problem in the following way:

min max min Y(Z£,4) (5.16)

®R, TRe h
where (as we mentioned beforg)= (h,Rp,®) and 4 = (I',Re). This means that give®
andRp, the adversary will seledt andRe in order to maximize the probability of error, and
then given the parameters chosen by the adversary we finally find the embedding disthbution
minimizing the probability of error.

The problem with this solution is that in practice, the embedding algorithm will be given
in advance and the adversary will have the opportunity of changing its behavior based on the
given embedding algorithm (including.

For notational simplicity assun®® andR, are fixed, so we can replad@@ with hin the
remaining of this chapter. Furthermorelt¢t?) denote the embedding distribution as a function
of the parametersl = (I',Re) (recall thath depends o by the selection ot in Equation
5.6). Now we can express easily the problem we have solved:

va Y(h*(4),4) <W¥h(4a),A4)

This is true in particular fora*, the solution to the full optimization problem from Equation
5.16. Moreover, the above is also true for the distribution used in the previous work [46], which
assumed a Gaussian embedding distributién

va W(h*(4),4) <W¥(hC, a)
Notice also that in [46], the solution obtained was

4% =arg rrﬂ]laxW(hGﬂ) (5.17)
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Due to some approximations done in [48},h®, 4) turns out to be the same objective function
given in Equation 5.7. Furthermore in [46] there were further approximations in order to obtain
linear processors (diagonal matrices). In this work we relaxed this assumption in order to obtain
the full solution to Equation 5.7. Therefore the general solution (without extra assumptions
such as diagonal matrices) in both cases is the same:

A® = arg rr;laqu(hG,le) =A*=arg n;lax{mhin w(h,ﬂ)} (5.18)

One of the problems with our solution however is that there might eXisuch that
W(h*(4x),2") < W(h*(4'),4")

However, even in this case it is easy to show tifds still better tharh®, since the performance
achieved byn® is not as good as the performance obtained Witteven for any otheA:

max W(h*(4),4) < max W(h, )

The main problem is that in order to obtain this optimal performance guarantee, the
embedding distributiom* needs to know the adversary final strategy of the advergarin
particular we are interested in two questions. With regards to the previous work in [46] we
would like to know if the following is true:

Va4 W(h'(a),4) < Whe, 3% (5.19)

that is, once we have fixed the operating pairit(the optimal adversary according to Equation
5.7) there is no other adversarial strategy that will mak@erform worse than the previous
work.

The second question is in fact more general and it relates to the original intention of
minimizing the worst possible error created by the adversary:

mhin m;x W(h,A4) (5.20)

yet we have only solved the problem in a way whieis dependent or¥:

(h*,2%) = arg rgaxmhin W(h, )

A way to show thath*, 2*) satisfies Equation 5.20 (and therefore also satisfy Equation
5.19) is to show that the pafh*, 2*) forms a saddle point equilibrium:
V(h,4) W(h*, 2) <W¥(h",2%) <W¥Yh,7") (5.21)

To be more specific leE denote again the tripléh, Ry, @). Then we are interested in
showing that
V(E,4) Y(E",A) <W(E, ") <W(E, A" (5.22)

where(Z*,2%) = (h*, Ry, ®*,Rg, ') is the solution to Equation (5.16).
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It is easy to show how the right hand side inequality of Equation (5.22) is satisfied:

W(E,A') =Ep [Q (\/p‘%q’tr*t(r*mquntr*t | RZ)lr*CDp)

1 . .
>Q <\/Rp§¢tr*t(r*¢Rs¢tr*t + Rg)lr*d>> by Jensen’s inequality

>Q <\/Rg%¢*tr*t(r*¢*qu>*tr*t + R;)lr*cb*> by Equation (5.7)
=W(E*,4%) by the definition oh*

The left hand side of Equation (5.22) is more difficult to satisfy. A particular case where
it is satisfied is thescalarcase, i.e., wheN = 1. In this case we have the following:

PEA= QW F o R R

>Q \/2(( RE(CD*F)Z ) by Equation (5.7)

®")2Rs + Re)

Q<\/2(< P(@T)” )] Sincep is independent oft

—F
P F®*)2Rs+ Re)

=WY(E", 7%

The independence qf in the scalar case comes from the fact that Equation (5.6) yields in this
casep = /Rp with probability 3 and p = —/Rp with probability 3. With this distribution
Equation (5.4) is always satisfied (since the adversary has no control over it).

This result can in fact be seen as a counterexample against the optimality of spread spec-
trum watermarking against Gaussian attacks: if the attack is Gaussian, then the embedding
distribution should not be a spread spectrum watermarking, or conversely, if the embedding
distribution is spread spectrum, then the attack should not be a Gaussian attack.

In future work we plan to investigate under which conditions or assumptions is the left
inequality in Equation (5.22) satisfied. An easier goal we also plan to investigate is whether
Equation (5.19) is true, since this will also show an improvement over previous work. We also
plan to extend the work to other evaluation metrics, such as the case when one of the errors is
more important than the other. In this case we can set an arbitrary level of false alarms and find
the parameters of the embedder that maximize the probability of detection while the adversary
tries to minimize detection.

IV Towards a Universal Adversary Model

In the previous section we attempted to relax the usual assumptions regarding the optimal
embedding distributions (Spread Spectrum or QIM) and find new embedding distributions that
achieve better performance against attacks. The problem with the formulation in the previous
section is that the optimal embedding distributisrwill depend on the strict assumptions made
to keep the problem tractable. In particular it assumes the correctness of the source signal model
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f(s) and even more troubling, it assumes the adversary will perform a Gaussian and scaling
attack only. This limitation on the capabilities of the adversary is a big problem in practice,
since any data hiding algorithm that is shown to perform well under any parametric adversary
(e.g., Gaussian attacks) will give a false sense of security, since in reality the adversary will
never be confined to create only Gaussian attacks or follow any other parametric distribution
prescribed by the analysis.

In this section we are going to focus in another version of the embedding detection prob-
lem: non-Blind watermarking. This formulation is very important for several problems such
as fingerprinting and traitor tracing. In non-blind watermarking both the embedder and the
detector have access to the source signahd therefore the problem can again be represented
as:

F(M, s) Aa Di(S)
X
X« f(x|k,m,s)
y
y — f(yx) !
f(ylskm=1)"1
N fyiskm=0) 3, ¢

where 4 should satisfy some distortion constraint, for example for quadratic distortion con-
straints:4 € #p : {4 :E[(x—Y)?] <D}

Our main objective is to model and understand the optimal strategy that a non-parametric
adversary can do. To the best of our knowledge this is the first attempt to model this all powerful
adversary.

In order to gain a better insight into the problem we are going to start with the scalar case:
N =1, or in particulas, x andy are inR. Furthermore we assuntis fixed and parameterized
by a distancel between different embeddings: that is, forkainds d = | £« (1,s) — Z«(0,s)|.

Since for every output of the attackesr— f (y|x) there exists a random realizationaoivith pdf
h such thaty = x+ a, we can replace the adversarial model with an additive random vagaable
sampled from an attacker distributibnFinally, the decision functiop will output an estimate
of m: m= 0 orm= 1 given the output of the adversarny:
E(m,s) 1 D(s)

y=X+a
p(y)
Having fixed the embedding algorithm this time, our objective is to find a (peih*)

such that
Vpandhe 7p W(p*,h) <W(p*,h*) <W(p,h") (5.23)

whereW(p, h) is again the probability of error:
Prim« {0,1};x=E(m,s);a«< h(a) : p(x+a) # m|

and wherefp simplifies to{h: E[a?] < D, [h(a)da= 1 andh > 0}.

Notice that this problem is significantly more difficult than the problem of finding the
optimal parameters of an adversary, since in this case we need to perform the optimization over
infinite dimensional spaces, becaltmrss a continuous function.
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A. On the Necessity of Randomized Decisions for Active Distortion Constraints

Letx; = E(i,s). Then we know that to satisi(p*,h*) < W(p,h*), p* should select the
largest between the likelihood gfgivenx;: f(y|x1) and the likelihood ofy givenxo: f(y|xo),
and should randomly flip a coin to decide if both likelihoods are equal (this decision is called
Bayes optimgl Therefore in order to find the saddle point equilibrium we are going to assume
a givenp and maximize foh (subject to the distortion constraints) and then check to seesif
indeedBayes optimal

Before we obtain a saddle point solution we think it is informative to show our attempt
to solve the problem with a non-randomized decision funciorA typical non-randomized
decision function will divide the decision space into two sd&sand its complemen®®. If
y € Rthenp(y) = 1, otherwisep(y) = 0.

Assume without loss of generality theit= xg — X1 > 0. The probability of error can be
expressed then as:

W(p,h) = Prip=1M =0|Pr{M = 0]+ Prjp =0|M = 1]PrM = 1]
=5 (oo [ ny—xapay)

= % (/Rh(a—d)da+ /Rc h(a)da)

= % ( - h(a)da+ /Rc h(a)da)

_ %/(1Rd(a)+ch(a))h(a)da

where X is the indicator function for the s&(i.e., Ir(a) = 1 if ac€ Rand k(a) = 0 otherwise)
and whereR—d is defined as the s¢a—d : ac R}.
The objective function is therefore:

%&2%% / (1r_d(a) + 1re(a)) h(a)da

Subject to:
E[a?] <D

The Lagrangian is

L(A,h)z/(%(lRd(a)+1Rc(a))—)\a2> h(a)da+AD

whereW(p,h*) = L*(A*) = L(A*,h*).

By looking at the form of the Lagrangian in Figure 5.1 (for> 0) it is clear that a
necessary condition for optimality is thBt— d(R® = 0, since otherwise, the adversary will
put all the mass dfi in this interval. Under this condition we assuiRe-d = [—inf, *Td].

Now notice that foD > (%)2, A* = 0, and therefore there will always be Bhsuch that
W(p,h*) = 1. The interpretation for this case is that the distortion constraints are not strict
enough, and the adversary can create error rates up.ttt & impossible to find a saddle point
solution for this case, since amywill not be Bayesian, and if it is Bayes optimal thbhis

64



] x1 [ X0 —» y

RC

Figure 5.1: Let us defina=y— x; for the detector. We can now see the Lagrangian function
overa, where the adversary tries to distribute the dertsigych that (A, h) is maximized while
satisfying the constraints (i.e., minimizihgA, h) overA.

not a maximizing distribution. However by assumiRg-d = [—inf, ‘Td] we guarantee that the

probability of error is not greater than3 Having such a high false alarm rate is unfeasible in

practice and thus the embedding scheme should be designedaviihch thaD > (%)2
AssumingA > 0 it is now clear from Figure 5.1 that an optimal solution is for

h*(a) = pod(—d/2) + p18(0) + p2(d/2)

wherepo + p1+ p2 = 1.
ForD < ()% A" = % and thus¥(p,h*) = 22, where

§ 2D d?—4D 2D
h (a) = ﬁé(—d/Z) + Té(O) + ?

Notice however that in this cagas not optimal, since the solution assumes that at the boundary
betweerR andR’, p decides for bothm= 0 andm = 1 at the same time! and thus clearly this

is not a Bayes optimal decision rule (in fact this is not a decision at all!). An naive approach to
solve this problem is to randomize the decision at the boundary: i.e., to flip an unbiased coin
whenevew is in the boundary betwedRandR®. This decision will then be Bayes optimal for

h*, however it can be shown that tHi$ is not a solutiorh that maximizes the probability of

error and thus we cannot achieve a saddle point solution. In the next section we introduce a
more elaborate randomized decision that achieves a saddle point equilibria.

B. Achieving Saddle Point Equilibria with Active Constraints

6(d/2)

Let p(a) = 0 with probabilitypp(a) andp(a) = 1 with probabilityp1(a). In order to have
a well defined decision function we requipg = 1 — p1. Consider now the decision function
given in Figure 5.2. The Lagrangian is now:

L()\,h):/<%(p1(a+d)+po(a))—)\a2) h(a)da+AD
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p1(a) po(a)

Figure 5.2: Piecewise linear decision function, whe(@) = po(0) = p1(0) = 3

Figure 5.3: The discontinuity problem in the Lagrangian is solved by using piecewise linear
continuousdecision functions. It is now easy to shape the Lagrangian such that the maxima
created form a saddle point equilibrium.
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p1(a)

Figure 5.4: New decision function

In order to have active distortion constraints, the maxima& @f,h) should be in the
intervala € [—d,d]. Looking at Figure 5.3 we see that

2 (pr(at-d) + po(@) —Aa?

achieves its maximum value fa¥ = iwld. Therefore

@=3(2(aa) +*(aa) )

Notice however that undér, p will only be Bayes optimal if and only i{mid = % which occurs
if and only if \* = =% which occurs if and only iD = (%)2 (sincer* = ﬁ minimizes the
Lagrangian.)

As a summary, fob = (%)2, (p*,h*) form a saddle point equilibrium whept is defined

as in Figure 5.3 and
* _ 1 _d d
r@=3(5(-7)+(3))

Furthermore the probability of error #(p*,h*) = 14 +AD = § + 205 = .

It is still an open question whether there are saddle point equilibria for the distortion
constraintE[a?] < D whereD > dﬁf, however forD < %2 we can obtain a saddle point by
considering the decision function shown in Figure 5.4. Fer(3,«), the local maxima of the
Lagrangian occur foa= 0, anda = im, where the second value was obtained as the

solution to d 1 1
Z A
da{Z((z—Z)da z—2) )\aL*_O

i.e., the derivative evaluated at must be equal to zero. By symmetry of the Lagrangian we
have that another local maximum occursaiat —a*.

The value ofA* that makes all these local maxima the same (and thus gives the opportu-
nity of an optimal attack with three delta functions, one on each local maximum) is the solution
to:

1 z z 1 A z 2 R-8d(x—2\
2 ((2—2)d4d(z—2))\* _2—2) a (4d(z—2))\*> T 16d2(z—2)2n
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Figure 5.5: Withp defined in Figure 5.4 the Lagrangian is able to exhibit three local maxima,
one of them at the poird = 0, which implies that the adversary will use this point whenever
the distortion constraints are too severe

which isA* = @. Any otherA would have implied inactive constraint® too large) or

D =0. See Figure 5.5.
The optimal adversary has the form

(@) = pod (-5 ) + (1~ 2p0)5(0) + pod (5 )

We can see thai defined as in Figure 5.4, afd can only form a saddle point #= 4.
Notice also thah* is an optimal strategy for the adversary as long as

E[a%] = 2po (g)z =D

That ispg = %—2. Since the maximum value thap should attain i%, this implies that this is

the optimal strategy for the adversary for dnw %2. The probability of error for this saddle

point equilibrium is
D 1
Y = [ (A= ND= — < =
Y(p*,h*)=L*(A\") =A"D 2 1

C. Saddle Point Solutions for B %2

In the previous section we saw how the adversary can creaté plahs generate points
where the decision function makes large errors in classification, therefore the idea of using an
“indecision” region can help the decision function in regions where deciding between the two
hypothesis is prone to errors. In this framework we alfoiy) to output— when not enough
information is given iry in order to decide betweean=0 orm= 1.

LetC(i, j) represent the cost of deciding fiofp = i) when the true hypothesis was= j.
By using as an evaluation metric the probability of error, we have been so far minimizing the
expected cost|C(p,m)] whenC(0,0) =C(1,1) = 0 andC(1,0) =C(0,1) = 1. We now extend
this evaluation metric by incorporating the cost of not making a decig€¢n;0) = C(—,1) =
a.
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po(a)

Figure 5.6:p-, represents a decision stating that we do not possess enough information in order
to make a reliable selection between the two hypotheses.

If we leta < 1, it is easy to show (assuming[Rr= 0] = Pim= 1] = 0.5) that a decision
function that minimize$!(p, h) = E[C(p, m)] has the following form:

x

—

1

‘I—\

1 if Y

f(yﬁ)>f 3
pily) =4 — if 8> s a (5.24)
o f
0 if %%g < 180(

(y|x) . 1— .. . .
and Wheneve% equal; either®- or 228 the decision is randomized between 1 anand
between- and O (respectively).
Under our non-blind watermarking model the expected cost becomes:

W(p,h) = 5 [ {[pa0c+ )+ ap- (x-+ )] + [Po(x) + tp- ()] Xyl

whererho; is the probability of deciding forand wherepg(X) 4+ p-(x) + p1(x) = 1.
Givenp, the Lagrangian for the optimization problem of the adversary is:

L(A,h) = %/ [p1(a+d) +ap-(a+d)+po(a) +ap-(a) — Aa?] h(a)da+AD

Consider now the decision function given in Figure 5.6. Following the same reasoning
as in the previous chapter, it is easy to show thaffer %d, the maximum values fdr(A, h)
occur fora= 0 anda = +d. The optimal distributiorn has the following form:

h*(a) = 25(—01) + (1 p)3(0) + gé(d)

The decision functiop is Bayes optimal for this attack distribution only if the likelihood ratio
for a= 0is equal to*z%, (i.e., if =2 = 1=0) and if the likelihood ratio fom = +d () is equal

P2
to 1% (i.e., p/2_laa .
This optimality requirement places a constraintana = 2p— 1. Furthermore, the
distortion constraint implies the adversary will sel&?] = pd® = D. Since we need < 2
in order to make use of the “indecision” region, the above formulation is thus satisfied for

342
D < 3d2.
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